Accepted Manuscript

RELIABILITY
ENGINEERING
& SYSTEM

Modeling cyber-physical attacks based on stochastic game and
Markov processes

K.C. Lalropuia, Vandana Gupta

Pll: S0951-8320(17)31443-6

DOI: https://doi.org/10.1016/j.ress.2018.08.014
Reference: RESS 6250

To appear in: Reliability Engineering and System Safety
Received date: 11 December 2017

Revised date: 31 July 2018

Accepted date: 26 August 2018

Please cite this article as: K.C. Lalropuia, Vandana Gupta, Modeling cyber-physical attacks based
on stochastic game and Markov processes, Reliability Engineering and System Safety (2018), doi:
https://doi.org/10.1016/j.ress.2018.08.014

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.


https://doi.org/10.1016/j.ress.2018.08.014
https://doi.org/10.1016/j.ress.2018.08.014

ACCEPTED MANUSCRIPT

Highlights

o Attack probability decreases as the cost of detection increases

e Whereas it increases as the cost of withdrawal increases &
e Penetrated state is the most sensitive state with respect to thed-
ability

e Reliability, availability and confidentiality decrease as
increases
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