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a  b  s  t  r  a  c  t

This  paper  proposes  a  risk  analysis  model  for information  security  assessment,  which  identifies  and
evaluates  the  sequence  of events  – referred  to as  alternatives  – in a potential  accident  scenario  following
the  occurrence  of an  initiating  event  corresponding  to abuses  of Information  Technology  systems.  In
order  to perform  this  evaluation,  this  work  suggests  the  use  of Event  Tree  Analysis  combined  with  fuzzy
decision  theory.  The  contributions  of the present  proposal  are: the  development  of  a  taxonomy  of  events
and  scenarios,  the  ranking  of alternatives  based  on  the criticality  of  the  risk,  considering  financial  losses,
and  finally,  the  provision  of  information  regarding  the  causes  of  information  system  attacks  of  highest
managerial  relevance  for organizations.  We  included  an  illustrative  example  regarding  a data  center
aiming  to illustrate  the applicability  of  the proposed  model.  To assess  its  robustness,  we  analyzed  twelve
alternatives  considering  two different  methods  of setting  probabilities  of  the  occurrence  of  events.  Results
showed  that  deliberate  external  database  services  attack  represent  the  most  risky  alternative.

©  2015  Elsevier  Ltd. All  rights  reserved.

1. Introduction

According to Kiyomoto, Fukushima, and Miyake (2014), Infor-
mation Technology (IT) systems consist of computing resources
and networks, which support the performance of critical functions
in organizations. Moreover, IT systems have improved how busi-
ness is executed, making organizations more dependent on their
computer systems (Magklaras & Furnell, 2002).

However, despite the benefits and advantages of IT systems,
many issues regarding IT infrastructure exhibit security flaws that
render them susceptible to abuse.

Security abuses, according to Bojanc & Jerman-Blazic (2008),
are related to technical failures, system vulnerabilities, human
failures, fraud, and external events. Financial losses are often a con-
sequence of security abuse (Sun, Srivastava, & Mock, 2006). Rasheed
(2014) reported many companies identifying security concerns as
the remaining barrier to adopting cloud computing services and
Brender and Markov (2013) claim that those risks need to be care-
fully evaluated before any engagement in this area. Thus, the IT
industry has provided a variety of security tools (e.g., anti-virus
and firewalls) that help users and system administrators prevent,
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detect, and counteract IT abuse, according to Magklaras and Furnell
(2002).

Information security has become crucial to the survival of insti-
tutions. Thus, several security solutions have been developed to
minimize risks that endanger organizations’ operations and to
maintain the confidentiality, integrity, and availability of infor-
mation. These solutions mainly focus on analysing vulnerabilities
and threats to the IT systems and deciding what countermeasures
reduce risk to an acceptable level (Feng, Wang, & Li, 2014). How-
ever, these solutions are not simple tasks due to the complex and
dynamic environment.

This same assessment is pointed out in Feng and Li (2011), in
which information system security (ISS) risk analysis is a diffi-
cult task and involves uncertainty, which is considered to be the
main factor that influences the effectiveness of the ISS risk assess-
ment. However, these authors also argued that several existing
approaches for ISS risk analysis have some difficulties in deal-
ing with the uncertainty. To overcome this problem, considering
the uncertainty inherent to the context, this paper developed an
approach that combines decision theory and fuzzy logic by incor-
porating the vision of the work developed by Shamala, Ahmad,
and Yusoff (2013), which not only identified and ranked potential
systems vulnerabilities but also identified and monitored specific
threat levels of deliberate and external data center attacks.

Therefore, the objective of this paper is to assess the risk, which
is the first step in the risk management methodology for infor-
mation technology systems (NIST, 2002). The risk assessment, in
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turn, encompasses nine primary steps: System Characterization,
Threat Identification, Vulnerability Identification, Control Analy-
sis, Likelihood Determination, Impact Analysis, Risk Determination,
Control Recommendations, and Results Documentation. The event
tree analysis (ETA) methodology in this paper will support the
step of System Characterization through the identification of the
vulnerabilities of the organization and consequently, the potential
accidents and possible scenarios. The Risk Determination step will
be supported by decision theory and fuzzy logic through determi-
nation of the chances of occurrence and judgments about these
elements. Thus, this article proposes the use of specific method-
ologies in crucial stages of risk assessment in information security.
Both mathematical rigor, which is necessary to ensure the robust-
ness of the model, and the judgments of those involved in the
process, given the subjective characteristic of the types of assess-
ments made, are considered in this model. In this way, this new
approach of dealing with information security in IT systems enables
managers to better understand the problem by estimating the level
of threat that is likely to originate from a particular scenario in an
uncertain environment.

The first section of the paper discusses information security risks
in IT systems. Then, a discussion follows of the existing method-
ologies on information security and the background information
necessary to develop the proposed approach. Next, we  introduce
the methodology and present a real case illustrating how the
methodology validates the proposed approach. Finally, the discus-
sion turns to limitations of the research, suggested further studies
and concluding remarks.

2. Background

2.1. Information security risk analysis

This section presents a brief summary of related works in
information security risk management models. The necessity
of information security in organizations has increased as huge
changes in structure and type of information technologies imple-
mented have generated greater risk (Shamala et al., 2013). As a
result, several risk management frameworks and methodologies in
information security literature have been developed.

Lo and Chen (2012) compared the advantages and disad-
vantages of qualitative and quantitative methods used in risk
assessment. Quantitative methods, while providing higher accu-
racy with respect to risk assessment, have the disadvantage of
difficulty of obtaining data. On the other hand, the qualitative
method, i.e., working with judgments, intuition and experience,
provides subjective assessments that are questionable in most
cases. In this sense, much research has been done on fuzzy meth-
ods intended to diminish the subjective nature of qualitative risk
assessments (Liu, Dai, Wang, & Ma,  2005; Wang, Chao, Lo, Huang,
& Younas, 2007).

According to Paula and Vignon-Davillierb (2014), most tra-
ditional security risk management approaches involve the
identification of information assets, followed by the identification
and evaluation of risks with respect to those assets. Silva, Gusmao,
Poleto, Silva, and Costa (2014) developed an approach that encom-
passes failure modes and effects analysis (FMEA) and fuzzy theory,
and which analyses five dimensions of information security: access
to information and systems, communication, infrastructure, secu-
rity management, and security information systems development.
Magklaras and Furnell (2002) proposed an approach that estimates
the level of threat likely to originate from a particular insider by
introducing a threat evaluation system based on certain profiles of
user behavior. Considering the Computer Crime and Security Sur-
vey of the Computer Security Institute (Power, 2001), which reports

that 49% of the respondents faced IT security incidents due to the
actions of legitimate users, Magklaras and Furnell (2002) presented
a new, innovative approach of dealing with insiders that abuse IT
systems. However, their focus is only to identify possible internal
threats. External factors and even other internal factors, dissoci-
ated from human actions, are not considered. The same focus is
given in Schultz (2002) and Theoharidou, Kokolakis, Karyda, and
Kiountouzis (2005).

Feng and Li (2011) proposed an Information Systems Security
(ISS) risk assessment model based on the improved evidence the-
ory. The advantages of the model related by the authors are: the
model is based on evidence theory, which can effectively model
the uncertainty involved in the assessment process; the model pro-
vides a new way  to define the basic belief assignment through a
fuzzy measure, which allows it to deal with fuzzy evidence found in
the ISS risk assessment; the model provides a method of testing the
evidential consistency, which can reduce the uncertainty derived
from the conflicts of evidence provided by experts. The difficulty
with relation to the use of this model resides in experts’ judgment
elicitation.

In contrast, Shamala et al. (2013) proposed a conceptual
framework of information structure for Information Security Risk
Assessment (ISRA) that supports organizations in making security-
planning decisions and enables managers to design precise plans
for the ISRA process. This framework clarifies the general view of
information flow, types of information to collect, and requirements
to be met  before any risk assessment is conducted. Nevertheless,
this work does not propose any new risk analysis methodol-
ogy based on the comparisons made among six methodologies
of ISRA. Recognizing this weakness, the authors assure that they
will conduct further research based on quantitative and qualitative
methods to make the infrastructure more complete and detailed
for information security assessment in all types of organizations.

Feng et al. (2014) proposed a Security Risk Analysis Model
(SRAM) based on Bayesian networks and ant colony optimization.
This model deduces the occurrence probabilities and consequence
severities of security risks and then calculates the vulnerability
propagation paths using ant colony optimization to provide guid-
ance for developing security risk treatment plans. However, as
reported by the authors, the treatment of uncertainty should be
considered by the SRAM in future works: introducing fuzzy sets
into the model for example. This concern results because, for many,
security risk analysis is quite complex and full of uncertainty (Alter
& Sherer, 2004).

Also, according to Bojanc and Jerman-Blazic (2008), some
researchers, like Anderson (2001), Anderson and Schneier (2005)
and Schneier (2004) have realized that information security is not a
problem that only technology can solve and have tried to include an
economic point of view. In this way, which is different from other
methodologies, the proposed model aims to evaluate the conse-
quence of each of the alternatives of potential threat in terms of
financial loss, since this is generally used and perceived by decision
makers, considering the different possible events (possible nature
of these threats). For the evaluation of the scenarios, the use of ETA
methodology is proposed and the evaluation of the alternatives is
based on decision theory and fuzzy logic. These concepts are briefly
introduced in the following sections.

2.2. A review on event tree analysis methodology

According to Clifton and Ericson (2005), ETA is an analysis tech-
nique for identifying and evaluating the sequence of events in a
potential accident scenario following the occurrence of an initiating
event.

Bidder et al. (2014) describes ETA as a diagrammatical rep-
resentation of the ‘system’, whereby the system includes the
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