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A B S T R A C T

Software applications play an important role in vehicle innovation, aiming at improved safety, efficiency, and
comfort, and creating the new areas of cooperative intelligent transport systems and autonomous vehicles. To
accommodate modern applications, vehicles have become increasingly computerized and connected. Despite
the benefits that the adoption of these applications bring to the automotive sector and consumers, automotive
applications along with the enabling technological innovation open great challenges to security and privacy.
Addressing these challenges is a prerequisite for the acceptance and deployment of innovative applications at
a large scale. This survey investigates the main security and privacy challenges for the design of automotive
applications and platforms. Based on the main security and privacy requirements and threats identified, we
review existing protection mechanisms proposed within the automotive domain. We then identify the main gaps
in existing research and draw a roadmap for future research.
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1. Introduction

Modern vehicles have become complex systems containing a large
number of interconnected embedded computers, sensors and actuators
as well as interfaces to communicate with the outside world. These
components are often coupled with an increasing use of software
applications that aim to improve safety, efficiency and comfort. This
trend is still ongoing; future vehicles will become even more complex
and connected to accommodate innovative applications and enable new
ways of using vehicles. Despite their benefits, these innovations open
new security and privacy challenges. This survey investigates the current
state of the art in security and privacy for automotive applications and
platforms.

Existing automotive applications cover three main categories: con-
trol systems that manage physical functions of the vehicle including
engine, chassis, body, and passive safety functions; telematics systems
that provide information and support entertainment as well as financial
transactions; and complex advanced driver assistance systems (ADAS)
that aim to turn vehicles into intelligent systems, improve safety,
and enhance driving experience. The complexity that accompanies all
these different applications, as well as the need to quickly adopt new
applications, is challenging the traditional approach of rigidly building
applications into the vehicles during assembly. This approach of adding
embedded computers for each new application has reached its cost
and complexity limits [1]. Therefore, a current trend is the adoption
of application platforms to increase flexibility while reducing cost and
complexity.

Application platforms offer easier development and deployment
of new services. Flexible software distribution allows applications to
be selected according to customers’ requirements [2]. By providing
common application programming interfaces (APIs) that abstract the
underlying hardware, application platforms can also increase software
reuse [3] compared to low-level and hardware-specific approaches that
are currently largely adopted by the automotive industry. A platform
can also reduce hardware complexity and cost by hosting multiple
applications on the same hardware [1].

Until recently, most applications and platforms were implemented
inside vehicles for control systems with little communication with the
outside world. Yet, a vehicle is no longer isolated within intelligent
transport systems; information sharing is essential for many advanced
applications. Vehicles need to communicate with other entities, such
as personal devices, other vehicles, road-side infrastructure, and the
Internet. Modern vehicles thus involve three main areas as illustrated
in Fig. 1. In-vehicle systems were initially designed for applications in
control systems but have been extended to support ADAS and telemat-
ics. VANETs are ad-hoc communication networks among vehicles and
between vehicles and road side infrastructures enabling collaborative
ADAS as well as telematics applications. Finally, Internet-based applica-
tions have telematics as main purpose.

All these trends of more complex systems, flexible application plat-
forms and increased connectivity also come with significant security and
privacy challenges that must be addressed before smart vehicles and
innovative applications can be widely adopted and large scale intelligent

Fig. 1. The anatomy of a connected vehicle.

transport systems can be successfully deployed. In particular, the in-
creasing number of vehicle assets (e.g., more vehicular communication,
personal information stored in vehicles, and audio-visual media) along
with the ease to interact with modern vehicles has attracted considerable
attention to the study of their security, and several attacks have already
been demonstrated [4–13]. The potential impact of attacks can range
from slight inconvenience to serious safety, financial and/or privacy
consequences. For instance, Miller and Valasek [6] demonstrated an
attack in which they could remotely track a vehicle and perform various
actions, such as changing radio volume, killing the vehicle’s engine, and
disabling the brakes.

Automotive security and privacy is a wide topic encompassing
multiple subjects, such as automotive system architectures, the plethora
of applications and platforms with different requirements, attackers
with various motivations and levels of skills, and the diversity of threats
and their countermeasures. To identify the most important issues and
identify research directions that will enable the acceptance and adoption
of innovation in the automotive sector, a broad overview of the field is
needed. This survey aims to provide such an overview by presenting a
literature review on automotive security and privacy. In particular:

• We review automotive system architectures, applications, and
application platforms to provide the context for security and
privacy analysis. Applications and platforms from all major areas
(in-vehicle systems, VANETs, and Internet-based applications) are
discussed, as security and privacy issues can arise not only from
individual areas but also from their interconnection.
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