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a b s t r a c t

We describe a method for de-identifying point location data used for disease spread modeling to allow
data custodians to share data with modeling experts without disclosing individual farm identities. The
approach is implemented in an open-source software program that is described and evaluated here. The
program allows a data custodian to select a level of de-identification based on the K-anonymity statistic.
The program converts a file of true farm locations and attributes into a file appropriate for use in disease
spread modeling with the locations randomly modified to prevent re-identification based on location.
Important epidemiological relationships such as clustering are preserved to as much as possible to allow
modeling similar to those using true identifiable data. The software implementation was verified by
visual inspection and basic descriptive spatial analysis of the output. Performance is sufficient to allow
de-identification of even large data sets on desktop computers available to any data custodian.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

Spatially explicit, stochastic disease spread models such as the
North American Animal Disease Spread Model (NAADSM) (Harvey
et al., 2007), AusSpread (Garner and Beckett, 2005; Beckett and
Garner, 2007) and InterSpread Plus (Stevenson et al., 2013) are
powerful tools that can be used to assist in the decision-making
process for animal health and disease management policy. Sim-
ulation models have been used to assess disease behavior under
a variety of conditions, to compare the efficacy of control meas-
ures, to develop and evaluate contingency plans, and to estimate
resources required in the event of an outbreak (Ward et al., 2009a,
2009b; Tildesley et al., 2011; Porphyre et al., 2013; Roche et al.,
2014). Disease spread models apply input data through the use of
stochastic processes to simulate the spread of disease from infected
livestock premises to susceptible ones. The probability of spread
depends on a number of model parameters along with attributes
of the premises involved. Premises may be classified by type and
number of livestock present. If a premises produces livestock such
as poultry or swine for a vertically integrated production company,
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the specific company affiliation is an important attribute for mod-
eling due to connectivity between vertically integrated premises.
A key factor in the probability of spread is the distance – and
in some cases direction – between premises. Therefore, the spa-
tial location of each premises is important to model outputs and
the conclusions that can be drawn from them. These models take
as one of their input sets the true point or area locations of the
premises in the populations at risk. Confident use of model out-
puts to inform decision-making is dependent upon the quality of
model inputs, including animal population data. The spatial scales
and distributions of animal populations used as model inputs to
simulate disease transmission and control can influence model out-
puts such as those describing disease dynamics, outbreak severity
and extent (Highfield et al., 2008; Tildesley et al., 2010; Carpenter,
2011; Reeves, 2012). The true location of each livestock premises
is the ideal data source. Unfortunately, such data are not always
available to modelers due to confidentiality requirements and pri-
vacy concerns. In the United States, for example, very few data
exist regarding the locations of livestock premises, and those data
that do exist are often not accessible. Various government agencies
and private industry groups have real-world premises location and
population data. In virtually every case such data were collected
and are held under formal or informal promises of confidentiality
(USDA, 1985–2002; USDA–NASS, 2007; USDA–APHIS, 2012, Title
7 Section 2276). Custodians of these data are under dual obliga-
tions to use these data constructively for the prevention and control
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of animal disease while restricting their unauthorized release for
other purposes. In many cases, the expertise needed to use the data
for disease spread modeling lies outside the data custodian orga-
nization. In these cases there is a need to disclose the location data
in a way that allows disease spread modeling while maintaining
an adequate assurance of privacy for the individual premises rep-
resented. The words privacy and confidentiality are used here in
closely related but slightly different ways. Privacy is the right of
individuals to control disclosure of information about themselves.
Confidentiality is the obligation of second party data custodians
to control further disclosure of information about individuals who
have legitimate privacy concerns.

1.1. Sources of farm premises data commonly used in modeling

Because true location data are so seldom available to disease
spread modelers, particularly in the United States, geographic
coordinates and accompanying premises attributes are often sim-
ulated from aggregate data. The most common source of surrogate
premises location data for the United States is the U.S. Department
of Agriculture’s Census of Agriculture (USDA, 1994). The National
Agricultural Statistics Service (NASS) collects a detailed census of
farms every 5 years. However, NASS is prohibited from disclos-
ing information that allows the identification of the person that
supplied the information. To protect privacy these data are made
available as county-level totals for numbers of farms and numbers
of animals for different types of livestock and poultry.

Various techniques have been used to simulate premises loca-
tions and animal holdings from county-level summary data (Melius
et al., 2006; Melius, 2007; Bruhn et al., 2012; Tildesley and Ryan,
2012). Several studies have evaluated variations in model out-
comes when different sources of population data are used. Model
outcomes are sensitive to spatial clustering, distribution of farm
populations such as some areas having a few large farms and many
small ones versus other areas having mostly medium sized farms,
and type and species composition of each farm (Reeves, 2012;
Tildesley and Ryan, 2012). Model parameters can be adjusted to
match real-world outbreak data in order to compensate for the
lack of realistic clustering in synthetic data sources. It has been
shown that such re-parameterized models are effective in optimi-
zing control strategies. However, because this approach depends on
real-world outbreak data, it can only be used reactively and is there-
fore not applicable when using models in advance of an outbreak
for planning and preparedness (Tildesley et al., 2010).

1.2. De-identification

Given the importance of quality population data for use in mod-
els, one solution (as an alternative to synthesized or randomly
placed farms) is to use the true locations in a way that allows mod-
elers access to all the epidemiologically important attribute and
spatial relationships between the premises while still preventing
the identification of individual premises in the real world from the
modeling data. Preventing identification while retaining important
epidemiological information is known as “de-identification”. A side
benefit of this solution is that it produces data that appear realis-
tic to the decision-makers who will be called upon to consider the
modeling outcomes. While this is completely separate from the
mathematical conclusions drawn from the modeling, it may build
confidence in model outputs.

Since the passage of the security and privacy provisions of the
Health Insurance Portability and Accountability Act there has been
a great body of research on how to render medical data such
that the “risk is very small that the information could be used,
alone or in combination with other reasonably available infor-
mation, by an anticipated recipient to identify an individual who

is a subject of the information” (45 CFR Subtitle A, Subchapter
C, Part 164–514). A few basic techniques have been used to de-
identify medical records. These include aggregation, generalization,
and suppression (Domingo-Ferrer and Torra, 2005). An additional
approach involves random perturbation of the data in a way that
preserves its value for statistical analysis (Adam and Worthmann,
1989).

The NASS Census of Agriculture provides examples of aggre-
gation and suppression. Aggregation is applied in that only
county-level totals are released to the public. Even then, some
counties have so few farms of certain types that there would be an
unacceptable loss of privacy. So NASS uses suppression in addition
to aggregation. To prevent unacceptable re-identification risk, NASS
removes even the aggregate totals from the published data for those
counties. They replace the data with the symbol (D) (USDA–NASS,
2007).

In other situations generalization is used to avoid completely
suppressing some information, such as date of birth, by replacing it
with more general – and therefore less specific to any single individ-
ual – representations of the same information such as age group or
year of birth. Generalization can be used with categorical attributes
such as types of animals by combining very small groups that might
result in compromised privacy.

Random perturbation is a statistical de-identification method
in which a certain amount of random variation is added to indi-
vidual data values. This perturbation changes those values enough
to reduce analysts’ ability to identify the source while preserving
essential statistics in the overall epidemiologic analysis of the data.

1.3. K-anonymity

Generalization, suppression, and random perturbation can be
applied to individual records, also known as “microdata”. The risk is
that the collection of information that is released may be combined
with other generally available information such as phone direc-
tories, voter rolls, etc. to uniquely identify the individual. Efforts
to quantify that risk lead to the development of the K-anonymity
measure (Samarati and Sweeney, 1998).

The “K” in K-anonymity refers to the minimum number of dis-
tinct individuals whose identities would be indistinguishable from
each other in a released dataset by linking with generally avail-
able records. If, for example, for each premises in a dataset we have
removed or generalized each fact about that premises sufficiently
that no one can tell it apart from at least five other premises then
we say that the record has a K-anonymity of five. The value of five
for K is something of a historical artifact similar to the way 0.05 has
become the default threshold of statistical significance in biology.
Various values from 3 to 15 have been suggested (El Emam and
Dankar, 2008).

The first step in de-identification is to remove any directly iden-
tifying information such as names and Social Security numbers. The
required level of K-anonymity is then achieved by controlling the
quasi-identifiers remaining in the released data. Quasi-identifiers
are data elements that may be paired with other records used to
attempt re-identification. These elements would include the obvi-
ous things like name and address but also any other facts that might
appear in other data sources that identify the premises. In the data
used for disease spread modeling the quasi-identifiers include both
the information about the premises such as the types of animals and
integrator company affiliation, and their spatial locations.

In addition to quasi-identifiers the data set to be de-identified
may contain sensitive information or there would be no point in de-
identifying it. These are known as “confidential outcome attributes”
(Domingo-Ferrer and Torra, 2005). If within a K-group these sensi-
tive data are essentially the same, someone with the set, while not
knowing the identity of any one individual, knows the sensitive fact
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