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a b s t r a c t

Identity-based signature (IBS) is a specific type of public-key signature (PKS) where any
identity string ID can be used for the public key of a user. Although an IBS scheme can
be constructed from any PKS scheme by using the certificate paradigm, it is still important
to construct an efficient IBS scheme with short signature under the standard assumption
without relying on random oracles. Recently, Kwon proposed an IBS scheme and claimed
its strong unforgeability under the computational Diffie–Hellman (CDH) assumption. In
this paper, we show that the security proof of Kwon is seriously flawed. To show the flaws,
we first show that there exists a distinguisher that can distinguish the distribution of sim-
ulated signatures from that of real signatures. Next, we also show that the simulator of
Kwon’s security argument cannot extract the solution of the CDH problem even if there
exists an adversary that forges the signature. Therefore, the security of the Kwon’s IBS
scheme is not related to the hardness of the CDH assumption.

� 2014 Elsevier Inc. All rights reserved.

1. Introduction

Identity-based signature (IBS) is a specific type of public-key signature (PKS) such that an identity string ID can be used
for the public key of a user. The concept of IBS and the first IBS scheme were proposed by Shamir [8]. The main advantage of
IBS is that the certificate management problem of PKS can be solved by replacing a public key with an identity string.
Although an identity-based encryption (IBE) scheme requires a strong primitive like bilinear maps, an IBS scheme can be
easily derived from any PKS scheme by using the certificate paradigm [1,4]. However, the signature size of this general
IBS scheme derived from a PKS scheme is long since the signature should contain a public key and a certificate on the public
key and an identity string. Gentry and Silverberg [5] showed that an IBS scheme (with short signature) can be derived from a
two-level hierarchical IBE scheme. Although many IBS schemes were proposed without random oracles [7,3], it is still impor-
tant work to construct an efficient IBS scheme with short signature that is secure under the standard assumption without
random oracles.

Recently, Kwon [6] proposed an IBS scheme that is strongly unforgeable under the computational Diffie–Hellman (CDH)
assumption without random oracles. The IBS scheme of Kwon is a hierarchical combination of the PKS scheme of Waters [11]
and the weakly secure (modified) PKS scheme of Boneh and Boyen [2]. Kwon also devised a new mechanism to provide the
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strong unforgeability. Compared with previous IBS schemes that are secure under the CDH assumption without random ora-
cles [7,3], the IBS scheme of Kwon has shorter public parameters and provides the strong unforgeability.

In this paper, we show that the security argument of Kwon is flawed. In a correct security argument, the distribution of
simulated private keys and simulated signatures should be indistinguishable from that of original one, and a simulator could
extract the solution of the CDH problem from the forged signature of an adversary. We first show that there exists an algo-
rithm that can distinguish whether signatures are generated from the real signing algorithm or not with high probability if
the algorithm requests a polynomial number of signature queries. Next, we show that the simulator of Kwon cannot extract
the solution of the CDH problem even if there exists an adversary that outputs a forged signature. Therefore, the security
argument of Kwon is not valid since the distribution of simulated game is distinguishable and the security argument is
not related with the hardness of the CDH assumption.

The paper is organized as follows: We first review the IBS scheme of Kwon and its security argument in Section 2. After
that, we present our security analysis in Section 3.

2. The review of Kwon’s identity-based signature

In this section, we review the IBS scheme of Kwon and its security proof under the CDH assumption.

2.1. Bilinear groups and complexity assumption

Let G and GT be two multiplicative cyclic groups of same prime order p and g be a generator of G. The bilinear map
e : G�G! GT has the following properties:

1. Bilinearity: 8u; v 2 G and 8a; b 2 Zp, eðua;vbÞ ¼ eðu;vÞab.
2. Non-degeneracy: 9g such that eðg; gÞ has order p, that is, eðg; gÞ is a generator of GT .

We say that G is a bilinear group if the group operations in G and GT as well as the bilinear map e are all efficiently com-
putable. Furthermore, we assume that the description of G and GT includes generators of G and GT respectively.

Assumption 2.1 (Computational Diffie–Hellman, CDH). Let ðp;G;GT ; eÞ be a description of the bilinear group of prime order
p. Let g be generators of subgroups G. The CHD assumption is that if the challenge tuple D ¼ ðp;G;GT ; eÞ; g; ga; gb

� �
is given,

no PPT algorithm A can output gab 2 G with more than a negligible advantage. The advantage of A is defined as
AdvCDH

A ðkÞ ¼ Pr½AðDÞ ¼ gab� where the probability is taken over random choices of a; b 2 Zp.

2.2. The original IBS scheme

The IBS scheme consists of Setup, GenKey, Sign, and Verify algorithms. The IBS scheme of Kwon [6] has the same private
key structure with that of Waters [11] and it uses the modified structure of Boneh and Boyen [2] for signature generation.

Let vðdÞ be a mapping from an element d 2 G to c 2 f0;1g where c is the rightmost bit of x coordinate of d. Let
H : f0;1g� �G�G! Zp be a collision-resistant hash function. The IBS scheme is described as follows:

Setup(1k): This algorithm takes as input a security parameter 1k. It generates bilinear groups G; GT of prime order p. Let g
be the generator of G. It chooses random elements g2; u0; u1; . . . ; un; v0; v1; w 2 G and a random exponent a 2 Zp where
n ¼ 2k. It outputs a master key MK ¼ ga

2 and public parameters PP ¼ ðp;G;GT ; eÞ; g; g1 ¼ ga; g2;u0;u1; . . . ;un; v0;v1;wð Þ.
GenKey(ID;MK; PP): This algorithm takes as input an identity string ID ¼ ðI1; . . . ; InÞ 2 f0;1gn where Ii is a bit string of ID

at ith position, the master key MK, and the public parameters PP. It selects a random exponent r 2 Z�p and outputs a private
key SKID ¼ K1 ¼ ga

2 u0
Qn

i¼1uIi
i

� �r
;K2 ¼ gr

� �
.

Sign(M; SKID; PP): Let SKID ¼ ðK1;K2Þ. It obtains c by computing vðK2Þ. Next, it selects a random exponent s 2 Z�p and com-
putes h ¼ HðMkID;K2; gsÞ. It outputs a signature r ¼ S1 ¼ K1 � vcwh

� �s
; S2 ¼ K2; S3 ¼ gs

� �
.

Verify(r; ID;M; PP): Let r ¼ ðS1; S2; S3Þ. It obtains c by computing vðS2Þ. It computes h ¼ HðMkID; S2; S3Þ and verifies that
eðS1; gÞ¼? eðg2; g1Þ � e S2;u0

Qn
i¼1uIi

i

� �
� eðS3;vcwhÞ. If this equation holds, then it outputs 1. Otherwise, it outputs 0.

2.3. The security proof

In this subsection, we briefly review the simulator in the security proof of Kwon [6] that solves the CDH problem by using
an adversary.

Suppose there exists an adversary A that requests qk number of private key queries and outputs a forged signature for the
above IBS scheme with a non-negligible advantage. A simulator B that solves the CDH problem using A is given: a challenge
tuple D ¼ ððp;G;GT ; eÞ; g; ga; gbÞ. Then B that interacts with A is described as follows:
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