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h i g h l i g h t s

• We present an information-theoretical secure VSS scheme with vector space access structure over bilinear groups.
• We convert the scheme to a modified one with improved efficiency.
• We show the application of our schemes in Boneh and Franklin’s identity-based encryption scheme.
• We show how to use our scheme to realize distributed key generation and distributed decryption in bilinear ElGamal encryption system.
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a b s t r a c t

As a basic tool, Verifiable Secret Sharing (VSS) has wide applications in distributed cryptosystems as well
as secure multi-party computations. A number of VSS schemes for sharing a secret from a finite field,
both on threshold access structures and on general access structures, have been available. In this paper,we
investigate the verifiably sharing of a secret that is a randomelement fromabilinear group on vector space
access structures. For this purpose, we present an information-theoretical secure VSS scheme, and then
convert it to a modified one with improved efficiency. The performance and the security of the proposed
schemes are analyzed in detail. Two examples are given to illustrate the applications of our proposed VSS
schemes. One is the secure sharing of an organization’s private key in Boneh and Franklin’s identity-based
encryption system, and the other is the distributed key generation and distributed decryption for bilinear
ElGamal encryption system, both with vector space access structures.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Secret sharing [1] is a fundamental tool for safe guarding cryp-
tographic keys, distributed cryptosystems and secure multi-party
computation, etc. It is a technique of distributing shares of a secret
among a set P of participants in such a way that only some prede-
termined subsets called qualified subsets of P can reconstruct the
secret by pooling their shares together. Earlier basic secret sharing
schemes are threshold ones which assume both the dealer and the
participants are honest and require all participants possess exactly
the equal position, power and reliability. However, in real world
applications, a dealer or some participants may not always behave
honestly. They may not fully trust each other. Apart from this, in

∗ Corresponding author at: School of Computer Science and Technology, Nanjing
Normal University, 210097, Nanjing, China.

E-mail address: zhangfutai@njnu.edu.cn (F. Zhang).

many occasions the participants may possess different status, dif-
ferent power and different reliability.

In order to solve the reasonable distrust between the dealer and
participants, verifiable secret sharing (VSS) [2] was introduced. In
a VSS scheme, participants are able to verify whether the shares
distributed to them by the dealer or submitted by other partic-
ipants are valid. To meet with the possible requirement for dif-
ferent power and reliability among different participants, general
secret sharing schemes have been investigated, which can be used
to share a secret on any access structures as needed anddonot have
to assume the same position of share-holders. By now, a number of
VSS schemes for sharing secrets froma finite field, either on thresh-
old access structures [3,4] or on general access structures [5], have
been available.

The vector space construction [6,7] is a method to implement
secret sharing schemes for a family of access structures that in-
cludes threshold access structures as a particular case. Some VSS
schemes in finite field on vector space access structures have
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been presented. Recently, the bilinear pairing-based cryptogra-
phy has received much attention from the research community.
Many bilinear pairing-based schemes andprotocols have beenpro-
posed [8–13]. We notice that in some of the pairing-based crypto-
graphic schemes, the secret keys come from a bilinear group rather
than a finite field. To share and manage such secret keys, we have
to consider the verifiably sharing for secrets from a bilinear group,
and such schemes with threshold access structures [14–16] have
been available by now. However, few VSS schemes for sharing se-
crets from a bilinear group on vector space access structures can
be found in the literature. For the good properties of vector space
access structures and the prosperous of pairing-based cryptosys-
tems, in this paper we study VSS on vector space access structures
that shares secrets from bilinear groups and put forward a basic
VSS scheme with detailed description and particularly analyze its
security and computational cost. Thenwe give amodified onewith
improved efficiencywhile enjoy the same level of securitywith the
first one.

With regard to the applications of our schemes, we take Boneh
and Franklin’s identity-based encryption [17] and bilinear pairing-
based ElGamal encryption [10] as two specific examples. We show
how to use our VSS schemes to share the private key of an
organization in Boneh and Franklin’s identity-based encryption
system, and how to generate in a distributed manner a secret and
public key pair of bilinear ElGamal encryption system, both with
vector space access structures. Similar applications can be easily
implemented in some other pairing-based cryptosystems.

Organization:
In Section 2 we briefly describe the concepts of bilinear pair-

ing and access structure and some related mathematical opera-
tions. Then in Section 3 we present a basic VSS scheme for sharing
a random secret of a bilinear group on vector space access struc-
tures with detailed description. We also analyze the security and
computational cost of our basic scheme. After that in Section 4
we give a modified VSS scheme with a brief analysis of its se-
curity and computational cost. Besides, we illustrate the applica-
tions of our schemes in Section 5. At last we conclude our paper in
Section 6.

2. Preliminaries and definitions

We firstly give a brief review of some basic concepts such as bi-
linear pairing and access structure. Thenwegive twomathematical
operations on vector space and bilinear group which will be used
in the construction of our VSS schemes.

2.1. Bilinear pairings

Let G1 and G2 be two groups with the same order q, where q is
a large prime. Here, we assume that G1 is an additive cyclic group,
and G2 is amultiplicative cyclic group. Amap ê : G1×G1 −→ G2 is
called a bilinear pairing (or bilinearmap) if it satisfies the following
three conditions:

1. Bilinear: For all P,Q ∈ G1 and a, b ∈ Z∗
q , ê(aP, bQ ) = ê(P,Q )ab.

2. Non-degenerate: There exist P,Q ∈ G1 such that ê(P,Q )
≠ 1.

3. Computable: For all P,Q ∈ G1, there exists an efficient
algorithm to compute ê(P,Q ).

We say that G1 is a bilinear group if there exists a group G2 and a
bilinear pairing ê : G1×G1 −→ G2 as above, where ê and the group
action in G1 and G2 can be computed efficiently.

2.2. Access structure

A secret sharing scheme involves a dealer D who holds the
secret and a set H = {H1, . . . ,Hn} of participants (share-holders)
who receive shares of a secret from the dealer. An access structure
Γ on H specifies a family of qualified subsets of H that are allowed
to reconstruct the shared secret using their secret shares. We
denote by Γ0 = {A1, . . . , Am} the basis of Γ , that is the set of
minimal elements of Γ under inclusion. Here we briefly describe
the notion of the most common threshold access structure and the
more general vector space access structurewhich actually contains
the threshold one.

• Threshold access structure: A (k, n) threshold access structure
consists of all those subsets of H containing at least t of the n
share-holders.

• Vector space access structure: Let the secret space K = GF(q)
be a finite field and L = K t the vector space over K with
dimension t . An access structure Γ is said to be a vector space
access structure if there exists a function

ψ : {D} ∪ H → L (1)

such that A ∈ Γ if and only if the vectorψ(D) can be expressed
as a linear combination of the vectors in the set {ψ(P)|P ∈ A}.

The vector space construction is a method to implement se-
cret sharing schemes for vector space access structures that in-
clude threshold access structures as a particular case. Obviously
Shamir’s threshold scheme [1] can be seen as a vector space se-
cret sharing scheme by taking ψ(D) = (1, 0, . . . , 0) and ψ(Hi) =

(1, xi, . . . , xit−1), where x1, x2 . . . , xn are n distinct, nonzero ele-
ments of K [18].

2.3. Notations for two mathematical operations

Let G1, q be the same as specified in Section 2.1. Denote by
K = GF(q) the finite field with q elements. Assume α = (a1,
. . . , at), ν = (v1, . . . , vt), V = (V1, . . . , Vt), where a1, . . . , at ,
v1, . . . , vt are elements of finite fieldK andV1, . . . , Vt are elements
of the additive group G1. In our construction, we will use the oper-
ation of inner product in K t , and an operation of an element of K t

with an element in Gt
1. They are defined as follows.

• α • ν = a1v1 + · · · + atvt ,
• α ◦ V = a1V1 + · · · + atVt .

Obviously the result of the first operation is an element in K and
the second belongs to G1.

3. Verifiable secret sharing on vector space access structures
over bilinear groups

In this section, firstly we show a technique of sharing a secret
that is a random element of a bilinear group on vector space
access structures. Thenwepresent the corresponding information-
theoretical secure VSS scheme. After that we demonstrate the
correctness and analyze the security and the computational cost
of our scheme.

3.1. Secret sharing on vector space access structures over bilinear
groups

Let D be the dealer and H = {H1, . . . ,Hn} a set of n players
(share-holders). Suppose Γ is the vector space access structure
with basis Γ0 defined on H . Both the secret space and the share
space are G1 which is an additive bilinear group with order q as
specified in Section 2.
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