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A B S T R A C T

In the late 70’s, a Group of Experts on Transborder Data Barriers and Privacy Protection was

set up within the OECD. This expert group developed guidelines on basic rules governing

the transborder flow and the protection of personal data and privacy. The purpose was to

“facilitate a harmonization of national legislations, without this precluding at a later date

the establishment of an international Convention.”The Guidelines are described as “minimum

standards for adoption in domestic legislation . . . and . . . capable of being supplemented

by additional measures for the protection of privacy and individual liberties at the na-

tional as well as the international level.” Decades on, there remains no internationally accepted

set of principles, leaving states with piecemeal legislation.2

The draft Cybercrime Law for Cambodia is just the latest in this long line of laws that

attempt to resolve this issue. This Article will demonstrate, however, that the draft Cyber-

crime Law for Cambodia exposed a dangerous drift away from international human rights

standards regarding protection of speech and right to privacy on the Internet. We will also

propose possible redrafting of the Cambodian law, to bring it in line with their interna-

tional human rights obligations and provide for easier implementation along with a possible

framework for an international construct dealing with this pressing legal issue.
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1. Introduction

In April 2014, ARTICLE 19, a London-based human rights or-
ganization obtained a copy of a draft Cybercrime law for
Cambodia.3Article 40 of the proposed legislation indicates that
it will go into effect 12 (twelve) months after the promulga-
tion. It is therefore due for implementation in or about April
2015. Our recent comparative research project on the draft Cy-
bercrime law for Cambodia started as an analysis of the terms
but soon exposed a dangerous global drift by all States from
the necessary common human rights standards in the context
of global cyber law.4 Thus, this article was written with the intent
to make clear our own personal recommendations relating to
the specific terms of the draft Cybercrime law for Cambodia.
Additionally, our comparative research highlighted the need
for a more globally comprehensive and uniform approach to
cyber law by all States.

The Internet is not a separate community for the world of
cyberspace.Yet, the global nature of the connected world creates
a new global legal conundrum highlighted here by the pro-
posed Cambodian legislation. Cybercrime laws need to balance
international criminal law principles with competing issues of
sovereignty in the context of the online global community.The
proposed Cambodian Cybercrime law does not address these
issues. In addition, it has been drafted in such a way that it is
ineffective as a tool to combat online crime. Its terms are mis-
leading, beyond mere issues of translation and it has real
potential to restrict the media, communication by social media
and individual freedom. The structure and contents are such
that rights are inhibited, policing is inappropriate and the leg-
islation, if enacted could be used to target human rights activists/
NGOs.The current draft restricts legitimate acts of expression
and communication, and violates an individual’s right to privacy.
This version also fails to properly deal with child exploitation
online and other cybercrime. If enacted, it is a dangerous in-
strument and requires significant amendment to comply with
Cambodia’s international obligations.This Article makes some
practical suggestions and proposes some global solutions to
address the larger issue of global compliance of international
human rights law pertaining to the Internet and Cybercrime.

Even in the short comparative exercise we were able to
conduct with the assistance of some willing students, it was
plain that several states have attempted to enact laws to address
such Internet related issues with varying degrees of success.
Some states directly censor and control the Internet,5 while
others place the responsibility for enforcing the law in the hands

of the trade organizations who stand to gain from their
enforcement.6 Our research exposed a dangerous global drift
by all States from the necessary common human rights stan-
dards in the context of global cyber law. States commitment
to common human rights standards requires the formula-
tion of a balanced set of cyber laws and procedures to combat
cybercrime and improve cyber security, without compromis-
ing human rights in all States. This Article proposes the
immediate formulation of a global panel of experts with a view
to the creation of uniform global cyber law construct: An in-
ternational convention envisaged by the OECD in the context
of privacy as proposed over three decades ago.

2. The Internet: an environment ripe for state
interference and regulation

The Internet is now a global information infrastructure and
provider of commercial services as a result of the wide-
spread adoption of browsers making information accessible for
users across the globe. Access to the Internet is liberating and
educational, however it has also been used a great deal to fa-
cilitate cybercrime. The prevalence of cybercrime is then used
as a justification for intrusive surveillance and over regulation.7

Human Rights Watch has concisely summarized the issues: “In-
trusive surveillance and over regulation threaten privacy right
of individuals . . . Governments should only be able to call for
information relating to an individual’s private life for the public
interest. Any relevant legislation must specify the precise cir-
cumstances for accessing private individual’s information. In
addition, the right to information requires governments to allow
free flow of information . . . A decision to block access to online
materials should be subject to the highest level of scrutiny, with
a burden on the government to demonstrate that censorship
would effectively avert a threat of irreparable, imminent, and
weighty harm, and that less extreme measures are unavail-
able as alternatives to protect the state interest at issue.”8 The
major issue in any cybercrime law (Cambodian or otherwise)
is balancing competing interests on an individual, corporate,
government and global level.

However, the speed of technological changes outpaces social
and legal changes. In a very short space of time, much of the
world has moved from telephones to smart phones, desktop
computers to laptops to tablets to invention like Google Glass.
Now there are cyborgs and artificial intelligence.9 The slower
pace of changing domestic law means that criminal laws and
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