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a b s t r a c t

The goal of this paper was to assess the connection between dark personality traits and engagement in
harmful online behaviors in a sample of Russian Facebook users, and to describe the language they use in
online communication. A total of 6724 individuals participated in the study (mean age ¼ 44.96 years, age
range: 18e85 years, 77.9% d female). Data was collected via a purpose-built application, which served
two purposes: administer the survey and download consenting user's public wall posts, gender and age
from the Facebook profile. The survey included questions on engagement in harmful online behaviors
and the Short Dark Triad scale; 15,281 wall posts from 1972 users were included in the dataset. These
posts were subjected to morphological, lexical and semantic analyses. More than 25% of the sample
reported engaging in harmful online behaviors. Males were more likely to send insulting or threatening
messages and post aggressive comments; no gender differences were found for disseminating other
people's private information. Psychopathy and male gender were the unique predictors of engagement in
harmful online behaviors. A number of significant correlations were found between the dark traits and
numeric, lexical, morphological and semantic characteristics of the participants' posts.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

The invention of the Internet and the advancement of its tech-
nologies have changed the world and human communication in
profound ways. Today various online services and the ever evolving
social networking sites (SNS) are ubiquitous in the Western world
and keep gaining popularity worldwide: in most European coun-
tries and North America Internet penetration is as high as 90% of
total population (Mander & McGrath, 2017) and rapid gains in
Internet access are reported in a number of developing countries
(Pew Research Center, 2016). The positive social role and applica-
tions of these technologies are hard to overlook, however, the
advancement of SNS and their growing penetration in various re-
gions of theworld showed that they can be used not only in positive
ways but also become a venue for a variety of harmful behaviors
(cyberbullying, trolling, cyber stalking, etc.). In recent years,
aggressive behaviors carried out via digital technology have

become a matter of scholarly interest and public concern. This
study seeks to expand the literature by focusing on the connections
between dark personality traits, harmful online behaviors and
language in sample of Russian Facebook users.

1.1. Harmful online behaviors

Harmful online behavior can take a variety of forms. Cyber
aggression is the most general term given to describe socially un-
desirable online behaviors in existing research literature; cyber-
bullying is usually used to describe bullying behaviors in
cyberspace; and other terms such as online harassment and trolling
have been used to describe malicious behaviors carried out with
modern technologies. A growing body of research demonstrates
that exposure to cyberbullying in children and adolescents is
associated with emotional distress, negative changes in body im-
age, depression, substance use and suicidal behaviors (Calvete,
Orue, & G�amez-Guadix, 2016; G�amez-Guadix, Orue, Smith, &
Calvete, 2013; Slonje, Smith, & Fris�en, 2013; Van Geel, Vedder, &
Tanilon, 2014).

Less is known about experiences of online harassment and cyber
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aggression in adults, but data from college samples indicates that
victims of such behaviors are more likely to experience psycho-
logical distress (Bauman & Baldasare, 2015), develop symptoms of
depression and exhibit problematic alcohol use (Selkie, Kota, Chan,
&Moreno, 2015). Moreover, it has been demonstrated that not only
victimization, but also engagement in harmful online behaviors,
such as cyberbullying, may be associated with maladjustment. For
instance, Schenk, Fremouw, and Keelan (2013) demonstrated that
college students engaged in cyberbullying exhibit more psycho-
logical symptoms and suicidal behaviors. Similar findings were
reported in other samples (Fahy et al., 2016).

An additional body of research explores the phenomenon of
trolling and its psychological correlates. Trolling is described as a
form of online bullying and harassment, where a “troll” behaves in
destructive or disruptive ways, starting aggressive arguments,
posting inflammatory messages and deliberately provoking or up-
setting other users with no obvious instrumental goal (Buckels,
Trapnell, & Paulhus, 2014; Craker & March 2016). Research on trol-
ling and its impact is limited, but existing studies indicate that
psychological responses and management strategies in case of
exposure to trolling are similar to those seen in other forms of online
harassment (Craker & March 2016; Thacker & Griffiths, 2012).

According to Global Web Index Report, Internet penetration in
Russia is currently at 73% (Mander & McGrath, 2017), moreover
social media is popular in Russia: an average user spends 26% of his
or her Internet time browsing SNS (TNS Russia, 2016). Despite
significant degree of Internet coverage and high popularity of social
media sites, little research has addressed harmful online behaviors
in Russian samples. The limited knowledge that we have points to
high rates of cyberbullying in Russian samples. For instance, a
recent study by Microsoft Corporation (2012) Russia was found to
have the fifth highest rate of online bullying in a sample of 25
countries surveyed, with 49% of children and adolescents aged
8e17 reporting experiencing online bullying (compared to a 25
country average of 37%), and 33% acknowledging bullying someone
online (vs. 24% average). Moreover, according to a study conducted
by WHO, Russia had the highest rate of experiencing cyberbullying
among 11-year olds (out of 42 surveyed countries) and one of the
highest for 13- and 15-year olds (Inchley et al., 2016).

Rates of experiencing and engaging in cyber aggression and on-
line harassment among Russian adults are unknown, but Russian
pro-governmental organizations have been implicated in hiring paid
“trolls” for persecuting people with opposing view online as well as
for devaluing and discrediting ideas, values and individuals. This has
received some coverage in news media (Chen, 2015; Volchek &
Sindelar, 2015) and was approached in academic publications on
post-soviet affairs (Fedor, Umland, & Portnov, 2015). The psycho-
logical impact of these activities, however, including potential social
contagion of aggressive behaviors is yet to be explored.

1.2. The Dark Triad and harmful behavior online

Harmful online behavior is a multifaceted problem and can be
approached in different ways. One of the most notable psycholog-
ical approaches to this problem focuses on the assessment of the
so-called dark traits. This term refers to a set of objectionable
subclinical personality traits known collectively as the Dark Triad:
Machiavellianism, narcissism and psychopathy (Paulhus &
Williams, 2002). Machiavellianism is characterized by the use of
manipulative tactics in interpersonal behavior, emotional coldness
and moral pragmatism; narcissism is characterized by grandiosity,
sense of entitlement and superficial charm; and, finally, psychop-
athy implies callousness, disregard for others, impulsivity and
thrill-seeking behavior (Muris, Merckelbach, Otgaar, & Meijer,
2017). Later models suggest the addition of sadism to that list to

make a Dark Tetrad (Paulhus, 2014).
The association between dark personality traits and harmful

online behaviors has been investigated in a number of recent
studies. For instance, the Dark Triad personality traits were
explored in connection with cyber-aggression in samples of ado-
lescents and college students. Goodboy and Martin (2015) found
that all three traits of the Dark Triad are correlated with involve-
ment both in visual-based and text-based cyberbullying in a sample
of students. However, Pabian, De Backer, and Vandebosch (2015)
demonstrated that only psychopathy is associated with adoles-
cents' cyber-aggression on social media. And in a paper addressing
the relationship between the dark traits and both offline and
cyberbullying in a sample of high school seniors it was found that
while Machiavellianism, psychopathy and sadism were all pre-
dictors of offline bullying, only sadismwas predictive of engaging in
cyberbullying (Van Geel, Goemans, Toprak, & Vedder, 2017).

All features of the Dark Tetrad were found to predict cyberstalk-
ing perpetration both for men and women (Smoker & March 2017),
and engagement in trolling behaviors in the context of online dating
was associated with psychopathy and sadism (March, Grieve,
Marrington, & Jonason, 2017). In two other studies focused on the
phenomenon of trolling, the contribution of the dark traits to cyber
aggression was explored further. Buckels et al. (2014) found that
psychopathy, sadism and Machiavellianism were all correlated with
the enjoyment of trolling, with Machiavellianism and sadism acting
as unique predictors; Craker and March (2016) found that psy-
chopathy and sadism, but not Machiavellianism, were the significant
positive predictors of trolling behaviors on Facebook.

1.3. The language of dark personalities

All of the studies described above were based on self-report,
however, one of the major advantages that social media-based
research has for psychology is the availability of rich linguistic
data, providing researchers with important correlates of self-
reported characteristics and behaviors and deeper insight into hu-
man behavior and its determinants. The idea that one can gain
insight into the psychological characteristics and functioning of an
individual by studying ways in which this person uses language has
been around for some time (Pennebaker, Mehl, & Niederhoffer,
2003). More specifically to the topic of this paper, linguistic corre-
lates of the dark personality traits were explored in a number of
studies. For instance, Hancock, Woodworth, and Porter (2013)
investigated patterns of word use in the language of psychopathic
individuals in a sample of incarcerated males and found that the
language of psychopathic subjects was focused on basic physiolog-
ical needs, was less emotional, more negative in valence and more
disfluent than that of the control sample. In a different study,
Machiavellianism was found to predict personal linguistic style ac-
commodation in interpersonal communication for self-serving pur-
poses: highly Machiavellian individuals, when placed in a less
powerful social role within an experiment, were more likely to
change their linguistic style to be more like their more powerful
conversational partner (Muir, Joinson, Cotterill, & Dewdney, 2016).
There is also a body of research looking at the language of narcissistic
individuals. Traditionally, narcissismwas associated with propensity
for I-talk (frequent use of personal pronouns), however, in a recent
large, multisite study the connection between narcissism and I-talk
was rejected and alternative markers, such as verbal certainty and
sensory language use, were suggested (Carey et al., 2015).

With the advent of social media, researchers gained an un-
precedented opportunity to explore natural language and its cor-
relates in large samples of online social networks' users (Schwartz
et al., 2013). One example of such research pertaining to the topic of
this paper is a study focused on predicting dark personality traits
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