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h i g h l i g h t s

• The proposed protocol is a cross-layer design.
• Two users extract a short secrets at the physical layer.
• Using the extracted secrets, two users establish a secret key at higher layers.
• Comparing with other related protocols, the new protocol achieves a better performance.
• The protocol is proved secure in the standard model.
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a b s t r a c t

Password authenticated key exchange (PAKE) protocols are designed for a pair of users to establish
a secret session key over a public and unreliable network. In existing PAKE protocols, it is assumed
that short passwords are pre-shared between users. This assumption, however, would be impractical in
certain applications. For instance, in the Internet of Things and Fog computing, billions of devices will be
wirelessly connected. In practice, the devices are produced by different factories, and it is not practical to
assume that these devices are pre-loaded with passwords when they leave factories. As a result, existing
PAKEprotocols cannot be directly employed in these applications.Moreover, it is investigated that devices
can extract secrets using thewireless fading channel. However, the key extraction rate at the physical layer
is slow. Motivated by these observations, this paper presents a variant of password authenticated key
exchange (vPAKE) protocol without the password sharing assumption. To obtain the passwords, wireless
devices, such asmobile phones, tablets, and laptops, are used to extract short secrets at the physical layer.
Using the extracted secrets, users can establish a secret key at higher layers. The performance analysis
shows that comparing with other PAKE protocols (which are proved secure in the standard model), the
communication and computation consumptions of our protocol are significantly reduced. Additionally,
the proposed protocol is proved secure in the standard model.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

The ‘‘pay-as-you-go’’ Cloud computing model provides an ef-
ficient mechanism to enable ubiquitous, on-demand access to a
shared pool of configurable computing resources, such as net-
works, servers, storage, applications, and services. In practical ap-
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plications, an emerging wave of Internet deployments requires
mobility support and location awareness. To meet these require-
ments, a new platform, i.e., Fog computing, is designed in [1].
Specifically, the Fog is a cloud close to the ‘‘ground’’, and it enables
applications on billions of connected devices, which are already
connected in the Internet of Things (IoT), to run directly at the net-
work edge [2,3]. Fig. 1 shows a brief structure of Fog computing.

As shown in Fig. 1 that, Fog servers adopt certain wireless inter-
faces, e.g., WiFi and Bluetooth, to connect with mobile users. Fur-
thermore, mobile users can wirelessly connected with each other.
To secure the communications, cryptographic keys are needed to
provide confidentiality, integrity, and authentication services [4].
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Fig. 1. A brief structure of Fog computing.

As one type of key establishment protocols, the password authen-
ticated key exchange (PAKE) protocol has been widely studied.

Until now, many efforts have been devoted to the design of se-
cure PAKE protocols. The seminal work in this area was proposed
by Bellovin andMerritt (BM) in [5] (the so-called encrypted key ex-
change protocol). Then Bellare, Pointcheval, and Rogaway proved
the security of BM protocol in the ideal-cipher model [6]. Due to
its simplicity, the BM protocol became the basis of other proto-
cols [7–10]. Though protocols [5–10] are quite efficient, the use
of the ideal-cipher model is a strong assumption. To avoid using
the ideal-cipher model, several PAKE protocols are designed and
proved secure in the standard model. As the first practical PAKE
protocol in the standard model, protocol [11] was proposed by
Katz, Ostrovskky, andYung (KOY) in 2001, and itwas proved secure
in the standard model under the decisional Diffie–Hellman (DDH)
assumption. Inspired by this work, protocols [12–17] are proposed
based on the KOY protocol. However, comparing with [5–10], pro-
tocols [11–17] consume considerable communication and compu-
tation resources (details of these protocols and performance com-
parison of them will be presented in Sections 2.1 and 6, respec-
tively).

In existing PAKE protocols, it is assumed that short passwords
are pre-shared between users. Using the pre-shared passwords,
users can establish secret session keys over the public and unre-
liable network. However, the password sharing assumption may
become impractical in certain applications. For instance, it is esti-
mated that 50 to 100 billion deviceswill bewirelessly connected to
the Internet of Things (IoT) by 2020 [18]. Specifically, the devices
are produced by different factories, and they are integrated with
different technologies. Thus, it is not a practical assumption that all
these devices are pre-loaded with certain secrets when they leave
factories. As a result, the password sharing assumption would not
be practical in some situations.

Motivated by these observations, in this paper, we aim to
design an efficient PAKE protocol without the password sharing
assumption. To achieve this goal, we need to find a mechanism
such that users can obtain short secrets without using any pre-
shared secrets and the on-line trusted third party. Looking at
our daily lives, we always have wireless devices, such as mobile
phones, tablets, and laptops, at hand. Specifically, it is predicted by
Cisco that the average connected devices per personwill reach 6.58
in 2020 [19]. Thus, it is a desirable choice to obtain the secrets with
the aid of these devices.

Recently, there is an increasing interest in extracting secret bits
using thewireless fading channel. In the typicalmultipath environ-
ments, the wireless channel between two users Alice and Bob ex-
periences a time-varying, stochastic fading between the transmit-
ted and received signals. Specifically, the fading is unique, location-
specific and reciprocal. Namely, it is invariant within the channel

Fig. 2. The system model of our vPAKE protocol.

coherence time1 whether the signals are transmitted from Alice
to Bob or from Bob to Alice. However, the key extraction rate at
the physical layer is quite slow (around 1 bit/s, please refer to Sec-
tion 2.2 for details). Take AES-128 as an example, it needs more
than 2 min to extract a secret key with 128 bits. In certain appli-
cations, this is unacceptable. However, it should be an acceptable
trade-off to extract shorter secret bits (e.g. short ‘‘password’’) with
less time consumptions.
Our contribution. In this paper, we present a variant of password
authenticated key exchange (vPAKE) protocol without password
sharing assumption. Specifically, our vPAKE protocol possesses the
following properties:

1. Our protocol is specifically designed for assisting users, who
do not pre-share any secrets and have no access to the on-line
trusted third party, to establish a secret session key. Specifically,
the proposed protocol is a cross-layer design. Namely, with
the aid of wireless devices (e.g., mobile phones, tablets, and
laptops), users in our protocol extract short passwords at the
physical layer. Then, they establish a secret key at higher layers
with light communication and computation consumptions.
Fig. 2 shows the system model of our vPAKE protocol.

2. We compare our vPAKE protocol with other PAKE protocols
(which are proved secure in the standard model). The compar-
ison shows that in terms of communication and computation
consumptions, the new protocol achieves a better performance
than other PAKE protocols.

3. Under the assumptions that secret passwords can be extracted
at the physical layer, and the DDHproblem is hard inG, the pro-
posed protocol is proved secure in the standard model.

Organization of this paper. The remainder of this paper is
organized as follows. We present a brief overview on the related
work in Section 2. Section 3 reviews some preliminaries, i.e., the
security model, the decisional Diffie–Hellman assumption, and the
core idea of the key extraction algorithm. The proposed protocol
is described in Section 4, and its security proof and performance
comparison are provided in Sections 5 and6, respectively. Section 7
concludes this paper.

2. Related work

This section reviews two types of key establishment protocols,
i.e., password authenticated key exchange protocols (at higher
layers), and key extraction protocols using the wireless fading
channel (at the physical layer).

1 Inwireless communications, the channel coherence time is a statisticalmeasure
of the time duration over which the channel impulse response is essentially
invariant.
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