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Digital images are everywhere, from social media to news and scientific papers. This paper describes an
extensive user study to evaluate the ability of an average individual to spot edited images. By design,
our study avoids lucky guesses. After observing an image, subjects were asked if it is authentic or not.
Whenever a subject indicated that an image has been altered, (s)he had to provide evidence to support
the answer by pointing at the suspected region in the image. We collected 17,208 individual answers
from 393 volunteers, using 177 images selected from public forensic databases. Our results indicate that
the average individual is not good at distinguishing original from edited images, answering correctly on
58% of all images, and only identifying the modified ones 46.5% of the time. This performance is superior

to random guessing, but poor compared to results achieved by computational techniques.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

The idea that humans are not suited to assess the authentic-
ity of images without the aid of tools has been widely accepted
in the forensics community [1-3]. Nevertheless, there is insuffi-
cient experimental research supporting this claim. Studies on hu-
man perception of digital images have focused on very specific as-
pects of vision such as color [4,5], lighting [6,7], geometry [8,9],
and face recognition [10-12]. However, no extensive study has been
performed to evaluate one’s ability to detect editing in digital images.

In this work, we provide evidence that supports the hypothe-
sis that humans are not good at identifying image forgeries. For
this, we performed an experiment with approximately 400 sub-
jects. The experiment was specifically designed to avoid guessing,
requiring evidence to support the subjects’ answers. The results
show that only 58% of the images were correctly classified as ei-
ther pristine or edited, and only 46% of the edited images were
identified as such, i.e., more than half of all edited images were un-
noticed. This performance is superior to random guessing, as we
show in our validation, but lower than most computational foren-
sics techniques. To make the experiment as relevant as possible
for the forensics community, we used images from known public
forensics datasets.

Our study differs from previous ones because it requires evi-
dence whenever the subject believes the image has been altered
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(i.e., (s)he should point in the suspected image region). This allows
us to discard lucky guesses, and also provides insights on what
subjects perceive as being suspicious in an image. To be able to
gather a large amount of data, we performed an on-line experi-
ment. Due to the uncontrolled nature of on-line tests, we apply
a series of validation checks to the collected data, and discard an-
swers containing inconsistencies. We show that our results are sta-
tistically significant.
The contributions of our work include:

o Experimental evidence that humans have difficulty to detect
forgery in digital images, even in a context where they have
been explicitly told to look for it (Section 3.1);

o Evidence that age, experience with digital images, and answer-
ing behavior of a subject, such as timing and confidence, af-
fect one’s performance when looking for forgeries in images
(Section 3.2);

« A dataset of subjects’ answers for real and forged images', with
17,208 answers over 177 images, and 8,160 image markings in-
dicating what subjects considered to be forgeries.

In addition to these contributions, we discuss how differ-
ent image features may correlate with certain types of answers
(Section 3.3), and with subjects’ perception of the test difficulty
(Section 3.4).

T The dataset will be made available upon paper acceptance.
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Table 1

Different answer classes for the subject study, in the notation “Image Type:Answer Type”.
Class  Meaning Answer Type
T:T The image is T and the subject provided a T answer. Correct True negative
F:Fv The image is F, the subject provided a F answer and valid evidence. Correct True positive
F:T The image is F and the subject provided a T answer Incorrect  False negative
F:Fi The image is F, the subject provided a F answer and invalid evidence.  Incorrect  False negative
T:F The image is T and the subject an F answer. Incorrect  False positive

2. The user study

The goal of our study was to assess how hard it is for an av-
erage individual to determine if an image has been modified. For
this, we gathered input from a large group of subjects over a large
image database. Subjects are shown one image at a time and asked
to provide a binary yes/no answer to the following question: “Is
there any kind of forgery in this image?”. For simplicity, we call
an authentic image (also referred to as pristine or original, in the
forensics literature) as a T (true) image. Likewise, we will call a
modified image (also denoted forged, tampered, fake or edited) as an
F (false) image. If a subject answers yes, (s)he means that the image
is false, and we call this an F answer, as opposed to a T (true) an-
swer. In this case, the subject is asked to provide evidence that the
image has been altered. Such evidence is given by pointing to an
image region that indicates it has been altered. Different forms of
evidence are considered valid, such as the altered region itself, its
close surroundings, or even irregular shadows left by the forgery.
For F images, an answer is considered correct only if valid evidence
has been provided.

Considering all the different answer combinations, there are
five possible outcomes: the image can be either T or F, the sub-
ject answer can be either T or F, and if the subject answers F,
(s)he can provide either valid or invalid evidence (Table 1).

For consistency with the forensics literature, we treat the sub-
jects’ answers as a binary classification problem of identifying F im-
ages. Thus, a true positive consists of answering F and providing
valid evidence to an F image (F:Fv). A true negative, then, consists
of answering T to a T image (T:T). A false positive consists of an-
swering F to a T image (T:F). Finally, a false negative consists of
either answering T to an F image (F:T), or answering F to an F
image, but failing to provide valid evidence (F:Fi) (see Table 1).

2.1. The user study

For our on-line experiment, subjects were asked to register,
providing background information such as age, education, and ex-
perience level with digital images. Once registered, subjects could
log in at any time to analyze and classify images, being able to in-
terrupt and resume the classification at their convenience. The an-
swering form consisted of a simple web page, as depicted in Fig. 1.
After observing an image for at least 20 s, the subject could ask
for a hint, which consists of removing a rectangular region corre-
sponding to half of the image area not containing any editing. In
the case of a T image, a randomly positioned rectangular area is
used on one of the sides or the center of the image. The total area
removed is always half of the image, and the image always remains
contiguous. For more details about the interface of the user study,
please see the supplemental material.

Each F image from the test database has an associated binary
mask covering a region of the image considered as the location
of valid evidence for the forgery. Such mask is called the evidence
evaluation mask and is used for two purposes: to evaluate if the
evidence provided by the subject is valid; and to determine what
parts of the image can be discarded to provide a hint to the sub-
ject. The evidence evaluation masks have been created using, as

Fig. 1. Interface for the on-line user study. The currently evaluated image is shown
at the center. Radio buttons register the subject’s answer (Yes/No) and confidence
level (Low/Medium/High) for the answer. A menu (top right) displays the subject’s
progress, and provides access to other options.

source, the ground truth binary masks of pixels changed in the
doctoring process of each image. To cover different kinds of evi-
dence, the masks were edited by hand increasing the valid area.
Thus, for instance, the ground truth mask on Fig. 2b only de-
picts the trophy added to the image. The evidence evaluation mask
(Fig. 2c), on the other hand, contains a larger area. In this case,
both the lack of shadows on Fig. 2b and the region around the tro-
phy edges are also considered valid evidence. Each F image was
carefully evaluated to construct its evidence evaluation mask, as
this is subjective and context dependent.

The data collected in the user study consists of: (1) subject an-
swer (Yes | No); (2) evidence in the form of a click (when an-
swered “Yes”); (3) confidence level in the answer (Low /| Medium
| High); (4) did the subject request a hint? (Yes/No); (5) subject
observation time before asking for a hint; (6) subject observation
time after asking for a hint; and (6) did the subject observed the
image in its original resolution? (Yes / No).

2.2. Image database

Our image database consists of 177 images, divided into 80 true
images (45%) and 97 false images (55%). The false images con-
sist of 20 erasing images, 35 copy-and-paste images, and 42 splic-
ing images. An erasing forgery consists of using brushes, blurring,
or even copying some small patches to hide some portion of the
original image. A copy-paste forgery consists of copying from, and
pasting on, the same image, some region or object with or with-
out transformations such as scaling and rotation. Finally, a splic-
ing forgery consists of copying a region from an image and past-
ing over another image, also with the possibility of transformations
(see Fig. 3).

The images used in our user study have been handpicked
from three public forensics image databases: the forensics challenge
database [13], the splicing database provided by Carvalho et al. [14],
and Cozzolino et al. [15] copy-and-paste database. The total image
count adding all databases is around 6000 images, with a great
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