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Abstract

In this paper, we present a new cryptographic primitive called “policy-
controlled signatures”. In this notion, a signer can sign a message and attach
it with some policies. Only a verifier who satisfies the policies attached can
verify the authenticity of the message. This type of signature schemes has
many applications, in particular to deal with sensitive data, where the signer
does not want to allow anyone who is unauthorized to verify the authenticity
of the messages. The notion of policy-controlled signatures resembles some
similarities with designated verifier signatures, as it can also be used to des-
ignate a signature to multiple recipients. Nevertheless, we shall demonstrate
that the notion of policy-controlled signatures generalize the notion of des-
ignated verifier signatures. A concrete scheme that is secure in our model
is also provided. Furthermore, we also present an extension to “universal
policy-controlled signature”. In this extended notion, we combine the idea
of universal designated verifier signatures with policy-controlled signatures
to allow more flexible delegations. We also provide a concrete scheme that
is secure in our model.

IThis paper is an extended version of the conference paper: P. Thorncharoensri, Y.
Mu and W. Susilo. Policy-controlled Signature. Eleventh International Conference on
Information and Communications Security (ICICS 2009), Lecture Notes in Computer Sci-
ence 5927, pp. 91 - 106, Springer-Verlag, 2009. This paper has a revised scheme and its
extension, together with their proofs. This work is partially supported by ARC Linkage
Project Grant LP0667899.
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