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A B S T R A C T

Mobile devices are prevalently used to process sensitive data, but traditional encryption may

not work when an adversary is able to coerce the device owners to disclose the encryption

keys. Plausibly Deniable Encryption (PDE) is thus designed to protect sensitive data against

this powerful adversary. In this paper, we present MobiPluto, a user-friendly PDE scheme for

denying the existence of sensitive data stored on mobile devices. A salient difference between

MobiPluto and the existing PDE systems is that any block-based file systems can be de-

ployed on top of it. To further improve usability and deniability of MobiPluto, we introduce

a fast switching mechanism and incorporate the widely-used Near Field Communication

(NFC) technology. Users can securely switch from the public mode to the hidden mode within

10 seconds, which is a significant improvement compared to previous solutions. Users can

also store strong passwords on NFC cards and tap them to enter the system, which signifi-

cantly liberates them from the burden of memorizing and typing strong passwords. Most

importantly, the users can deny the existence of the hidden data without the skill to cam-

ouflage as long as the NFC cards are used properly.

© 2017 Elsevier Ltd. All rights reserved.
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1. Introduction

Mobile devices are frequently used to process personal or
mission critical data. Encryption can be utilized to protect those
sensitive data. However, it may not work for all the cases. For
example, in certain geopolitical areas with tensions, the border
inspector may compulsively require the passengers to reveal
the content stored encrypted on their mobile devices. In extreme

situations, the device owner may be tortured to surrender de-
cryption key.This could prove detrimental and may compromise
security of particular professionals such as human rights ac-
tivists, who may possess evidence of violence.

Plausibly deniable encryption (PDE) was explored to main-
tain the privacy of communicated data against a coercive
attacker, who can approach and coerce either the sender or
the receiver into revealing the decryption keys (Canetti et al.,
1997). This practice should not be confused with encryption,
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as regular encryption is overt, while PDE is covert. PDE can be
applied to storage encryption and a variety of PDE systems have
been published for PC platform, including Rubberhose (Assange
et al., 2012), TrueCrypt (2012), etc.

As the first PDE system implemented for mobile devices,
Mobiflage (Skillen and Mannan, 2013) requires a physical or an
emulated FAT32 SD card which is not necessarily present in
mobile devices. Mobiflage is then extended (Skillen and Mannan,
2014) to support Ext4 file system by modifying the driver of Ext4.
Although the extended Mobiflage no longer requires a physi-
cal or an emulated FAT32 SD card, its extensive modifications
to the Ext4 driver may indicate the use of PDE which may
lead to compromise of deniability. MobiHydra (Yu et al., 2014)
improves Mobiflage by adding support to multiple levels of
deniability and mode switching without rebooting, but it still
requires a physical or an emulated FAT32 SD card.

All the prior solutions (Assange et al., 2012; McDonald and
Kuhn, 2000; Ragnarsson et al., 2012; Skillen and Mannan, 2013,
2014; TrueCrypt, 2012; Yu et al., 2014) are not suitable for mobile
devices, due to their poor performance, getting inadequate
support from the mobile operating systems, or being forced
to modify the associated file systems as a last resort. In this
work, we propose MobiPluto, a user-friendly PDE solution for
mobile devices. MobiPluto can achieve a user friendly design,
providing several salient features:

• File-system-friendly. As data hiding is achieved at the block
level, any block-based file systems can be deployed without
modifications. To the best of our knowledge, no prior work
can provide such a novel feature.

• Short switching time. Users can switch from the public mode
to the hidden mode within 10 seconds. Previous solutions
require more than 1 minute which may lead to missing the
best timing to collect sensitive data.

• Deniability as a side-effect. MobiPluto achieves deniability
as nothing but a “side-effect” of combining thin provision-
ing with encryption.

• Better usability and deniability. Users can store the pass-
words in NFC cards instead of memorizing them. Moreover,
users can tap NFC cards to input passwords, eliminating the
need of typing passwords. More importantly, by destroy-
ing the NFC card, users can eliminate the possibility of the
sensitive hidden data of being disclosed, significantly im-
proving deniability.

This article extends our conference version (Chang et al.,
2015) in the following aspects:

• We present a new switching method which eliminates the
need of rebooting the device when the user wants to switch
from the public mode to the hidden mode. The user can
enter the hidden password in the screen lock and the system
will switch to the hidden mode. The switching time is less
than 10 seconds. Note that previous solutions need to reboot
the device which takes more than 1 minute. Security analysis
shows that fast switching does not bring deniability issues.

• We take advantage of the NFC technology so that users can
store strong passwords on NFC cards and use these cards
for admission, relieving themselves of memorizing and
entering complicated passwords. Users can also deny the

existence of any hidden data as long as the adversary does
not possess usable cards.

• We implement the fast switching mechanism and the NFC
card support on our system. We also provide a thorough se-
curity analysis on the fast switching mechanism and the
adoption of the NFC technology. In addition, we conduct ex-
periments to demonstrate the usability improvement owing
to the introduction of NFC. The results show that using NFC
cards is 18 times faster than typing a lengthy password. We
also conduct a more comprehensive discussion on and com-
parison with related work.

The rest of the paper is organized as follows. Section 2 pres-
ents the background. In Section 3, we introduce the system
model and the threat model. In Section 4, we describe MobiPluto
design. In Section 5, we discuss the implementation for Android.
We present the evaluation results in Section 6, including se-
curity analysis and performance evaluation. Section 7 presents
related work and Section 8 is the conclusion.

2. Background

2.1. Deniable encryption

Plausibly deniable encryption (PDE) was first explored to main-
tain the privacy of communicated data against a coercive
attacker, who can approach and coerce either the sender or
the receiver into revealing the decryption keys (Canetti et al.,
1997). When being applied to storage encryption, PDE allows
a data owner to decrypt a ciphertext to a plausible and benign
decoy plaintext with a different key, such that the data owner
is able to deny the existence of the original sensitive data
(Skillen and Mannan, 2013). To provide plausibility, a PDE
system usually requires that (Ragnarsson et al., 2012), 1) the
decoy plaintext can be normally found on a computer; 2) all
the ciphertexts should be “accounted for”, i.e., having a plau-
sible explanation. Existing PDE systems rely on either
steganography (Anderson et al., 1998; McDonald and Kuhn, 2000;
Pang et al., 2003) or hidden volumes (Skillen and Mannan, 2013;
TrueCrypt, 2012; Yu et al., 2014) to achieve deniability.

2.2. Thin provisioning

Thin provisioning (Kernel, 2017) has been designed to opti-
mize storage utilization by eliminating the need for installing
unnecessary storage capacity. With thin provisioning, a storage
administrator only allocates logical storage space to an appli-
cation and the system will not release the physical storage
capacity until it is actually required. This “on-demand” storage
avoids pre-allocating physical storage capacity, eliminating the
waste caused by unused capacity. In the Linux kernel, thin pro-
visioning has been implemented by the dm-thin-pool module,
which works with two devices, a data device and a metadata
device. The data device contains blocks from various volumes,
allocated sequentially from the beginning, while the metadata
device contains the block mappings.Thin provisioning is added
to LVM and can provide much more flexible storage manage-
ment. Logical Volume Manager (LVM (Levine, 2016)) has gained
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