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a b s t r a c t

This paper presents the first analysis of the new hibernation file format that is used in Windows versions
8, 8.1, and 10. We also discuss several changes in the hibernation and shutdown behavior of Windows
that will have a direct impact on digital forensic practitioners who use hibernation files as sources of
evidence.

© 2016 Elsevier Ltd. All rights reserved.

Introduction

Starting with Windows 2000, Microsoft introduced a hiberna-
tion facility that allows a system to be powered down, while still
preserving its volatile state. This is accomplished by saving the
contents of RAM and the processor context to disk in a file called
hiberfil.sys prior to shutdown.When the computer is again powered
on the volatile state is restored and the system continues from the
saved state.

Hibernation files are a good source of information for digital
forensic practitioners, because they store ephemeral data from the
contents of RAM to non-volatile storage without the need to run
specialized tools on the target device.

Memory analysis frameworks like Volatility (2007e2016) and
Rekall (2013e2016) make it easy to analyze hibernation files in
much the same way as you would a raw memory dump; however,
these tools are not compatible with hibernation files from the most
recent versions of Windows. This is because, while the original
hibernation file format is well understood, Microsoft changed the
hibernation format with the release of Windows 8.

In this paper we will provide an overview of the legacy hiber-
nation file format as well as present the first analysis of the new

format that is used in Windows 8, 8.1, and 10. We have imple-
mented support for the new format in our experimental memory
analysis framework. We also discuss several changes in the hiber-
nation and shutdown behavior of Windows that will have a direct
impact on digital forensic practitioners who use hibernation files as
sources of evidence. It is our hope that with this knowledge,
existing memory analysis tools can be instrumented to support the
new hibernation file format.

Related work

The Windows XP hibernation file format was first publicly
documented by Nicolas Ruff and Matthieu Suiche in their PacSec
2007 presentation (Ruff and Suiche, 2007). They were also the first
to note the that when hibernation is resumed only the hibernation
file header is zeroed, retaining the hibernation data until the next
hibernation event.

In 2009 Brendan Dolan-Gavitt introduced support for the hi-
bernation file into the Volatility memory analysis framework in
Dolan-Gavitt (2009).

Microsoft announced the release of Windows 8 in 2012
(Microsoft, 2012). This release changes the format of the hiberna-
tion file, breaking all existing analysis tools.

During the course of our research effort, Matthieu Suiche was
simultaneously studying the format of modern windows hiberna-
tion files. In May 2016 Suiche sent an email to the Volatility Users
mailing list, announcing a beta version of Hibr2Bin which supports
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Windows 8, 8.1, and 10 hibernation files (Suiche, 2016a). Hibr2Bin is
a tool that converts Windows hibernation files to raw memory
images so that they can be analyzed by memory analysis tools that
do not natively support parsing hibernation files. The updated
Hibr2Bin was released publicly in late September 2016 (Suiche,
2016b).

Hibr2Bin does not allow the direct analysis of hibernation files
and Suiche has not publicly released any description of the new
format. We have also found that Hibr2Bin fails to properly handle
hibernation files from the latest versions of Windows for reasons
we explore in Section Validation against Hibr2Bin.

Windows XP-7 hibernation format

Windows hibernation files provide non-volatile storage of the
system's processor state and physical memory in order to resume a
powered-off system to its previous state. While this feature has
been available in some capacity since Windows 2000, there are
currently two variations of hibernation files that are commonly
encountered by investigators today.

The first variationwewill discuss is thewell-known format used
by Windows XP, Vista and 7 (hereafter referred to as Windows XP-
7).

Windows hibernation files can be found at the root of the sys-
tem drive in a system-protected file called hiberfil.sys. An overview
of the layout of hiberfil.sys on Windows XP-7 can be found in Fig. 1.
Each of the relevant structures will be discussed in this section.

Windows XP-7 hibernation files generally exist in one of two
states: hibernated or restored. A file is considered in the hibernated
state when the hibernation process is completed and the system
has powered off for the first time. When the system is powered
back on, the contents of the hibernation file are restored tomemory
and the stored processor context is loaded. The first 4096 bytes of
the hibernation file are zeroed and the file is then considered in the
restored state. The file will not be modified again until the next
time a system hibernation is performed.

File header

Hibernation files in the hibernated state begin with a PO_ME-

MORY_IMAGE header. While the exact structure of the header varies
slightly among OS versions, it is defined publicly in the kernel's
debugging symbols. By using the dt command of the Microsoft
Kernel Debugger tool, WinDbg (Microsoft, 2016a), we can learn the
exact structure of the header used in a given version of Windows.
Fig. 2 shows the definition of the header from the 64-bit version of
Windows 7 SP1.

Hibernated hyberfil.sys files contain the ASCII value of hibr or
HIBR in the Signature field. While the system is in the process of
resuming from hibernation, this field is changed to the value of
rstr or RSTR. Once the system successfully resumes from hiber-
nation, the header is lost when the first 4096 bytes are zeroed.

Processor context

In order to resume execution after hibernation, hiberfil.sys
contains a stored copy of all the processor register values. This
context is stored in an OS-version-specific _KPROCESSOR_STATE

structure, whose definition can be discovered with WinDbg. The
offset of this structure inside of hiberfil.sys also depends on the OS
version. The offsets for all the relevant versions can be found in
Table 1.

Knowledge of the processor context can be valuable during the
memory analysis process. For example, during hibernation the CR3

register encodes the physical address of the system's page tables,

and on 32-bit systems the CR4 register contains a flag which tells
whether or not page address extensions (PAE) are enabled. These
values can be discovered by reading the SpecialRegisters.Cr3

and SpecialRegisters.Cr4 members of the _KPROCESSOR_-

STATE respectively. Both of these properties must be learned in
order to successfully perform address translation during analysis.

Fig. 1. Example Windows 7 hiberfil.sys layout.
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