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A B S T R A C T

This paper portrays a general overview of the existing European legal framework that applies

to the publication and consumption of linked data resources in typical settings. The point

of view of both data publishers and data consumers is considered, identifying their rights

and obligations, with special attention to those derived from the copyright and data pro-

tection laws. The goal of this analysis is to identify the practices that help to make the

publication and consumption of linked data resources legally compliant processes. An insight

on broader regulations, best practices and common situations is given.
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1. Introduction

The World Wide Web was born 25 years ago and it has changed
the way humans access information. The key of its success lay
largely in the general adoption of common practices and their
ability to create a network of linked documents or hypertext.
These practices were formalised by the World Wide Web Con-
sortium (W3C) as “W3C Recommendations”, namely, public
specifications discussed by a broad community. For example,
the version 5 of HTML is a W3C Recommendation published
in 2014.

The W3C Consortium, still led by its founder Tim Berners-
Lee, has published a new set of W3C Recommendations in the
last few years towards the implementation of a “semantic web”
of data. Much like the linkability of documents in the World
Wide Web, the new web’s most distinct feature is the ability

to reference chunks of data eventually published by others.This
web of data (term opposed to the original web of documents) is
intended to be accessed not only by humans, but also and
mostly by machines. The ultimate practices recommended by
the W3C to publish data on the web refer to it as “Linked Data”.
Linked data is configuring a global data space of high quality
data, strongly interconnected and with peculiar features that
make it different from a database from the legal point of view.

For example, machines understand particularly well the in-
formation offered as linked data, because data models are
typically specified by computer ontologies which enable au-
tomated reasoning. Linked data favours connecting distributed
pieces of information, relating apparently disparate datasets.
Linked data uses crowdsourced vocabularies, where no au-
thority can impose the use of a specific variant. Linked data
can be ephemeral, and it is hard to prove that some data was
online at a precise time. In sum, a collection of linked data is
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not merely a database and its unique characteristics require
special attention.

Linked data is gaining momentum. Many public institu-
tions are publishing their datasets as linked data in open data
portals, where anyone can download and reuse the informa-
tion for commercial or non-commercial purposes, unleashing
valuable resources for businesses, citizens, and other public
administrations.1 In Europe, the EU Open Data Portal,2 the cor-
nerstone of the EU open data strategy, provides access to
datasets of different institutions (from Eurostats to national
weather agencies) with a high penetration of linked data as
the publishing format.3 The CELLAR repository, the central com-
ponent of the information system set by the European
Publication Office, uses linked data to provide semantic index-
ing, advanced search and data retrieval for multilingual
resources.4 Linked data has also attracted attention in aca-
demic publishing,5 governance development6 and in the legal
domain7 (including legislation,8,9 case law10 and legal
education11). Industrial organisations are publishing and con-
suming linked data in the operation of their business (as non-
open linked data, also called linked enterprise data) and new
business models are starting to take off, supporting every step
of the lifecycle of linked data.12 Thus, standardisation trends have

received also a renewed attention, as within the emerging sce-
narios, rules and principles are at stake with users’ behaviour,
which may consume, discuss, follow or ignore them.13

So far as we are aware there, is no evidence thus far of case-
law nor out-of-court disputes regarding linked data resources.14

However, both in EU and USA, there is a large set of case-
based decisions already dealing with the unintended effects
of knowledge aggregation and profiling – which are capabili-
ties uplifted by semantic web technologies. Conflicts have arisen
in different sectors, including financing marketplace, health,
and the areas of Freedom, Security, and Justice (which is quite
intense in balancing exceptions to liberty rights and security
threats15). Also, more conflicts are expected to appear as linked
data is playing a more important role.

The objective of this article is to describe the applicable legal
framework in Europe for linked data, identifying the appli-
cable rights and obligations in common scenarios and
facilitating the linked data publication and consumption pro-
cesses to be legally compliant.The ascribable discipline of rights
and obligations in relation to linked data arise from legal in-
struments, such as copyright law, database law, trade secrecy
law or data protection law which are briefly examined in this
paper.

Section 2 presents linked data resources and features and
its role within the Semantic Web. Section 3 analyses the legal
framework of linked data in Europe, describing the appli-
cable law with respect to copyright, data protection and other
legal statutes, like competition law or trade secrecy law. Section
4 concludes with a review of the overall legal aspects and pres-
ents the forthcoming initiatives on the analysed legal framework
which shall affect the linked data universe.

2. Linked data

2.1. Description of linked data

The definition of linked data is often given as the result of adopt-
ing a set of best practices for publishing and connecting structured
data on the Web.16 These practices can be summarised in:

(i) URIs17 are used as identifiers of the resources. A re-
source can be a city, a person or anything there is data
about. A URI can be for example http://en.wikipedia.org/
wiki/London.
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