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KEYWORDS Abstract In the literature, many three-party authenticated key exchange (3PAKE) protocols are
Elliptic curve cryptography; put forwarded to established a secure session key between two users with the help of trusted server.
Authenticated key exchange The computed session key will ensure secure message exchange between the users over any insecure
protocol; communication networks. In this paper, we identified some deficiencies in Tan’s 3PAKE protocol
Man-in-the-middle attack; and then devised an improved 3PAKE protocol without symmetric key en/decryption technique
Mobile-commerce for mobile-commerce environments. The proposed protocol is based on the elliptic curve cryptog-
environments raphy and one-way cryptographic hash function. In order to prove security validation of the pro-

posed 3PAKE protocol we have used widely accepted AVISPA software whose results confirm that
the proposed protocol is secure against active and passive attacks including replay and man-in-the-
middle attacks. The proposed protocol is not only secure in the AVISPA software, but it also secure
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against relevant numerous security attacks such as man-in-the-middle attack, impersonation attack,
parallel attack, key-compromise impersonation attack, etc. In addition, our protocol is designed
with lower computation cost than other relevant protocols. Therefore, the proposed protocol is
more efficient and suitable for practical use than other protocols in mobile-commerce environments.
© 2015 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University. Thisis
an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

The authentication of the communicating clients and the con-
fidentiality of the transmitted message are the primary objec-
tives of network security, when the communication media is
a public network. Thus, to achieve these two security goals
simultaneously, many 3PAKE protocols have been introduced.
3PAKE protocol allows two clients to authenticate each other
with the assistance of a trusted server and then computes a
secret session key via any public network. The session key
can subsequently be used to establish a secure channel between
the clients. 3PAKE protocol is divided into following cate-
gories: password-based 3PAKE (Lin et al., 2000, 2001, 2004;
Chang and Chang, 2004; Lu and Cao, 2006; Chen et al.,
2008b; Yoon and Yoo, 2008; Sun et al., 2005; Lee and
Hwang, 2010; Yang et al, 2007, Reddy and
Padmavathamma, 2007) and 3PAKE protocol using server’s
public key (Chen et al., 2008a; Yang and Chang, 2009; Pu
et al., 2009; Tan, 2010a). In password-based 3PAKE protocol,
two clients share an easy-memorable password with the trusted
server and then generate the session key securely between them
with the help of the server. However, most of these protocols
are susceptible to undetectable off-line password guessing
attack (Lin et al., 2000, 2001), on-line password guessing
attack (Chen et al., 2008b; Yoon and Yoo, 2008; Sun et al.,
2005; Nam et al., 2006; Phan et al., 2008), impersonation
attack (Chung and Ku, 2008), unknown key-share attack
(Phan et al., 2008; Guo et al., 2008), etc. In addition, the com-
putation cost and communication load of these protocols are
heavy because they have employed the modular exponentia-
tion (Lin et al., 2001; Lee et al., 2004; Chang and Chang,
2004; Chen et al., 2008b; Sun et al., 2005), public/symmetric
key encryption/decryption (Lin et al., 2000, 2001; Chang and
Chang, 2004; Yoon and Yoo, 2008; Sun et al., 2005) and the
transmitted message size is large in each round (Lin et al.,
2000; Lee et al., 2004; Chang and Chang, 2004; Sun et al.,
2005). Due to the limitations of bandwidth, computation abil-
ity and storage space of the low-power mobile devices, the
above mentioned protocols are not suitable for mobile-
commerce environments. Another type of 3PAKE protocol
used the server’s public key and public/symmetric key cryp-
tosystem. In Fig. 1, we have made a tree structure to show
the 3PAKE protocol division categories and their differences.

1.1. Literature review

In 2008, Chen et al. (2008a) proposed a round and
computation-efficient 3PAKE protocol using smartcard, but
the protocol is later shown to be vulnerable to stolen-verifier
attack as claimed by Yang and Chang (2009). If the adversary
steals the pre-shared secret from the smartcard, then he/she

can impersonate the legal client and share the session key with
other clients. Moreover, the protocol has the high computation
cost and communication loads. Therefore, Chen et al.’s
3PAKE protocol is not suitable for mobile-commerce environ-
ments. To overcome the weaknesses of Chen et al., Yang and
Chang (2009) proposed an efficient 3PAKE protocol using
elliptic curve cryptography (ECC) and without sharing any
pre-shared secrete between client and server in which computa-
tion and communication overheads for establishing a session
key are significantly reduced. However, Pu et al. (2009)
demonstrated that the protocol is potentially vulnerable to
unknown key-share attack, man-in-the-middle attack and
impersonation attack.

1.2. Motivation and contribution

In 2010, Tan (2010a) independently pointed out that Yang and
Chang’s protocol is still susceptible to impersonation-of-
initiator attack, impersonation-of-responder attack and paral-
lel attack, and further proposed an improved 3PAKE protocol
based on ECC. In 2011, Nose et al. (2011) demonstrated that
Tan’s 3PAKE protocol still suffers from the impersonation-of-
initiator attack, impersonation-of-responder attack and man-
in-the-middle attack. Nose et al. also claimed that these three
attacks can be mounted on Yang and Chang’s protocol
(Yang and Chang, 2009), and Pu et al.’s protocol (Pu et al.,
2009). Furthermore, this paper shows that Tan’s protocol can-
not resist the known session-specific temporary attack and the
clock synchronization problem. In addition, Tan’s protocol
has high computation cost due to additional elliptic curve sca-
lar point multiplication and symmetric en/decryption process.
In this paper, we proposed an improved 3PAKE protocol
based on ECC for mobile-commerce environments. The pro-
posed protocol employs the simple hash function (Message
Digest Algorithm, 1992) but no en/decryption (Advanced
Encryption Standard, 2001) process is needed. The proposed
protocol is secure under known attacks and has lower compu-
tation cost, and thus it will be suitable for mobile-commerce
environments.

1.3. Outline of the paper

We presented the basic concept of elliptic curve cryptography
and the related computational problems in Section 2. Section 3
addressed Tan’s 3PAKE protocol and the security analysis of it
is given in Section 4. We then proposed our improved protocol
in Section 5. The formal security validation of our protocol in
AVISPA software is explained in Section 6. The informal secu-
rity analysis of our protocol appears in Section 7. Section 8 dis-
cussed the performance analysis and the conclusion of this
paper in Section 9.
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