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a b s t r a c t

In this paper, we propose a new self-embedding watermarking scheme with hierarchical recovery capa-
bility. The binary bits in the adopted MSB layers are scrambled and individually interleaved with different
extension ratios according to their importance to image visual quality. The interleaved data, which are
regarded as reference bits for tampering recovery, are segmented into a series of groups corresponding
to the divided non-overlapping blocks, and then embedded into the LSB layers of blocks together with
authentication bits of tampering detection. Because the extension ratios of MSB-layer bits are based on
the hierarchical mechanism, the efficiency of reference bits is increased, and higher MSB layers of tam-
pered regions have greater probabilities to be recovered than lower MSB layers, which can improve
the visual quality recovered results, especially for larger tampering rates. Experimental results demon-
strate the effectiveness and superiority of the proposed scheme compared with some of state-of-the-
art schemes.

� 2017 Elsevier B.V. All rights reserved.

1. Introduction

In recent years, the rapid development of multimedia tools and
Internet technology brings great convenience for transmitting and
downloading multimedia data, which also leads to easier duplica-
tion and modification for digital contents than before in the mean-
time [1,2]. Therefore, how to protect the security and integrity of
the multimedia data [3,4], especially the technique of image
authentication [5–7], becomes an important research topic nowa-
days. The traditional image authentication scheme attaches digital
signatures with the original image, and then compares the signa-
tures of the received image with that of the original image to
authenticate the integrity. However, it cannot locate and further
recover the tampered region [8]. In order to solve these problems,
fragile watermarking scheme for image authentication with the
capability of tampering localization and content recovery has been
proposed [9].

In the view of functions, fragile image watermarking schemes
can be divided into two types. One type can just locate suspicious
regions if the received image is tampered during transmission
[10–17]. This type of fragile watermarking schemes usually regards
the hash of principal contents retrieved from each image block as
its watermark data for embedding, and on the receiver side, the
re-calculated hash of the received image is compared with the
extracted hash of the image to detect the tampered regions,
because tampering operation destroys the matching relationship
between the contents of original image and the corresponding
watermark data [10,11]. In order to improve the accuracy of tam-
pering detection, some researchers proposed the pixel-wise based
fragile watermarking schemes. The watermark data derived from
gray values of original pixels were embedded into the original
pixels themselves, and then the tampered pixels can be located
through the absence of watermark data [12–14]. In the scheme
[15], a statistical mechanism was introduced into fragile image
watermarking. The watermark data, including the tailor-made
authentication data for each pixel and some additional test data,
can be used to precisely locate the tampered pixels.

Another type of fragile watermarking schemes can not only
locate the faked regions, but also can recover the located, tampered
contents [18–34]. In many practical applications, only tampering
detection cannot satisfy the requirement, and the reconstruction
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for tampered regions is highly desirable. To achieve the self-
recovery capability, Fridrich et al. conducted earlier attempt in this
field, and they proposed fragile image watermarking scheme,
which can realize content recovery after tampering detection
[18]. They embedded the watermark of a block into the least signif-
icant bits (LSB) of other distant blocks, which was able to resist
vector quantization (VQ) attack and collage attack. In order to
accurately identify the faked image blocks, a digital watermarking
method for image tampering detection and recovery was devel-
oped in [19], which was based on a 3-level hierarchical structure.
This scheme can not only detect tampered areas accurately but
also can deal with high tampering rate with acceptable recovered
results. However, the above mentioned methods above cannot
recover the tampered blocks whose watermarks embedded in
other blocks were also destroyed, which was called as the tamper-
ing coincidence problem in Zhang et al.’s scheme [24]. Some water-
marking schemes with self-correction capability were free of this
problem. In [20], a fragile watermarking scheme with a hierarchi-
cal mechanism was presented, which can reconstruct original
watermarked image without any error. The pixel-derived and
block-derived watermark data were embedded into the LSBs of
all pixels. This method had a limitation that the tampering rate
must be no greater than 3.2% of the entire image to achieve the
perfect restoration. In another work [21], an effective dual water-
mark scheme for image tampering detection and recovery was pro-
posed by Lee and Lin. They applied two copies of watermark data
for each block in the entire image, so it was able to provide the sec-
ond chance for tampering recovery in case the first copy was dam-
aged. However, the tampering coincidence problem still existed
once both two copies of the embedded watermark data for the
image block were destroyed. A self-embedding fragile watermark-
ing scheme based on a reference sharing mechanism was proposed
in [24], in which the watermark embedded into the three LSB lay-
ers of the whole image can be considered as the reference derived
from the five most significant bits (MSB) layers of original image
and shared by the whole image for further content restoration.
As long as the content tampering was not too extensive, the five
MSB layers of tampered regions can be perfectly recovered using
the sufficient available data scattered in the intact blocks of image.
Thus, it can effectively avoid the tampering coincidence problem.
However, the way of reference data generation also caused the
watermark wasting problem [26]. Huo et al. proposed an
alterable-capacity fragile watermarking scheme in [28], which
the watermark codes with the alterable-length consisted of three
parts and were embedded into other three blocks. On the receiver
side, two copies of significant-code were utilized to recover the
tampered contents so that the recovery performance can be
improved. However, this scheme was poor at dealing with the tam-
pering form of random block missing.

In this work, in order to achieve better performance of visual
quality for both watermarked image and recovered image, we pro-
pose a self-embedding watermarking scheme for tampering recov-
ery based on hierarchical watermark embedding, which utilizes
variable numbers of MSB layers to generate the shared reference
data for content recovery and also variable extension ratios
between the reference bits for each MSB-layer and the total refer-
ence bits for all adopted MSB layers. These parameters can be flex-
ible according to different proportions of the tampered regions to
achieve the satisfactory quality of recovered contents. During
watermark embedding, the reference data are derived from each
MSB layer, whose bits are interleaved and scrambled, and then
are combined with the authentication data to form the watermark
data to be embedded in the LSBs. Note that the proposed scheme is
based upon the reference sharing mechanism and the extension
ratio between the reference bits for each MSB-layer and total refer-
ence bits is variable. Thus, tampering coincidence problem is effec-

tively avoided and the efficiency of watermark data can also be
greatly improved.

The rest of this paper is organized as follows. Section 2
describes the procedure of watermark embedding, including
watermark generation and data embedding. Section 3 presents
the procedure of content recovery, including tampering detection
and content recovery. Experimental results and comparison are
given in Section 4. Section 5 concludes the paper.

2. Watermark embedding

The watermark embedding procedure of the proposed scheme
consists of the following 3 stages: (1) Select the embedding param-
eters to generate reference data; (2) Generate authentication data
using reference data with the embedding parameters; (3) Embed
the watermark data, including reference data and authentication
data, into original image to produce watermarked image.

2.1. Watermark generation

Denote the size of original image Io as H �W, and N = H �W. In
the design of the proposed scheme, the detection of tampered
region is based on each non-overlapping image block sized b � b.
Thus, for simplicity, H and W are both assumed as the multiples
of b. The number of MSB layers used for the generation of reference
bits is denoted as m. The (8 �m) LSB layers of original image are
used to accommodate the watermark data.

For each non-overlapping block, we allocate h authentication
bits for tampering detection and (8 �m) � b2 � h reference bits
for content recovery, respectively. How to generate reference bits
and authentication bits is described detailedly in the following
steps:

Step 1: Denote the gray value of each pixel in Io as pi 2 [0, 255],
i = 1, 2, . . ., N, and pi can be represented by 8 binary bits, i.e., qi,7, qi,6,
. . ., qi,0, see Eq. (1).

qi;k ¼ bpi=2
kc mod 2; k ¼ 0; 1; . . . ;7: ð1Þ

Step 2: Collect the N bits of each MSB layer, and then randomly
divide them into S subsets and each subset contains u bits, i.e.,
u � S = N. Detailedly, for the x-th MSB layer Cx, its N bits, i.e., qi,8�x,
i = 1, 2, . . ., N, are collected and divided into S subsets randomly,
i.e., Cx

(1), Cx
(2), . . ., Cx

(S).
Step 3: Denote the u MSB bits in the j-th subset Cx

(j) as c(j)x,1,
c(j)x,2, . . ., c(j)x,u, and these u MSB bits are transformed into vx
reference bits Rx

(j), i.e., r(j)x,1, r(j)x,2, . . ., r(j)x,vx, j = 1, 2, . . ., S, through
Eq. (2):

rðjÞx;1

rðjÞx;2

..

.

rðjÞx;vx

2
6666664

3
7777775
¼ HðjÞ

x �

cðjÞx;1

cðjÞx;2

..

.

cðjÞx;u

2
6666664

3
7777775

j ¼ 1;2; . . . ; S; ð2Þ

where Hx
(j) is the pseudo-random binary matrix sized vx � u that is

derived from a secret key. Denote the value tx as the extension ratio
between the generated reference bits for the x-th MSB-layer and the
total reference bits for all m MSB layers, x = 1, 2, . . ., m, see Eq. (3).
Note that the two relationships in Eqs. (4) and (5) should be
satisfied:

tx ¼ S � vx

N � ½ð8�mÞ � h=b2�
; x ¼ 1; 2; . . . ;m: ð3Þ

t1 P t2 P � � � P tm; ð4Þ
Xm
x¼1

tx ¼ 1: ð5Þ
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