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To preserve continued effective performance of facilities, their protection against intentional attacks needs to be
considered while determining optimal facility location solutions. We propose a simultaneous game between a de-
fender and an attacker to study facility protection against intentional attacks while keeping the information about
protection resource allocation secret. To deal with the complexity of solving the proposed simultaneous game, we
employ an algorithm with necessary adaptations to identify its mixed-strategy Nash equilibrium solution, which
is used to evaluate the disruption inflicted by intentional attacks on the efficiency of a facility location solution.

The facility location problem with protection against intentional attacks is then modeled as a multi-objective
optimization problem, in order to balance the cost of opening facilities and the efficiency of facilities with and
without facility failures inflicted by intentional attacks. MO-PSDA, a multi-objective evolutionary algorithm, is
employed to solve the proposed multi-objective optimization problem.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

Facilities within a public service system (e.g., hospitals, airports, fire
stations, post offices, etc.) or a supply chain (e.g., production facilities,
warehouses, distribution centers, etc.) are considered as critical infras-
tructures due to their criticality for the economic development and so-
cial well-being of modern societies [1-5]. Their proper functioning is
crucial for providing necessary supplies (e.g., food, water, medicines,
etc.) and services (e.g., healthcare, firefighting, transportation, etc.),
which are often termed as “lifelines” [4]. However, today, more than
ever, these facilities are threatened by intentional attacks as demon-
strated by the September 11, 2001 attack, the 2001 mail-based anthrax
attacks, and the 2004 Madrid train bombing, to name just a few. Inten-
tional attackers may attack the facilities for a variety of reasons (among
these, political advantage).

Thus, there is an increasing interest in developing intelligent cost-
effective approaches for locating these facilities and protecting them
from intentional attacks. Intentional attackers have been known to be
inventive and resourceful in terms of choosing the time, the targets, and
the means of attacks [6,7]. Most importantly, attackers can be adaptive
to change their attack strategies in response to protection strategies.
Thus, the intelligence of the attacker should be fully addressed when
developing optimal strategies to protect the facilities. For this purpose
and as done in the literature [6-8], we consider the defender and at-
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tacker of the facilities as two fully strategic optimizing agents with op-
posite objectives: while the defender seeks to ensure the functioning of
the facilities, the attacker seeks to destroy their functioning ability.

This research is mainly focused on one of the most widely investi-
gated facility location models, the p-median problem, which is to locate
p facilities to serve a given set of demand centers with the objective of
minimizing the total demand-weighted distance between each demand
center and its closest facility (hereafter, referred to as travel distance, or
simply TD) [9-11]. Usually, demand centers are determined by aggre-
gating customers located in close proximity to each other using a grid
network or other clustering techniques, to simplify the problem [12].
Each demand center is located at the center of a cell or cluster with its
demand equal to the total demand of all the customers within the cell
or cluster. As done in the literature, Euclidean distance is used to com-
pute the distance between demand centers and facilities and the path
qualities between each pair of facility and demand center are assumed
to be the same [9-11].

Existing systems defense and attack models can be categorized ac-
cording to system structure, defense measures, and attack tactics and
circumstances, as described by Hausken and Levitin [13]. The system
structure studied in this research is a network of facilities, the defense
measure employed is protection, and attack tactics and circumstances
are attack against multiple facilities. For a specific configuration of fa-
cility locations, a protection/attack strategy is understood as protect-
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Notations

The set of demand centers

The set of potential locations of facilities

Index of demand center

Index of potential facility location

The number of facilities to be located

Cycle index of running the algorithm finding Nash

equilibrium solution

Vector used to represent a facility location solution

Set used to represent facility locations under solu-

tion z

Index of element of set M,

Vector used to represent a protection strategy

Set containing all possible protection strategies

Vector used to represent an attack strategy

Set containing all possible attack strategies

i Distance between demand center i and facility j*

, Decision variable representing if demand center i is
assigned to facility j (=1), or not (=0).

s Vector denoting the status of facilities

TD(s|z, f, g) Travelling distance under facility location solution

z, protection strategy f, and attack strategy g
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5 Probability of potential location j appearing in opti-
mal facility location solution, j=1, 2, ..., |J|
A And operator
\Y Or operator
H Number of solutions generated at each cycle during
running the algorithm
T Total running cycles of the algorithm
t Index of cycles during running the algorithm, t=1,
2,..,T
B Subset of solutions
E Set of non-dominated solutions
Acronyms
MO Multi-Objective
MC Monte Carlo
TD Travelling Distance
ED Expected Damage

ing/attacking a specific subset of the opened facilities with scarce re-
sources.

To understand the disruption an intentional attack can inflict on fa-
cilities, Church et al. [4] proposed two models, namely the r-interdiction
median problem and the r-interdiction covering problem, to determine
the worst case of facility failures, that is to find the subset of r facil-
ities which, when destroyed, would respectively maximize the travel
distance and minimize the total coverage of demand centers. Stochastic
interdiction median problem was also studied by Losada et al. [14]

Then, problems for determining optimal facility location solutions
while taking into account the worst-case facility failures have been gen-
erally modeled into Stackelberg games [4,15-18]. In such a game, the
planner, viewed as game leader, decides on the locations of p facilities
in the first stage and then, the attacker, viewed as game follower, seeks
to inflict the highest disruption on the facilities in the second stage.
Multiple objectives (e.g. travel distance before and after the worst-case
failures) have also been considered by some of this thread of studies
by transferring the problem into single-objective optimization problems
via weighted-sum approach [15,16].

Although these studies are helpful in revealing the vulnerability of
facility networks and optimizing their efficiency under the worst case of
facility failures, the possibility of protecting facilities to mitigate disrup-
tion and the attacker’s ability of being adaptive are not well addressed.
To tackle this problem, studies on protecting existing facilities in order
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to minimize the impact of the most disruptive attack have been con-
ducted [1,19-21]. The problem is also generally viewed as a Stackelberg
game, the first stage of which involves the defender’s decision about
which facilities to protect in order to minimize the disruption to be in-
flicted by the attacker on the efficiency of facilities. The second stage
of the game involves the attacker’s decision about which facilities to at-
tack to render the highest disruption to the efficiency, which is usually
modeled as the r-interdiction median or covering problem described by
Church et al. [4].

However, these studies are solely focused on the protection of exist-
ing facilities, without considering the possibility of designing the facil-
ity locations that can better withstand intentional attacks. However, the
decisions on the locations of facilities are often strategic in nature and
the impact of facility location decisions spans a long time horizon [9-
11,22]. That is, building those facilities involve large amount of capital
resources and it is very costly to change their locations after they have
been sited. For example, the locations of facilities, such as hospitals,
airports, fire stations and so forth, usually stay unchanged for tens of
years. Thus, minimizing the potential damage to facilities under inten-
tional attacks and protection needs to be considered during the process
of designing facility locations. To the best of our knowledge, this prob-
lem has not been properly addressed yet.

Another drawback of the studies on protecting existing facilities is
that, by employing a Stackelberg game, they implicitly assume that the
attacker knows, without any uncertainty, which specific facilities have
been protected when deciding on the facilities to attack. This situation
can be considered as the result of one of the defender’s information dis-
closure policies- full and accurate disclosure. Comparatively, another
policy is that the defender keeps such information secret. As a result,
the attacker has to move without knowing the protection resource allo-
cation.

Intuitively and as will be proved in Appendix B, secrecy can make the
defender better off, under certain situations, compared to full and ac-
curate disclosure. For example, Unmanned Aerial Vehicles (UAVs) have
become one of the key national security tools owing to their effective-
ness in aerial surveillance, intelligence gathering, and striking enemy
targets [23]. When only limited amount of UAVs are available, the de-
fender would prefer to hide the information on which facilities are under
the protection of UAVs. This way, it becomes possible that an attack is
caught and defeated by UAVs and thus, a better effect of protection can
be achieved.

Zhuang and Bier [24] also described several protection measures,
under which secrecy is better than full and accurate disclosure, such as a
theft game, and onboard air marshals. Nikoofal and Zhuang [25] studied
the merits of secrecy over full and accurate disclosure of information.
However, they only considered systems with isolated components, and
they did not consider mixed-strategy Nash equilibrium solutions.

We are also aware of a thread of studies on the protection of systems
with structures fundamentally different from the facility location prob-
lems concerned in this research, such as single target [26-28], isolated
components [29,30], series systems [31,32], parallel systems [33-35],
series-parallel systems [36], voting systems [37,38], etc. Besides the dif-
ference of system structures with our research, these studies are also
focused on identifying pure-strategy equilibrium and single-objective
optimization solution.

To fulfill the current research gaps, this research is devoted to de-
velop a holistic approach to determine optimal facility location solu-
tions, while taking into account the effect of facility protection against
intentional attacks using secrecy. To do so, we firstly model the problem
of protecting facilities under a specific design from intentional attacks
using secrecy into a simultaneous game. The rationale behind this is that
in a simultaneous game, each player has to move without knowing their
opponents’ strategies, like the rock-paper-scissor game or the game of
matching pennies. Note that it is not necessary for the two players to
move literally at the same time. As long as no players know their oppo-



Download English Version:

https://daneshyari.com/en/article/5019256

Download Persian Version:

https://daneshyari.com/article/5019256

Daneshyari.com


https://daneshyari.com/en/article/5019256
https://daneshyari.com/article/5019256
https://daneshyari.com

