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In this paper, optimal strategies for the defender and the attacker are studied. The defender moves first, allocating 

its limited resources into three diverse measures: launching a preventive strike, building false targets, and pro- 

tecting the genuine object. It is assumed that launching a preventive strike will expose the genuine object, thus 

during this measure the defender will not simultaneously build false targets. The attacker moves after observing 

the actions taken by the defender, allocating its resources into three measures: protecting its own base from a 

preventive strike, building false bases, and attacking the genuine object. For each of the defender’s given strate- 

gies, the attacker tries to maximize the destruction probability of the genuine object. Comparing the expected 

vulnerability of the object, the defender decides whether to launch a preventive strike or build false targets. The 

strategies of the attacker and the defender are illustrated with numerical examples, and the optimal strategies 

are found. 

© 2017 Elsevier Ltd. All rights reserved. 

1. Introduction 

Defense strategies against intentional impacts have attracted tremen- 

dous attention, in order to enhance the system survivability [1,2] . In the 

case of defending a single object against a strategic attacker, protecting 

the genuine object and deploying false targets are two effective methods 

[3] . Since the attacker can always observe the defender’s investment in 

security and adapt its choice of strategy accordingly, game theory is one 

of the most effective methods to analyze this kind of problem [4] . Nu- 

merous studies have concentrated on the optimal strategy for the attack- 

defense contest from different perspectives. For example, in [5] , game 

theory was applied to identify the equilibrium strategies for both the 

attacker and the defender in a fully endogenous model of resource al- 

location, [6] employed the game-theoretic analysis into cyber-physical 

network infrastructures, and [7] considered a system against intentional 

attacks in a two-stage game with incomplete information. 

Many researchers have studied the tradeoff between the protection 

of genuine system elements and the deployment of false targets [8–10] . 

[11] also analyzed the efficiency of deploying false targets, and obtained 

the optimal number of false targets and attacked objects. [3] further 

studied the optimal tradeoff where the false targets are imperfect. A 

defense system with variable attackers was studied in [12] . [13] in- 

troduced the false target concept in a Markov game and used the new 

model to solve the attack-defense of power networks under possible mis- 

information. [14] considered a system combining genuine elements and 

objects that cannot be distinguished or detected by the attacker’s ob- 
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servation. [15] incorporated a risk-seeking attitude into the false target 

defense strategy and solved the optimal resource allocation in this case. 

[16] considered the foundation of the detection system that can be used 

by the attacker to detect the real object. [17] studied the cases where 

the attacker tries to detect a subset of false targets. [18] introduced this 

concept in multiple cyber-attacks and discussed the characterization and 

optimization of an object with observation errors. 

Nonetheless, in some cases, the defender may attempt to destroy the 

attacker’s base preventively – to neutralize the threat of being attacked –

instead of defending passively using genuine object protections and false 

targets. [19] analyzed the balance between protecting an object and 

striking preventively against an attacker seeking to destroy the object. 

[20] focused on a T-period game. [21] conducted a survivability quan- 

titative analysis and [22] concentrated on the perverse effects on coun- 

terterrorism. [12] and [23] discussed mixed strategies between a pre- 

ventive strike and protections in an attack-defense game. [24] presented 

a two-stage game where the emphasis is on the interaction between the 

preemptive and defensive measures. Their ‘preemptive measure ’ is syn- 

onymous with our term ‘preventive strike ’ . [25] considered the resource 

allocation between offense and defense in a duel where two participants 

exchange attacks in each round. See [26] for a comprehensive review on 

several defensive strategies applied in system attack-defense problem. 

[27] formulated the attack-defense scenario as a mathematical model 

where the defender applies both proactive and reactive defense mecha- 

nisms against the attacker. [28] proposed an algorithm considering ex- 

ternal attacks and self-defense to solve the optimization problem of the 
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resource management system in grid computing systems. See [29] for 

some real cases that occurred in Iran. However, although these research 

works concentrated on the preventive strike, none of them considered 

the strategy of deploying false targets. In another stream of literature, 

[23,30,31] have considered preventive strike and false targets together, 

however, they just allow the defender to deploy false targets. In practice, 

the attacker may also deploy some false bases to distract the defender in 

case it launches preventive strike. For a real life example, imagine that 

when a group of bomber jets perform a task to blow down a military 

facility, the radar may detect their track and use antiaircraft missiles in 

order to destroy them. For the attacker, there may be only one jet carry- 

ing the bomb which can cause the greatest damage. Therefore, the other 

jets in the group can be taken as the false bases to reduce the vulner- 

ability of the genuine base, in other words, the jet carrying the bomb. 

Moreover, the anti-radar system can be considered as the protection of 

the genuine base. 

In this paper, the defense of a single object is studied, where the 

defender can choose between the strategies of striking preventively or 

deploying false targets. In response, the attacker can allocate part of its 

resources into protecting its own base against the preventive strike and 

building some false bases to distract the preventive strike. The behav- 

ior of the defender and the response of the attacker are studied. In the 

literature, [30,31] analyzed how a defender determines a balance be- 

tween defending an object passively and striking preventively against 

an attacker equipped with one or more attack facilities for the sake of 

destroying the base of the attacker. In their following work, [23] as- 

sumed that the attacker cannot distinguish the genuine object, and the 

defender determines the balance between striking preventively and de- 

ploying false targets to distract the attacker. We address the scenario 

where the attacker can also build false bases to distract the defender’s 

preventive strike effort away from the genuine base. By considering the 

false bases, we model each participant of the game with three analogous 

strategies: building false targets or bases, protecting the genuine object 

or base, and attacking the other side (which is known as a preventive 

strike for the defender and an attack for the attacker).The extension is 

meaningful since, if the defender can put some effort into building false 

targets, the attacker, in practice, may also build false bases. 

The rest of this paper is organized as follows. In Section 2 , we de- 

scribe the model. In Sections 3 and 4 , the optimal strategies are solved 

for the respective scenarios of launching a preventive strike and de- 

ploying false targets. In Section 5 , we make it flexible to the defender 

whether to initiate a preventive strike or build false targets, and solve 

the optimal strategies. Sensitivity analysis is also performed to show the 

influence of different parameters. Section 6 provides our conclusions 

and gives possible directions for future work. 

2. The model 

Consider a single genuine object subjected to intentional attacks. The 

defender distributes its resource r into three different measures: rx for 

preventive strike, 𝑟 (1 − 𝑥 ) 𝑦 for building false targets, and 𝑟 (1 − 𝑥 )(1 − 𝑦 ) 
for protecting the genuine object. The attacker also distributes its re- 

source into three measures: RX for protecting its own bases from the pre- 

ventive strike, 𝑅 (1 − 𝑋) 𝑌 for building false bases, and 𝑅 (1 − 𝑋)(1 − 𝑌 ) 
for attacking the genuine object. The false targets are assumed to be 

perfect and cannot be detected by the opponent. 

The cost of each false target for the defender is c ft , whereas the cost 

for each false base for the attacker is C fb . The cost of unit effort for a 

preventive strike is c ps , whereas the cost of unit protection effort is c pt . 

The cost of unit effort for base protection is C bp , whereas the cost of unit 

attack effort is C at . 

In this two-period game of perfect information, the defender moves 

first and the attacker moves only after knowing the resource allocation 

of the defender. In this game, the most conservative strategy of the de- 

fender is studied. That is, the defender always assumes the attacker to 

use the most harmful strategy and the defender makes its reaction based 

on the attacker’s optimal strategy. It is assumed that the defender will 

expose its genuine object if a preventive strike is made. Thus, the de- 

fender will not simultaneously choose to initiate a preventive strike and 

deploy false targets. If the preventive strike is chosen by the defender, it 

does not waste resources on false targets, and 𝑦 = 0 . As the attacker uses 

false bases, the defender distributes its preventive strike effort evenly 

into Q d ( 1 ≤ 𝑄 𝑑 ≤ ⌊𝑅 (1 − 𝑋) 𝑌 ∕ 𝐶 𝑓𝑏 ⌋ + 1 ) bases to maximize the vulner- 

ability of the genuine base, where 𝑄 𝑑 = ⌊𝑅 (1 − 𝑋) 𝑌 ∕ 𝐶 𝑓𝑏 ⌋ is the number 

of attacked bases. The vulnerability of the genuine base, given it is in 

the Q d attacked bases, can be modeled by the contest success function 

[32] : 

𝑣 ∼1 𝑏 = 

(
𝑟𝑥 ∕ 𝑄 𝑑 𝑐 𝑝𝑠 

)𝑚 𝑝 
(
𝑅𝑋∕ 𝐶 𝑏𝑝 

)𝑚 𝑝 + 

(
𝑟𝑥 ∕ 𝑄 𝑑 𝑐 𝑝𝑠 

)𝑚 𝑝 (1) 

where mp is the contest intensity, ( rx / Q d c ps ) represents the contest effort 

the defender takes by spending the corresponding resources on a preven- 

tive strike, and ( RX / C bp ) denotes the contest effort of the attacker in base 

protection. The contest intensity here is an exogenous variable which 

does not rely on the action of the attacker nor the defender. In fact, 

the contest intensity derived from the history of warfare, represents the 

impact on the vulnerability, where low intensity occurs if neither play- 

ers can get a significant advantage and high intensity results from the 

enormous difference between the participants. When 0 < m < 1, exerting 

more effort than one’s opponent gives less advantage. When 𝑚 = 1 , the 

efforts remain proportional impact on the vulnerability. When m > 1, 

exerting more effort than one’s opponent gives more advantage. And 

𝑚 = ∞ will result in a winner-takes-all situation [32] . 

Therefore, the unconditional vulnerability of the base is 

𝑣 1 𝑏 = 

𝑄 𝑑 ⌊
𝑅 (1 − 𝑋) 𝑌 ∕ 𝐶 𝑓𝑏 

⌋
+ 1 

×
(
𝑟𝑥 ∕ 𝑄 𝑑 𝑐 𝑝𝑠 

)𝑚 𝑝 
(
𝑅𝑋∕ 𝐶 𝑏𝑝 

)𝑚 𝑝 + 

(
𝑟𝑥 ∕ 𝑄 𝑑 𝑐 𝑝𝑠 

)𝑚 𝑝 . (2) 

The defender chooses 𝑄 

∗ 
𝑑 
= arg max ( 𝑣 1 𝑏 ( 𝑄 𝑑 ) ) . The first term of the 

right side in equation illustrates the ratio between attacked bases and 

founded bases. 

The vulnerability of the genuine object is 

𝑣 1 𝑔 = (1 − 𝑣 1 𝑏 ( 𝑄 

∗ 
𝑑 
)) 

(
𝑅 (1 − 𝑋)(1 − 𝑌 )∕ 𝐶 𝑎𝑡 

)𝑚 𝑎 
(
𝑅 (1 − 𝑋)(1 − 𝑌 )∕ 𝐶 𝑎𝑡 

)𝑚 
𝑎 + 

(
𝑟 (1 − 𝑥 )∕ 𝑐 𝑝𝑡 

)𝑚 𝑎 (3) 

where m a is the contest intensity. The first term of the right side repre- 

sent the probability that the attacker survives after the preventive strike. 

For any given x , the attacker chooses its decision variables ( 𝑋 

∗ , 𝑌 ∗ ) = 

arg max ( 𝑣 1 𝑔 ) . The defender chooses 𝑥 ∗ = arg min ( 𝑣 1 𝑔 ( 𝑋 

∗ , 𝑌 ∗ ) ) . 
In the case where a preventive strike is not chosen by the defender, 

it does not waste resources on it, i.e., 𝑥 = 0 . As the defender does not use 

a preventive strike, the attacker does not need to protect its base, and 

thus 𝑋 = 0 . It also does not use false bases, thus 𝑌 = 0 . As the defender 

uses false targets, the attacker distributes its attack effort R evenly into 

Q a objects to maximize the vulnerability of the object. The vulnerability 

of the genuine object in cases where it is among the Q a attacked objects 

can be modeled by the contest success function as 

𝑣 ∼2 𝑔 = 

(
𝑅 ∕ 𝑄 𝑎 𝐶 𝑎𝑡 

)𝑚 𝑎 
(
𝑟 (1 − 𝑦 )∕ 𝑐 𝑝𝑡 

)𝑚 𝑎 + 

(
𝑅 ∕ 𝑄 𝑎 𝐶 𝑎𝑡 

)𝑚 𝑎 (4) 

Therefore, the unconditional vulnerability of the genuine object is 

𝑣 2 𝑔 = 

𝑄 𝑎 ⌊
𝑟𝑦 ∕ 𝑐 𝑓𝑡 

⌋
+ 1 

×
(
𝑅 ∕ 𝑄 𝑎 𝐶 𝑎𝑡 

)𝑚 𝑎 
(
𝑟 (1 − 𝑦 )∕ 𝑐 𝑝𝑡 

)𝑚 𝑎 + 

(
𝑅 ∕ 𝑄 𝑎 𝐶 𝑎𝑡 

)𝑚 𝑎 (5) 

For any given y , the attacker chooses its optimal decision 𝑄 

∗ 
𝑎 
= 

arg max ( 𝑣 2 𝑔 ) . The first term of the right side in equation illustrates the 

ratio between attacked targets and the total number of targets. The de- 

fender chooses 𝑦 ∗ = arg min ( 𝑣 2 𝑔 ( 𝑄 

∗ 
𝑎 
) ) to maximize the vulnerability. By 

comparing the vulnerabilities of the two cases, the defender decides to 

use a preventive strike if 𝑣 ∗ 1 𝑔 = 𝑣 ∗ 1 𝑔 ( 𝑥 
∗ ) < 𝑣 ∗ 2 𝑔 ( 𝑦 

∗ ) = 𝑣 ∗ 2 𝑔 ; otherwise, the de- 

fender chooses to build false targets to decrease the vulnerability of the 

genuine object. 
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