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Abstract

In this paper we investigate a cybersecurity model: An attacker can launch multiple attacks
against a target with a termination strategy that says that the attacker will stop after observing a
number of successful attacks or when the attacker is out of attack resources. However, the attacker’s
observation of the attack outcomes (i.e., random variables indicating whether the target is compro-
mised or not) has an observation error that is specified by both a false-negative and a false-positive
probability. The novelty of the model we study is the accommodation of the dependence between
the attack outcomes, because the dependence was assumed away in the literature. In this model,
we characterize the monotonicity and bounds of the compromise probability (i.e., the probability
that the target is compromised). In addition to extensively showing the impact of dependence on
quantities such as compromise probability and attack cost, we give methods for finding the optimal
strategy that leads to maximum compromise probability or minimum attack cost. This study high-
lights that the dependence between random variables cannot be assumed away, because the results
will be misleading.
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