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h i g h l i g h t s

• A one-pass framework for lossless compression and simultaneously reversible data hiding for remote sensing data.
• In a single pass a marked and compressed image is produced by the proposed framework.
• The resulting compressedmarked image can be decompressed and restored (the exact input image is obtained) or decompressed only (amarked version

of the input image is obtained).
• The marked image can be used for several purposes, in which it is not necessary to extract the original data and an acceptable grade of degradation is

tolerated.
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a b s t r a c t

The information obtained by means of spectral remote sensing (i.e., the hyperspectral images) are
involved in several real-life scenarios and applications. Historical research, monitoring of environmental
hazards, forensics and counter-terrorism are some examples of contexts in which the hyperspectral data
play an important role.

In many contexts, the hyperspectral images could also play sensitive roles (e.g., in military appli-
cations, etc.) and are generally exchanged among several entities, in order to carry out different tasks
on them. Therefore, it is important to guarantee their protection. A meaningful choice is the protection
through data hiding techniques.

In fact, by means of reversible data hiding techniques, the imaging data become a sort of information
carrier and can be used for delivering other important data that can be used, for instance, to check the
integrity of the original imaging data.

In this paper, we introduce a one-pass framework that is able to perform the lossless data hiding and
the lossless compression of the marked stream, at the same time, by exploiting the capabilities of the
predictive paradigm. Substantially, in a single pass, a marked and compressed stego image is obtained,
which can be exactly restored by the receiver: by decompressing and reversibly reconstructing the origi-
nal unaltered image. In addition, our framework also permits to performonly the decompression (without
the extraction of the hidden information). In this manner, the resulting stego (marked) hyperspectral
image, could be used for several purposes, in which it is not necessary to extract the original data and
an acceptable grade of degradation is tolerated. We also implement a proof-of-concept of the proposed
framework to assess the effectiveness of our contribution. Finally, we report the achieved experimental
results, which outperform other similar approaches.

© 2018 Elsevier B.V. All rights reserved.

1. Introduction

Bymeans of remote sensing it is possible to acquire information
about distant objects, without coming into physical contact with
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them, by exploiting the fact that an object reflects, absorbs and
emits electromagnetic radiation according to its chemical com-
position [1–3]. Again, by analyzing the energy of the radiation as
a function of the wavelength, it is possible to obtain a spectral
signature. A spectral signature can be considered as a sort of unam-
biguous fingerprint that can be used to uniquely characterize any
givenmaterial. For example, different organizations, such as NASA,
etc., have cataloged the spectral signatures of various minerals,
hence permitting an easier identification of such materials.
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Fig. 1. Example of a hyperspectral datacube.

The information acquired through spectral remote sensing (i.e.,
the hyperspectral images) are used for several purposes and applica-
tions, varying from surveillance to historical research, archeology,
environmental sciences, monitoring of environmental hazards, as-
sessment of food quality, and several other real-life contexts, such
as laboratory research, biomedical and Earth imaging, forensics,
counter-terrorism, skin health checking, etc. Notice that such im-
ages can be air-borne and space-borne acquired.

In detail, a hyperspectral sensor acquires information by con-
sidering the portion of the electromagnetic spectrum that varies
from the visible part (400–760 nanometers— nm) to near-infrared
(about 2400 nm). More precisely, we can see a hyperspectral im-
age as a datacube, since it is composed by a sequence of narrow
contiguous spectral bands, composing a three-dimensional data, as
shown in Fig. 1. In general, each band covers a bandwidth of about
10 nm and a hyperspectral image is composed by a few hundreds
of bands [1,4,5].

For example, hyperspectral images producedby theNASAAVIRIS
(Airborne Visible/Infrared Imaging Spectrometer) sensors are com-
posed by 224 bands, and are acquired by revealing the frequen-
cies of ultraviolet and infrared rays at wavelengths in the range
between 400 and 2500 nm [1].

Motivations.Given the differentmultidisciplinary application con-
texts of hyperspectral images, in general, it is very likely that such
images are exchanged between different entities, to effectively
carry out a wide range of tasks, typically performed in cloud-
based environments. Again, many of the application contexts of
hyperspectral images are security-sensitive, so particular effort
should be devoted in their protection. Although cryptography is
commonly used as an effective tool for ensuring security and
content authentication [6–9], however, the disguised nature of
encrypted data may draw the attention of an adversary. In such a
scenario, data hiding has been found to be an efficient and effective
alternative to cryptography for ensuring security, content authen-
tication and copyright protection [10–14]. In addition, bymeans of
data hiding techniques, imaging data become a sort of information
carriers, which can be used for delivering other important data [15].
An image for carrying data is called a cover image, whereas, the
image carrying the embedded information is called a stego image
or marked image. Data hiding on images presents two (virtually
conflicting) requirements: the embedding capacity, i.e., the number
of bits embedded into the host image and the visual quality of the
embedded image. Notice that if during the transmission an image
shows signs of hiding effect, an adversary may notice that the
digital media carries secret messages. Therefore, the stego image
should have imperceptible differences with respect to the cover
image [16,17]. The goal of data hiding is to create schemes with
high embedding capacity and good stego image quality. In par-
ticular, reversible data hiding (RDH) is a technique which not only
enables the embedding of hidden data into cover images, but also
restores original images from the stego images after the extraction

of the embedded data [18–28]. However, the drawbacks of RDH
with respect to non-reversible techniques are: lower payloads,
larger distortion and higher computational cost.

Again, it is important to highlight that images collected through
hyperspectral sensors are generally processed by automatic appli-
cations [29]. Thus, it is highly suggested to store, maintain and
transmit such data into the original form. However, since hyper-
spectral sensors generate a significant amount of data, it can be
necessary to compress such data.Moreover, though lossy compres-
sion algorithms achieve a better compression ratio than lossless
ones, they introduce distortion and make the data usable only
by applications where a certain level of distortion is allowed.
Therefore, it is easy to note that in this scenario only the lossless
compression of hyperspectral images permits to have a reduction
in the amount of data, without any loss of useful information.

Contribution. In this workwe propose a novel one-pass framework,
which by relying on the capabilities of a predictive paradigm, en-
ables at the same time the data hiding and compression operations
on hyperspectral images. More precisely, it achieves, in a single
pass, a marked and compressed stego image. On the other side, the
receiver can extract the hidden information and then decompress
and reversibly reconstruct the original unaltered image. Again, our
framework also enables the receiver to perform the decompression
without extracting the hidden information. The resulting stego
(marked) hyperspectral image could be used for several purposes,
e.g., in situations where it is not necessary to extract the original
data and an acceptable grade of degradation is tolerated.

In the literature, several lossless compression algorithms for
hyperspectral images, based on the predictive paradigm, have
been proposed (e.g., the ones addressed in [30–32]). On the other
hand, despite various watermarking methods for remote sensing
data have been introduced in the state of the art (e.g., [33–35]),
the field concerning the high capacity lossless data hiding has
not been exhaustively explored so far. Indeed, to the best of our
knowledge, our proposal represents the first one-pass framework
specifically designed for hyperspectral images, which is able to
perform the lossless data hiding and the lossless compression of
the marked stream, at the same time. In addition, our framework
is also suitable for on-board implementations (i.e., for implemen-
tations on a hardware-constrained sensor), since it is designed to
require limited computational capability andmemory space. More
precisely, the proposed framework relies on a data hiding approach
based on the modification of prediction errors (MPE) technique [36]
and exploits the fact that, since the histograms in the domain of
prediction errors are sharply distributed, the embedding capacity
is higher than that of traditional histogram-shifting methods for the
same image quality. The key idea behind our proposal is that we
employ three-dimensional predictors, which are ad-hoc designed
to exploit, in the best way possible, the redundancies of hyper-
spectral images, rather than using bi-dimensional predictors, as for
example has been done in [37].

In order to assess the effectiveness of the proposed scheme, we
carried out extensive performance evaluation experiments, which
show a saving in terms of execution time, ranging from 20.08% to
47.73% with respect to more traditional solutions performing data
hiding and then compression. Moreover, our framework enables
a gain in terms of embedding capacity ranging from 5.48% to
170.8%with respect to state-of-the-art solutions. Again, by varying
the size and the type of the embedded data payload, the two
images, namely, the cover image and the produced stego image, are
extremely similar and hence difficult to distinguish, thus making
the detection of the hidden payload by a malicious user extremely
difficult. Finally, when compared to the pure compression, i.e., the
compression performed on images which do not carry any hidden
payload, our proposal does not significantly affect the compression
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