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Abstract

In big data era, too much ordinary information leakage may lead to the leakage of private information. Image search is widely used
in many fields. Though there are many studies on image search, most of them are search in plaintext databases. In this paper, we
study the image retrieval techniques over encrypted databases. A content-based retrieval scheme for encrypted images is proposed.
In the scheme, a blind technique based on discrete logarithm problem is introduced to keep the privacy of feature vectors, and a
novel retrieval way is used. This is a flexible scheme, which support fuzzy search. The client can control the search range. And in
the search process, the contents of the original image will not be revealed.
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Highlights

• A novel request based image search model is proposed.

• A secure search pattern is generated, and a novel matching
strategy is used.

• The search accuracy can be controlled by users.

• Low computation cost on the user side.

1. Introduction

Cloud computing, in which a large amount of computing re-
sources and storage space are collected, can provide various
computing and storage services for people. Due to the great
power of cloud computing, it brings much convenience to the
clients. The complex computation tasks can be easily solved by
the cloud server. For purpose of saving the local storage space,
the client can stores the files in the cloud servers, and retrieve
the files when they are needed.

Cloud storage, in which a lot of storage devices are gathered
together, is a kind of service-oriented distributed storage sys-
tem, can provide the storage and management services of mas-
sive data. Such as space leasing, data storage, backup, sharing
and so on. The data storage services are achieved through the
application of cluster computing and distributed computation.
In the system, a large number of different network resources
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will be used. In order to deal with the files anytime and any-
where, the clients usually store the files in the cloud.

Images are the common files people often use. With the help
of the Internet, people can easily share the images for each
other. The clients can retrieval the images that they needed
from the cloud server conveniently. There are two main tech-
niques for image search, text-based image retrieval (TBIR) and
content-based image retrieval (CBIR).

TBIR is the traditional image retrieval method. The tradi-
tional text retrieval technology was tried to be used in the im-
age retrieval. Thus, the image retrieval is the same as keyword
search, which is a kind of matching search process based on
keywords. The indices of a image are generated according to
the understanding of the image, such as, name, number, size,
contents description, image resource, author, time, storage lo-
cation and so on. The image retrieval is actually becoming the
corresponding text retrieval.

CBIR is the search technology based on feature vectors. The
image is analyzed by software, and the content information is
extracted. The information of color, shape and texture is com-
bined together as the feature vectors, and stored in the feature
database. For a given image, in the retrieval process, the feature
vectors are extracted, and the similarity between the extracted
vectors and the feature vectors stored in the database is com-
puted by using the similarity matching algorithm. The retrieval
result is output according to the value of similarity.

The main retrieval principle are the three points. The first one
is, form a database retrieval model according to the requirement
of the clients. The second one is, collect and process image
resources, such as, feature extraction, analysis and indexing.
The last one is, use similarity algorithm to retrieval the images
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