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A Novel Statistical Technique for Intrusion Detection Systems

Enamul Kabir, Jiankun Hu, and Hua Wang, and Guangping Zhuo*!#

Abstract

This paper proposes a novel approach for intrusion detection system based on sampling with
Least Square Support Vector Machine (LS-SVM). Decision making is performed in two stages.
In the first stage, the whole dataset is divided into some predetermined arbitrary subgroups.
The proposed algorithm selects representative samples from these subgroups such that the
samples reflect the entire dataset. An optimum allocation scheme is developed based on the
variability of the observations within the subgroups. In the second stage, least square support
vector machine (LS-SVM) is applied to the extracted samples to detect intrusions. We call the
proposed algorithm as optimum allocation-based least square support vector machine (OA-
LS-SVM) for IDS. To demonstrate the effectiveness of the proposed method, the experiments
are carried out on KDD 99 database which is considered a de facto benchmark for evaluating
the performance of intrusions detection algorithm. All binary-classes and multiclass are tested
and our proposed approach obtains a realistic performance in terms of accuracy and efficiency.
Finally a way out is also shown the usability of the proposed algorithm for incremental datasets.

keywords: Sampling, Intrusion Detection System (IDS), Network Security, Least
Square Support Vector Machine (LS-SVM).

1 Introduction

In recent years, there has been an increasing awareness of the risk associated with network
attacks as information systems are now more open to the Internet than ever before. Intru-
sion detection system (IDS) is a program that tries to find indications that the computer
has been compromised. An IDS attempts to detect an intruder breaking into computer
system or legitimate user misuses system resources. Intrusion detection is an important
issue and has captured the attention of network administrators and security professionals.

Intrusion detection is the art of detecting unauthorized, inappropriate, or anomalous

activity on computer systems. Intrusion detection systems are classified as network based,
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