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1. Belgium

Cédric Lindenmann, Associate, cedric.lindenmann@stibbe.com
and Carol Evrard, Associate, carol.evrard@stibbe.com from Stibbe,
Brussels (Tel.: +32 2533 53 51).

No contribution for this issue.

2. Denmark

Arly Carlquist, Partner, ac@bechbruun.com and Jens Grønkjær
Sjølander Pihl, Attorney, jp@bechbruun.com from Bech-Bruun, Co-
penhagen office, Denmark (Tel.: +45 7227 0000).

2.1. Limitation of liability with respect to sanctions under
the GDPR

The General Data Protection Regulation (“GDPR”) entitles Na-
tional Supervisory Authorities to impose administrative fines
for infringement of certain provisions of the GDPR. However

administrative fines are not recognised under Danish law and
are considered to be a penal sanction, which require either the
liable party’s approval of an authorised fine notice or the in-
volvement of the Danish prosecuting authority in order to be
legally binding.

As a consequence of the extensive digitalisation of society
and rapid development of data generating and data depen-
dent technologies (including for example internet of things and
artificial intelligence technologies), the use of third party service
providers to process personal data has dramatically in-
creased. Given the shift in approach to sanctions for
infringement of personal data under the GDPR and the un-
certainty around the enforcement of such sanctions, it becomes
increasingly important for contracting parties to address the
questions of (i) the validity of parties contractually limiting li-
ability for fines incurred and (ii) insurance coverage for the
same.

Whilst criminal liability cannot generally be contractually
transferred, the issue of whether rights of recourse can be con-
tractually agreed between parties and enforced and whether
insurance can be obtained to cover financial loss for payment
of a fine remains unresolved under Danish law.
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As imposition of fines requires that a basis of liability is es-
tablished, i.e. negligence or intent with respect to the
infringement, and considering that the punitive purpose may
be significantly diluted by agreements to indemnify for fines
incurred (whether in data processor agreements or through in-
surance coverage), it appears that a liable party cannot validly
in whole or in part be indemnified against a fine incurred under
the GDPR.

If and to what extent insurance coverage may be obtained
with respect to derived financial effects of a fine is uncertain
and remains to be clarified under Danish law.

3. France

Alexandra Neri, Partner, alexandra.neri@hsf.com and Jean-
Baptiste Thomas-Sertillanges, Avocat, Jean-Baptiste.Thomas-
Sertillanges@hsf.com from the Paris Office of Herbert Smith Freehills
LLP (Tel.: +33 1 53 57 78 57).

No contribution for this issue.

4. Germany

Dr. Alexander Molle, LL.M. (Cambridge), Counsel, alexander.molle@
gleisslutz.com from the Berlin Office of Gleiss Lutz, Germany (Tel.:
+49 30800979210)

No contribution for this issue.

5. Italy

Salvatore Orlando, Partner, s.orlando@macchi-gangemi.com
and Stefano Bartoli, Associate, s.bartoli@macchi-gangemi.com
from the Rome Office of Macchi di Cellere Gangemi (Tel.: +39 06
362141)

5.1. The Cambridge Analytica scandal triggers
allegations of unfair commercial practices against Facebook

On 6 April 2018, the Italian Antitrust Authority (“Antitrust Au-
thority”), which is the Italian authority in charge of combating
unfair commercial practices under Directive 2005/29/EC, an-
nounced an investigation into Facebook Inc. (“FB”) in connection
with the following practices:

1) FB’s information notice to users at the point of registra-
tion, in particular in relation to the way it collects users’
data and the use of such data for commercial purposes, in-
cluding user information generated by the use of third party
web sites/apps; and

2) the automatic exchange of data from and to third party op-
erators each time FB’s users access or use third party
websites or apps, without users’ prior consent, save only
for the possibility to exercise an opt-out by ticking an ad
hoc box.

The Antitrust Authority believes that the above behaviours
may qualify as unfair commercial practices in violation of Ar-
ticles 20, 21, 22, 24 and 25 of the Italian Consumers’ Code, which
correspond to Articles 5 (Prohibition of Unfair Commercial Prac-
tices), 6 (Misleading Actions), 7 (Misleading Omissions), 8
(Aggressive Commercial Practices) and 9 (Use of Harassment,
Coercion and Undue Influence) of Directive 2005/29/EC.

In particular, the Antitrust Authority alleges that:

1) FB does not immediately and fairly inform users of its col-
lection and use of their data for commercial purposes upon
the activation of an account; and

2) FB exercises undue influence on signed-in users who, in ex-
change for FB’s services, inadvertently and automatically
provide consent to the collection and use of their per-
sonal information (such as profile data, consumer
inclinations and personal experiences on third party web-
sites and apps) due to default consent options, so that FB
may avoid limiting the use of its services in case of de-
selection of default options by users.

This is a very important development since an allegation
of unfair commercial practices under Directive 2005/29/EC is
independent from the assessment of infringements of Italian
and EU provisions which are directly aimed at protecting per-
sonal data, which are under the remit of the Italian Data
Protection Authority.The allegations of unfair commercial prac-
tices are instead aimed at assessing whether FB’s practices
outlined above are likely to materially distort the economic be-
havior of FB’s users.

The Italian Consumers’ Code provides that for any infringe-
ments of the prohibition on carrying out unfair commercial
practices, the Antitrust Authority may apply fines up to 5 million
Euros.

6. The Netherlands

Joe Jay de Hass, Professional Support Lawyer, JoeJay.deHaas
@stibbe.com from the Amsterdam office of Stibbe (Tel.: +31 20 546
0036).

No contribution for this issue.

7. Norway

Dr. Rolf Riisnæs, Partner, rri@wr.no, and Dr. Emily M.
Weitzenboeck, Senior Associate, emw@wr.no from Wikborg Rein
Advokatfirma AS (as from 1.1.2017), Norway (Tel. +47 22 82 75 00).

No contribution for this issue.

8. Spain

Albert Agustinoy, Partner, albert.agustinoy@cuatrecasas.com,
Jorge Monclús, Senior Associate, jorge.monclus@cuatrecasas.com
and Daniel Urbán, Associate, daniel.urban@cuatrecasas.com from
Cuatrecasas, Gonçalves Pereira, Spain (Tel.: +34 933 127 184).
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