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a b s t r a c t

The identification of key players in a terrorist organization aids in preventing attacks, the efficient allo- 
cation of surveillance measures, and the destabilization of the corresponding network. In this paper, we 
introduce a game theoretic approach to identify key players in terrorist networks. In particular we use the 
Shaple y value as a measure of impo rtance in cooperative games that are specifically designed to reflect
the context of the terrorist organization at hand. The advantage of this approach is that both the structure 
of the terrorist network, which usually reflects a communication and interaction structure, as well as 
non-netwo rk features, i.e., individual based parameters such as financial means or bomb building skills, 
can be taken into account. The application of our methodology to the analysis results in rankings of the 
terrorists in the netwo rk. We illustrate our methodology through two case studies: Jemaah Islamiyah’s 
Bali bombing and Al Qaedas 9/11 attack, which lead to new insights in the operation al networks respon- 
sible for these attacks. 

� 2013 Elsevier B.V. All rights reserved. 

1. Introduction 

The identification of the key players in a terrorist organization is 
a major problem in targeting top terrorists in counterterrorism 
practice. Currently key leader engagement is often based on qual- 
itative theories, such as those of charismatic leadership (Jordan,
2009). With the huge increase in digital informat ion gathering, 
intelligence and law enforcement agencies possess large volumes 
of raw, heterogeneous, often incomplete and inaccurate data on 
terrorist networks (McAndrew, 1999; Sparrow, 1991 ). The use of 
sophisticated quantitative modeling techniqu es and procedures 
to clean and make sense of these data is however limited (Xu
and Chen, 2005 ). One of the quantitat ive methodologies that is of- 
ten applied to find the proverbial needle in the haystack in general 
social networks is social network analysis (Wasserman and Faust, 
1994). This methodol ogy has also been applied to terrorist net- 
works, see, e.g., Koschade (2006). A common feature of social net- 
work analysis is that it only uses the structure of networks. In this 
paper we introduce a methodol ogy that additional ly incorporates 
information available on a terrorist group in the analysis of the so- 
cial network underlying the terrorist group. We show that quanti- 

tative modeling by means of cooperative game theoretic centrality 
measure s enables the incorporation of such additional information .

Several researchers have shown how complex data on criminal 
organizati ons can be analyzed using the network perspective , e.g., 
Sparrow (1991), Peterson (1994) and Klerks (2001). Quantitative 
analyses of terrorist networks include Carley et al. (2003), Farley 
(2003) and Lindelau f et al. (2009).

The strength of social network analysis lies in the fact that one 
takes interrelations hips into account when analyzing a group of 
people (Ressler, 2006 ). Centralit y analyses can be applied to find
the most important person in a social network. Clearly, ‘most 
important’ depends on the context of the problem under consider- 
ation. Hence, many different centrality measures have been pro- 
posed. A centrality analysis leads to a ranking of individuals that 
are active in the social network. Three of the most well-known cen- 
trality measures arising in social network analysis are degree cen- 
trality, betweennes s centrality and closeness centrality (cf.
Wasserman and Faust, 1994 ). In this paper we refer to these three 
centrality measures as standard centrality . Software impleme nta- 
tion of standard centrality is found in, for example, Ucinet (Analytic
Technolo gies, 2010 ). Furthermor e, Analyst’s Notebook (I2, 2010 ), a
software package used worldwide by law enforcement and intelli- 
gence agencies, has recently included standard centrality in its lat- 
est update. Unfortunate ly, most, if not all, centrality measures 
currently in use in the intelligence and law enforcement domain 
focus specifically on the social network structure (that is, who 
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interacts with whom), and do not incorporate other information 
often available . In the context of terrorist networks such additional 
information can be twofold: either information on individual ter- 
rorists, like financial means, bomb building skills, attendan ce of 
individuals to certain meetings , signs of radicaliza tion or presence 
at a terrorist training camp, or information on relationship s be- 
tween terrorists, ranging from the frequenc y and duration of inter- 
action between individuals to the quantities of weapons being 
transported. Standard centrality is not able to incorporate this kind 
of data. 

In this paper we use cooperative game theory to develop rank- 
ings of individua ls in terrorist networks based on both the struc- 
ture of the terrorist network and additional information on the 
terrorists and their relationshi ps. Cooperative game theory has 
been used in networks to investigate how power is allocated (cf.
Jackson, 2008; Gomez et al., 2003 ). In this paper we apply cooper- 
ative game theory to terrorist networks, which include, in contrast 
to the networks considered by Jackson and Gomez et al. features 
that do not only depend on the network structure . Clearly, a terror- 
ist organizati on can be considered as a social network as it consists 
of players working together to achieve a goal. A typical example 
would be a group of insurgen ts trying to carry out attacks with 
improvised explosive devices. To successfully launch such attacks 
several tasks have to be conducted: finances have to be arranged, 
the bomb material has to be acquired , the bomb has to be built 
and reconnaissa nce has to be conducted at the potential attack site. 
Hence, a terrorist group needs to consist of individuals capable of 
performing such tasks. Moreover, terrorist groups heavily rely on 
communicati on networks to accomplis h acts of recruitment and 
planning (Tsvetovat and Carley, 2005 ). The structure of a terrorist 
network, however, differs significantly from a general social net- 
work (cf. Lindelauf et al., 2009, 2011 ). Similar to social networks, 
we want to determine the key players in terrorist networks. Using 
game theoretic centrality measure s, rankings of players in such a
terrorist network can be develope d. Because game theoretic mod- 
els are able to handle additional information by assigning values to 
coalitions, this approach provides more realistic models to identify 
key players in a terrorist network. 

In this paper we show how cooperative game theory can aid in the 
identification of key players in a terrorist network. We introduce a
weighted connectivity game that is able to take both the structure 
of the terrorist network as well as information about the individual 
terrorists into account. Applying a game theoretic centrality mea- 
sure to the weighted connectiv ity game leads to a ranking of the 
players in the terrorist network. This allows for the optimal alloca- 
tion of scarce observation resources and the destabilizati on of the 
terrorist network by the removal of the highest ranking members. 
To facilitate practical impleme ntation of our methodology we pres- 
ent a general framework that includes three stages: construct the 
network, define the game theoretic model and analyze the rankings 
of players. We illustrate this framework through two practical cases: 
the Jemaah Islamiyah bombing in Bali and the 9/11 attack by Al Qae- 
da. The analyses of these cases with degree centrality, betweenness 
centrality and closeness centrality in concurrence with game theo- 
retic connectivity centrality have led to some new results and in- 
sights. We therefore state that quantitative centrality analyses 
provide a valuable contribution to the identification of key players 
in terrorist networks and hence are useful in combating the violent 
and disrupting phenomenon called terrorism. 

The paper is organized as follows. After recapitulating the basic 
standard centrality measures in Section 2 we introduce a general 
framework for game theoretic centrality analysis. We show how 
law enforcemen t and intelligence agencies can apply this frame- 
work to terrorist networks, in particular when additional informa- 
tion about the terrorist network is available. We also introduce the 
(weighted) connectivity game and a game theoretic centrality 

measure . In Section 3 we illustrate the practical use of centrality 
analyses in two case studies in which we compare the standard 
centrality measures to case study specific game theoretic centrality 
measure s. 

2. Game theoretic centrality 

In this section we introduce a game theoretic centrality mea- 
sure to determine the key player in a terrorist network. Coopera- 
tive game theory studies situations in which players can generate 
benefits by working together. In this view a terrorist organization 
also consists of individua ls that form (opportunity) coalitions in or- 
der to achieve a certain goal, e.g., to carry out an attack. 

First, however , we briefly recapitulate standard centrality. A
(social) network can mathematicall y be represented by a graph 
G = (N, E), where the node set N represents the set of persons in 
the network and the set of edges E consists of all relationship s that 
exist between these persons. A relationshi p between person i and j
is denoted by ij 2 E.

The idea behind degree centrality (Proctor and Loomis, 1951 ) is 
that the more people one knows the more important one is. The 
normalized degree centrality of person i is expresse d as the fraction 
of the network with which person i is directly related: 

CdegreeðiÞ ¼
dðiÞ
jNj � 1

; ð1Þ

where d(i) represen ts the number of direct relations of person i and
jNj is the total number of persons in the network. Observe that 
0 6 Cdegree(i) 6 1.

Betweenness centrality was first introduced by Freeman (1977).
The idea is that a person is important when he enables the flow of 
informat ion between other persons in the network. Betweennes s
centrality is measured by counting the number of shortest paths 
(i.e., a path that uses a minimal number of links) between two per- 
sons that pass through another person. Let skj denote the total 
number of shortest paths between person k and j and let skij denote
the number of shortest paths between k and j that pass through 
person i. The normalized betweenness centrality of person i is then 
defined through 

CbetweenðiÞ ¼
2

ðjNj � 1ÞðjNj � 2Þ �
X

k; j 2 N n fig
k < j

skij

skj
: ð2Þ

Again, it follows that 0 6 Cbetween(i) 6 1.
Finally, closeness centrality quantifies the distance from a cer- 

tain person to all other persons in the network. The normalized
closeness centrality of person i is defined by 

CcloseðiÞ ¼
jNj � 1P

j2Nlij
; ð3Þ

where lij denotes the shortest distance between person i and j.
Again, observe that 0 6 Cclose(i) 6 1. Borgat ti and Everett (2006) ar-
gue that the essence of closene ss central ity is time-until- arrival of
entities that flow through a network, whereas betweennes s central- 
ity measures the frequency-o f-arrival of flows in a network. 

Note that the actual standard centrality values are not impor- 
tant to us, only the resulting ordinal rankings of the persons in- 
volved are of interest. The following example illustrates the use 
of standard centrality. 

2.1. Example: standard centrality measures 

Consider the social network depicted in Fig. 1. The nodes repre- 
sent seven persons, denoted by letters A to G, that are part of the 
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