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a b s t r a c t

This paper extends a homogenous network model proposed by Haldar and Mishra (2014) into

a heterogeneous one by taking into consideration the topology property of the Internet. The

dynamics of this new model are investigated by studying the stability of its equilibria using

mathematical methods. The qualitative analyses show that, because of the effect of the Inter-

net topology, the results of the model exhibit several distinct features as compared to those of

the original model. Some numerical experiments are also conducted to account for the poten-

tial scenarios of the model.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

Computer viruses that can cause serious damages to computer systems have drawn significant attention from researchers

due to their subtle and sophisticated attack patterns. Some earlier efforts have been made to better understand such attacks

[1–3] as well as corresponding countermeasures [4–9]. Recently, a mathematical model was proposed to capture the relationship

between the distribution modes of attacks and the targeted attacks [10] by means of combining two frameworks: the classic SIRS

(susceptible-infected-recovered-susceptible) model for a targeted population (labeled by superscript T) and the traditional SIS

(susceptible-infected-susceptible) model for an attacking population (labeled by superscript A):⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

dST (t)

dt
= −βkST (t)IA(t) + αRT (t),

dIT (t)

dt
= βkST (t)IA(t) − γ IT (t),

dRT (t)

dt
= γ IT (t) − αRT (t),

dSA(t)

dt
= μ − βkSA(t)IA(t) − μSA(t) + ηIA(t),

dIA(t)

dt
= βkSA(t)IA(t) − (μ + η)IA(t).

(1.1)
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Fig. 1. A schematic diagram of the scale-free Internet.

In this model, the infected nodes strive to seek every possible chance to launch attacks on the targeted population and to

find new hosts to transmit the attacks, whereas the recovered nodes with temporary immunity to the launch of attacks will stop

spreading the attacks and remain unchanged. The model has an underlying assumption, that is, the effect of network topology is

not incorporated and the mixing of nodes is homogenous.

It is well known that a computer virus usually launches its attacks through the Internet, which can be modeled as a represen-

tative BA scale-free network where node degree distributions follow a power-law distribution [11] indicating that the mixing of

nodes is heterogeneous. Since the network topology over which a virus propagates plays a key role in determining the proper-

ties of virus epidemics [12,13], it is crucial that the model of virus attacks should consider the pivotal feature that appropriately

characterizes the topology of the Internet.

In this paper, we develop the above mentioned model by putting an emphasis on the scale-free property of the Internet

with the primary purpose of analyzing the way in which a computer virus spreads its attacks on the targeted resources on the

Internet. It should be pointed out that since the influence of the mixing of the Internet nodes is heterogeneous, the developed

model presents several distinct characteristics as compared to the original model [10]: (1) Our model admits a unique virus

equilibrium under any conditions; (2) The Internet with a lower heterogeneity may be conducive to alleviate the attacks on

targeted hosts, or with more nodes may conduce to foment such attacks; (3) The nodes with a higher degree are more sensitive

to launching and suffering attacks than those with a lower degree; (4) Our simulation results show that towards a virus-free

state, the larger the node degree is, the slower the virus propagation attacks will vanish.

In addition, we obtain the conditions for attacks to succeed or fail by mathematically investigating the threshold values and

the stability of the virus-free equilibrium and the virus equilibrium. It is established that the virus-free equilibrium is glob-

ally asymptotically stable if the threshold value is less than a constant, while the virus equilibrium is globally attractive if the

threshold value is greater than unity. Some numerical examples are also performed to account for the possible scenarios of the

model.

The rest of this paper is organized as follows. In the next section, a mathematical model is proposed and its parameters are

described. In Section 3, the existence and the stability of the virus-free equilibrium and the virus equilibrium are investigated.

Some simulations are presented in Section 4. Section 5 concludes the paper.

2. Model formulation

The scale-free Internet can be characterized by the mechanism of growth and preferential attachment. There are initially

m0 fully-connected vertices; at each time step, a new m-edge (m ≤ m0) vertex is connected to an old vertex i with probability∏
(ki) = ki/

∑
jk j where ki is the degree of vertex i that is defined as the number of edges pointing to this vertex. As a result,

the vertex degree distribution follows a power-law P(k) ∼ k−γ1 [11], implying that there is a small fraction of highly-connected

vertices called hubs, where P(k) presents the probability that a randomly chosen vertex in the Internet has degree k. Fig. 1

presents a schematic diagram of the scale-free Internet with size 20.

Computers connected to the Internet are referred to as the nodes and the edges between them stand for the corresponding

interactions that may allow the spread of virus attacks. In the course of such propagations over the Internet, at one time step,

the total number of nodes connected to the Internet can be divided into two sets: targeted population and attacking population.

The former can be further grouped into three compartments (or subsets), i.e., susceptible, infected and recovered, and their

densities with degree k are denoted by ST
k
(t), IT

k
(t) and RT

k
(t), respectively. The latter consists of two compartments (or subsets),
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