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a b s t r a c t

Smart metering systems generally referred to as the next-generation power measurement system, is
considered as a revolutionary and evolutionary regime of existing power grids. More importantly, with
integration of advanced computing and communication technologies, the smart meter (SM) is expected to
greatly enhance efficiency and reliability of future power systems with renewable energy resources, as well as
distributed intelligence and demand response. Different electrical energy metering standards are point of
concern for power/energy measurements. As measurement standards are formed, systems built around them
can become interoperable from a standards point of view but still have incompatible configurations or
different maturity levels, or include non-standardized functions. Even in areas that are standardized, there are
sometimes implementation decisions that can result in different measurement and security behavior. With
this paper we make three contributions: firstly, we identify various 1-channel and 3-channel metrology
integrated circuits (ICs), which are mandatory for the standard measurement of distributed and renewable
electricity generation. Secondly, we describe harmonics effect on metrology, which impacts on reliability of
widespread smart metering infrastructure. Finally, we develop and describe a comprehensive set of security
issues for SMs. Specifically, we focus on reviewing and discussing smart metrology meter (SMM) applications
(i.e. metrological functions and real-time monitoring functions), security requirements, network vulnerabilities,
attack countermeasures, secure communication protocols required in smart grid (SG) architectures. This review
will enable the researchers, public policy makers and stakeholders to open the mind to explore possible in an
evolving energy domain as well as beyond this area.
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1. Introduction

The smart meters (SMs) requirements are rapidly evolving in
response to competitive market forces and various governmental
regulations mandating smart grid (SG) deployments in most areas
of the world. Now days it has made the scenario guaranteeing
higher bit rates, robust and flexibility. Soon they will roll out utility
consumers by the hundreds of millions smart meters by replacing
century-old analog electro-mechanical (Ferrari’s) energy meters
[1]. A snapshot of analog electro-mechanical meter is shown in
Fig. 1(a). Ferrari’s energy meter were introduced in the late 1880s
and operate by counting the revolutions of an aluminum disc
which is made to rotate at a speed proportional to the power disc
speed may fast or slow, during non linear loads (i.e. fluorescent
light, energy storage systems) monitoring results error in readings.
They could measure only active energy [2]. During 1990s,
advanced electronics solutions such as microprocessor units
(MPUs) and fast analog-to-digital converters (ADCs) allowed the
manufacturers to start introducing meters that were mostly
electronic and the only moving parts were the electro-
mechanical counters used to record energy [3,4]. A snapshot of
an electronic meter is shown in Fig. 1(b). A third generation power
metering circuit could measure not only active power but also
various important parameters such as reactive power, apparent
power, voltage and current root mean square (RMS) values, power
factor and harmonic distortion using configurable digital signal
processing (DSP) core [5]. Early 2000s saw further advances in
electronics, instrumentation, communication and data handling.
They allowed manufacturers to produce meters that were all
electronic without rotating parts [6]. These meters could measure
following parameters such as.

� Instantaneous parameters: voltage, current, power, power
factor, etc.

� Billing parameters: kilowatt-hour (kWh), reactive power
(kVArh), maximum demand and load profile etc.

These meters with existing communication technologies such
as radio frequency (RF), global system for mobile communications
(GSM), general packet radio service (GPRS), public switched
telephone network (PSTN) and power line communication (PLC),
allowed consumers value-added services[7,8].

As compare to legacy electronic meter, present electronic meter is
smart, and can provide a range of intelligent functions such as
dynamic pricing, demand response, remotely power connect/discon-
nect; outage management, network security, and reduction of non-
technical losses. It offer higher accuracy and require less power at a
considerably lower cost. It is fully envisioned to integrate high-speed
two-way communication into millions of power equipments to
establish a dynamic and interactive infrastructure with energy
management facility capabilities [9]. There are eight basic metrology
computation blocks, which are the backbone of latest SM.

� Microcontroller unit (MCU): The integrated MCU core with
inbuilt flash memory provides a flexible means of configura-
tion, post-processing, data formatting, and interfacing to any

host processor through suitable interface type or any data in/
out pins. Records power consumption details can be sent to
energy suppliers or prosumers on request.

� Analog-to-digital converter (ADC): It digitizes the voltage and
current inputs and provides an instantaneous snapshot of power
factor and energy consumption. It can also measure magnitude of
phase currents and voltages over the cycle [4]. At present
metrology IC with 64 bit ADC are available in market [10].

� Analog-front end (AFE): It is comprised of an input multiplexer,
ADC converter and voltage reference It is a link between the
real world and the processing world, which collects and
calculates single phase and poly-phase voltage, current, power,
energy, and power-quality disturbances such as harmonics.
This computed results can be retrieved with the help of an
external master unit through on-chip host interface [9,11].

� Interface unit: It supports various types of interfaces such as
serial peripheral interface (SPI), universal asynchronous recei-
ver transmitter (UART), high speed data capture (HSDC) and
Inter-integrated circuit (I2C), which are useful to connect
external devices for special applications. An isolated RS-485
communications interface is also provided with the EM773, for
any serial communications needs [12].

� Liquid crystal display (LCD) driver: It helps to display the
calculated energy in LCD display for billing purpose. The
MSP430F676 consist of integrated LCD driver with contrast
control up to 25-MHz system clock for up to 320 Segments in
8 multiplexer modes [13].

� Real-time clock (RTC): The typical metrology IC always inbuilt
with RTC for tariff information. This involves dividing the day,
month and year into tariff slots (Time of Day). Usually higher
rates are applied at peak load periods and lower tariff rates at
off-peak load periods. Therefore RTC for metrological applica-
tion must be very accurate to avoid dispute between consumer
and utility applications regarding measurement of fundamental
reactive energy even in non-sinusoidal conditions [14].

� Security scheme: It supports highest levels of available security
schemes, which helps to protect ones physical tampering
events (i.e. mechanical and electrical anti-tampering), consu-
mer data and ensures privacy [15].

� Communication protocol stack (wireless/wire-line): With the
help of communication processor, it supports all latest com-
munication technologies (i.e. both RF and PLC solutions), which
is useful for gateway concentrators and AMI applications [16].

Considering all necessary requirements SMM solutions can be
classified into three categories:

1. Metrology AFE: Fig. 1(c) illustrates block diagram for metrology
AFE. AS per latest metrological standards, the metrology IC
integrator must be able to translate the class/range specifica-
tion to the AFE fundamental requirements (i.e. signal-to-noise
ratio (SNR), input referred noise voltage or equivalent number
of bits (ENOB). At present latest metrology IC have high SNR
with ADC built-in auto gain control (AGC) mechanism, which
can perform wide range current measurement with accuracy
better than class 0.5 [17]. The 71M6515HA with high-speed
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