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a b s t r a c t 

Low Emission Zones (LEZs) are urban areas in which the access of polluting vehicles is controlled with the 

objective of improving the air quality. This traffic control method has been already deployed in important 

cities such as London or Singapore, and several others are planning to implement them in the mid-term. 

While the current LEZ solutions have proven to be feasible, they have also turned out to require costly 

infrastructures such as expensive road side units and vehicle equipment. Moreover, their intrusive nature 

has raised social alarms regarding the potential violation of the drivers’ privacy that their use may rep- 

resent. To address these issues, this paper presents an access control system for LEZs specially designed 

to provide effective anti-fraud measures while preserving the privacy of the drivers who behave hon- 

estly. The new scheme is lightweight enough to be used in low-cost infrastructures. Moreover, the only 

equipment required at the driver’s side is a common smartphone enabled with typical communication 

capabilities. One of the cornerstones of the proposal is its deployability in real scenarios, for this reason, 

the feasibility of the new technology is validated in a relevant environment and an extensive evaluation 

is provided. 

© 2018 Elsevier B.V. All rights reserved. 

1. Introduction 

Traffic congestion along with the high levels of environment 

pollution have become a serious problem for any large metropoli- 

tan area all over the world. In the center of those cities, the lev- 

els of air pollution exceed, mainly due to huge vehicle concen- 

tration, some of the World Health Organization ( WHO ) thresholds 

[1] endangering their citizens’ health. In order to tackle this se- 

rious problem, governmental and state administrations are adopt- 

ing measures to promote the rational use of pollutant vehicles 

like High-Occupancy Vehicle ( HOV ) lanes, HOV dedicated parking 

places or vehicle circulation restrictions, to name a few. In the 

same vein, one of the most adopted measures in this scheme is 

the so-called Low Emission Zones ( LEZ ). The concept of LEZ, which 

first appeared in Sweden under the name of “environmental zone”

in the late 90s, consists of an area where certain restrictions or 

fines are applied to their users in accordance to their vehicle emis- 
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sions. Following the Swedish example, several cities in Germany, 

the Netherlands, the United Kingdom and north Italy have imple- 

mented this solution ever since. 

Among them, one of the most cited examples in the literature 

is the London’s congestion charge and its controversial vehicle 

control system [2] . The center of London has operated as a LEZ 

since 2003 and it currently establishes fixed toll rates, weighted 

by potential CO2 emissions, to the vehicles passing by. In order to 

identify the vehicles running inside the area, the LEZ implements 

a control system which is composed of a large set of cameras 

(approx. 300) distributed over the London downtown. Notwith- 

standing all these infrastructure deployment, the system only 

guarantees a reasonable probability of dishonest driver detection. 

A further shortcoming is the false positives generation owing 

to the accuracy of the automatic plate recognition system. The 

revision of such cases generates personnel and management costs 

of approximately 98 million pounds every year. 

Another much-quoted LEZ example in the literature is the so- 

called Electronic Road Pricing ( ERP ) implemented in Singapore. The 

ERP is a toll-based access control system which restricts the en- 

trance to Singapore’s central business district. This system is com- 

posed of large infrastructures, located in every access road to the 
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restricted zone, which implement all needed mechanisms to col- 

lect tolls and identify dishonest users. In order to interact with 

ERP validation infrastructure, the users of the system must pur- 

chase a specific transmitter device and integrate it on their vehicle. 

Toll fees are automatically charged when vehicles drive by an ac- 

cess point thanks to an ad hoc debit card used by the transmitter 

devices. Even though Singapore’s scheme has proven to be more 

effective than the one deployed in London, its implementation is 

far most costly and it is not suited for most of cities roads due to 

the dimensions of the required infrastructures. 

Even though these approaches have shown to be feasible on 

their respective environments, their implementation on a practi- 

cal level has proven to be quite complex and expensive, requiring 

costly infrastructures. The design of secure and reliable schemes 

that automatize the vehicle access control process while reducing 

the implantation costs has become a main technological challenges 

concerning LEZs. In addition to that, the intrusive nature of current 

implemented systems have arisen important challenges to the field 

and have revealed the need of alternative user detection systems 

which are friendlier to user’s privacy. 

1.1. Related work 

Over the last years, significant improvements in the field of Ve- 

hicle Location-Based Services ( VLBS ) have nurtured the evolution 

of typical Electronic Toll Collection systems ( ETC ), used in the last 

decades to speed up the payments when accessing toll areas, into 

more elaborated and flexible approaches known as Electronic Road 

Pricing (ERP) . These systems are able to calculate toll fees in a more 

flexible way on the basis of traveled distance or elapsed time in- 

side the restricted area. Several ERP systems have been proposed in 

the literature [3–8] in recent years. In all these works, the itinerary 

of the vehicles is determined through the use of On-Board Units 

( OBU ) in order to calculate the price of the fare according to their 

movements inside the restricted area. For this purpose, each ve- 

hicle’s OBU is equipped with a GPS to periodically collect its geo- 

graphical position, and a wireless communication system to com- 

municate with the system’s infrastructure. Even though all these 

approaches share some features, they can mainly be generalized 

in two groups according to the way they compute the informa- 

tion related to their traveled path. In the first group, there is the 

Service Provider (SP) who calculates, for each billing period, the 

corresponding fees to pay from the path information the vehicles’ 

OBU provide. Works in [3] and [4] are clear examples of this ap- 

proach. Conversely, in the second group there is the OBU who lo- 

cally calculates the fees and sends them to the SP as a unique sum 

in each billing period. Proposals in [5–8] are examples of this kind 

of system. It should also be noted that in works using this model, 

minimum information about the geographic location of the vehicle 

is disclosed. However, the use of cryptographic evidence is needed 

in order to prove that the OBU has been honest during the fee cal- 

culation process. 

The above-mentioned ERP systems are susceptible to some 

fraud strategies based on physical attacks like, for example, modi- 

fying the OBU flow of data or shutting it down. In order to ensure 

the drivers are not committing irregularities and the OBU is man- 

aging complete and correct data, these systems implement some 

mechanisms to avoid this kind of attacks by means of sporadic 

random spot checks. The basis of these checkpoints is to register 

the physical location of cars through the recording of their license 

plates. The recordings are proof of the real location of the vehicles 

at a particular time and could show whether the route of a vehi- 

cle has been altered or if the OBU has been turned off. In order 

to proof its honesty, the drivers should demonstrate, through dif- 

ferent privacy-providing cryptographic mechanisms, that their data 

are consistent with the spot check records. It should be noted that 

systems implementing this approach directly depend on the loca- 

tion and number of spot checks for fraud detection. Namely, it can 

be assumed that increasing the number of spot checks and chang- 

ing their location will result in fraud reduction, as more dishonest 

users will be identified. In the light of the conclusions drawn from 

[6] , the aforementioned anti-fraud strategy relies on the wrong as- 

sumption that spot checks are unpredictable. Spot checks are phys- 

ical infrastructures composed at least by a camera and a transmis- 

sion device, which could be easy to identify and difficult to re- 

locate. In this manner, drivers could take advantage of this flaw 

and deliberately avoid spot checks to cheat the system and commit 

fraud. Increasing the number of spot checks is usually proposed to 

overcome this situation and detect fraudulent users with a greater 

probability. Nevertheless, this measure negatively compromises the 

privacy of honest drivers as their location is more often registered. 

In recent years, more refined privacy-by-design approaches 

have emerged [9,10] . More specifically, the system presented in 

[9] introduces a more flexible way of estimating the toll fees based 

on the distance traveled or the elapsed time inside the restricted 

area, which, unlike the spot-check based approaches, offers an 

non-probabilistic fraud control system that does not interfere with 

the privacy of honest drivers. The authors in [10] improve the for- 

mer scheme to dynamically change the fee price according to the 

traffic density. In this manner, the price increase on dense traffic 

areas would motivate drivers to avoid them and choose alternative 

routes. Therefore, it could be assumed that a better traffic man- 

agement could be achieved by controlling the flow and the density 

of vehicles in the different areas resulting in a reduction of traffic 

jams. 

These two works provide an alternative approach to tackle the 

lack of privacy-preserving solutions in the literature; however, both 

proposals incur in significant run time costs due to the nature of 

those solutions, which perform several costly operations linked to 

the integrated payment procedure and the key material generation 

steps. Furthermore, these two schemes require an ad-hoc OBU and 

permissions to access its functionalities. The fact that the integra- 

tion of OBUs in current vehicles is not widespread, and that most 

of their functionalities are restricted for third-party applications, 

represent two significant shortcomings for those methods that un- 

doubtedly limit their effective deployability in a near future. 

1.2. Contribution and plan of this paper 

In order to address the already unsolved issues found in the 

current literature, in this paper we propose a new lightweight, se- 

cure and privacy-preserving ERP system for delivering access con- 

trol to LEZs in which the cornerstone is its deployability in real 

scenarios. A preliminary version of the work done was presented 

in our conference paper [11] . In the present work, new anti-fraud 

mechanisms to cover unconsidered security attacks are incorpo- 

rated, including the extension of the protocol in order to reflect 

such countermeasures. Security and privacy discussions are also 

broadened to meet the new claims. Furthermore, on the basis of 

the protocol implementation, an extensive evaluation of the pro- 

posal under the Technology Readiness Level 5 (TRL5) according to 

the European Commission [12] is presented in order to validate the 

new technology in a relevant environment. 

More specifically, our contributions include: 

• It provides a non-probabilistic fraud control system that pre- 

serves the privacy of the drivers that behave honestly, while 

punish those who misbehave. 

• It is faster than other approaches in the literature, which makes 

the scheme lightweight enough to be used in single-board com- 

puters and, hence, work with low cost infrastructures. 
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