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Abstract

The demand is rising for publicly available datastet support studying emerging technologies, periiog tool testing,
detecting incorrect implementations, and also eéngtthe reliability of security and digital forewsirelated knowledge. While
a variety of data is being created on a day-toduksis in; security, forensics and incident respdabs, the created data is
often not practical to use or has other limitatidnsthis situation, a variety of researchers, fiti@oers and research projects
have released valuable datasets acquired from demgystems or digital devices used by actual usesse generated during
research activities. Nevertheless, there is ssiigaificant lack of reference data for supportangange of purposes, and there
is also a need to increase the number of publichilable testbeds as well as to improve verifispiis ‘reference’ data.
Although existing datasets are useful and valuatbme of them have critical limitations on the fiahility if they are
acquired or created without ground truth data. Taper introduces a practical methodology to dgvelmthetic reference
datasets in the field of security and digital faies. This work’s proposal divides the steps fanegating a synthetic corpus
into two different classesuser-generated and system-generated reference data. In addition, this paper presenteowel
framework to assist the development of system-ggadrdata along with a virtualization system arabefate automated
virtual machine control, and then proceeds to perfa proof-of-concept implementation. Finally, thisrk demonstrates that
the proposed concepts are feasible and effectieaigh practical deployment and then evaluate iteri@l values.
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1. Introduction

In recent years, the emergence and propagationbobad range of information technologies are expigdand they are
being widely used for various purposes in our diaigs.

In a general accepted point of view, most softwaograms running on ICT (Information and Commuriaa Technology)
products are being imperfectly developed, and ewten different developers implement program codasidentical
operations, resultant codes and flows can be dutgse. This is a result of a variety of factansts as the developers’ level of
skills and knowledge. These factors are more likelgause serious issues in the field of informmafiarensics and security,
especially if software has potential vulnerabilitieerrors or incorrect codes. For that reasongethave been demands for
plausible mitigation strategies against the isséssan example of such efforts, the digital foreestommunity has been
trying to perform testing and validating differdatensic tools, in order for examining if certaeguirements for each tool are
properly implemented, choosing a most suitableagging tools providing same functionalities, andoginaging continuous
improvement.

In this circumstance, data corpora will play an amtant role in activities to meet the above-mergaemands, if datasets
are developed upon consideration of various usesca®wng with normal as well as abnormal user Hetavelating to each
tool. That is, meaningful uses of these datasetsim@ude; research, development, education, tnginéquipment check out,
tool testing, and proficiency testing. Therefors, e part of establishing a solid and fully funcim@n infrastructure, it is
necessary to cultivate fine-grained datasets thathe used to support both academic and practicglopes. Although the
necessity of systematically developing referenda tias been increasing, activities in the fieldsecurity and forensics are
still hobbled by the lack of available datasetesitarfinkel stated in 2007 (Garfinkel, 2007; Gdajet al., 2017). Moreover,
existing datasets were usually created at thattpoitime for particular purposes, and then theyehearely been updated
(Grajedaet al., 2017). Continuous endeavors are required to ldpvearious data corpora that also embrace emerging
technologies, not an easy mission but necessary.

The primary purpose of this work is to develop stesnatic and practical methodology to improve tfiieiency of dataset
development, through providing fundamental techeggas an infrastructure. The key idea behind tbpgsed strategy is that
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