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The functioning of cryptocurrencies like Bitcoin ultimately depends on participants’ agree-
ments to selectively disclose or conceal information. Various arguments suggest that those
agreements amount to a large multilateral contract to which all participants are parties.
That multilateral agreement is automatically enforced through smart contract technol-
ogy. Therefore, cryptocurrency “wallet holders” are simultaneously creditors and debtors
of smart contract claims vis-a-vis their cryptocurrency community.
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Cryptocurrencies and smart contracts are based on the
same technology: blockchain (also spelled “block chain”). Thus
far, legal literature seems to have ignored that both phenom-
ena share more than their technical backbone.! Cryptocurren-
cies and smart contracts can fit in one and the same private-
law classification. More specifically, the former is a specific
subtype of the latter. This Comment paper seeks to prove that
claim in three steps. First, Section 1 examines the technical as-
pects of cryptocurrencies, which are briefly explained. Next,
Section 2 analyses cryptocurrencies from a private-law per-

spective. Lastly, the findings from that analysis are tested in
Section 3 against the doctrinal concept of smart contracts.

1. Cryptocurrencies technically
1.1. Origins

Cryptocurrency systems are implementations of a theoreti-
cal model described in a pseudonymously published paper
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and Thomas Thalhofer, ‘Rechtliche Aspekte der Blockchain’ [2017] NJW 1431, 1431; T F E Tjong Ting Tai, ‘Blockchain en smart contracts’
[2017] Tijdschrift voor Privaatrecht 563, 577 para 20; Christoph Van der Elst and Anne Lafarre, ‘Blockchain and the 21st Century Annual
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by Satosui Nakamoto.” The basic idea is to create a money
transfer system that does not require interventions by gov-
ernments, financial institutions or other third parties. Such
systems inevitably require participants to put their trust in
those third parties, and are therefore inherently flawed. Cryp-
tocurrency users instead put faith in the power of comput-
ers to crunch numbers, as well as in a high degree of trans-
parency that allows anyone to monitor all other users’ ac-
tions.? People from all over the world have collectively imple-
mented that model in practice by creating the Bitcoin system.
Later, other cryptocurrency systems emerged.* All cryptocur-
rency systems are nonetheless derived from the very same
model.”

1.2. Coins, wallets and signatures

Participants in a cryptocurrency system trade in cryptographic
units sometimes called “coins”. A coin consists of an ex-
tremely long code made up of a combination of digital signa-
tures. Each coin transfer requires a digital signature that per-
tains to the person who previously held that coin in his cryp-
tocurrency “wallet”. This person can only insert this signature
with the help of a unique, secret code: his highly confiden-
tial “private key”.® All of this allows consenting participants
to transfer coins via the Internet.

1.3. Blockchains and miners

Cryptocurrency systems fully depend on the existence of
blockchains. These chains make up a shared public ledger®

2 Satoshi Nakamoto, ‘Bitcoin: A Peer-to-Peer Electronic Cash Sys-
tem’ <https://bitcoin.org/bitcoin.pdf> accessed 1 May 2018.

3 ibid 1-2 ch 1-2; see Jens Ekkenga, ‘Bitcoin und andere Digital-
wiahrungen - Spielzeug fiir Spekulanten oder Systemverdnderung
durch Privatisierung der Zahlungssysteme?’ (2017) 11 CR 762, 762-
763 <https://doi.org/10.9785/cr-2017-1113>.

4 Paolo Tasca, ‘Digital Currencies: Principles, Trends, Opportuni-
ties, and Risk’ (2015) ECUREX Research Working Paper 2015/7, 5 and
78-79 <https://ssrn.com/abstract=2657598> accessed 1 May 2018.

> cf Tasca (n 4) 14; see eg X, ‘What is Ethereum?’ <http:
//www.ethdocs.org/en/latest/introduction/what-is-ethereum.
html#a-next-generation-blockchain> accessed 1 May 2018; X,
‘BitcoinCash’ <https://www.bitcoincash.org/en/> accessed 1 May
2018.

6 Franziska Boehm and Paulina Pesch, ‘Bitcoins: Rechtliche Her-
ausforderungen einer virtuellen Wahrung: Eine erste juristische
Einordung’ [2014] MMR 75, 76; ] Boersma, ‘Cryptocurrencies: ex-
ploring a revolutionary technology’ in R A Wolf, ] Boersma, W A K
Rank et al, Bitcoins. Civiele en fiscale aspecten in beeld (Kluwer 2015),
25; W A K Rank, ‘Bitcoins: civielrechtelijke en toezichtrechtelijke
aspecten’ in R A Wolf, ] Boersma, W A K Rank et al, Bitcoins. Civiele
en fiscale aspecten in beeld (Kluwer 2015), 27; T Spaas and M Van
Roey, ‘Quo vadis Bitcoin?’ [2015] Computerrecht 113, 115 ch 2.5.1;
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Distributed Ledger Technology und zu Blockchains’ [2016] CR 474,
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Pongratz, ‘Distributed-Ledger-Technologie und Kryptowahrungen
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7 Satoshi Nakamoto (n 2) 2 ch 2.

8 X, ‘How does Bitcoin work?’ <https:/bitcoin.org/en/
how-it-works> accessed 1 May 2018; Sue Mclean and Si-
mon Deane-Johns, ‘Demystifying Blockchain and Distributed

that allows anyone to see all transfers® subject to any
given coin.’? “Miners” provide for control. These actors check
whether all transfers are duly accompanied by a technically
valid electronic signature and whether the blockchain of the
coins is uninterrupted.'? As this verification process requires
extremely difficult calculations, miners need powerful com-
puters to comply with their monitoring task. The system
therefore rewards them with new coins in exchange for their
verification effort. This incentive is intended to be a stimulus
for them to make all investments necessary for future verifi-
cations.” As long as the majority of the miners fulfil this task
in good faith,™ blockchain technology ensures that a wallet-
holder cannot successively spend one and the same coin mul-
tiple times.'*

14. Summary

The technical details of cryptocurrencies are described in
depth in doctrine and on the Net."> This paper instead re-
quires stepping back and abstracting from those details. Look-
ing at cryptocurrencies from a distance, two aspects prove to
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<https://doi.org/10.9785/cri-2016-0402>; Mark Giancaspro, ‘Is
a “smart contract” really a smart idea? Insights from a legal
perspective’ (2017) 33 CLSR 825, 826; Van der Elst and Lafarre (n 1)
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Thalhofer (n 1) 1431.
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375.
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