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Abstract

‘We propose a simple global computing framework, whose main concern is code migration. Systems
are structured in sites, and each site is divided into two parts: a computing body, and a membrane
which regulates the interactions between the computing body and the external environment. More
precisely, membranes are filters which control access to the associated site, and they also rely on
the well-established notion of trust between sites. We develop a basic theory to express and enforce
security policies via membranes. Initially, these only control the actions incoming agents intend to
perform locally. We then adapt the basic theory to encompass more sophisticated policies, where
the number of actions an agent wants to perform, and also their order, are considered.
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1 Introduction

Computing is increasingly characterised by the global scale of applications and
the ubiquity of interactions between mobile components. Among the main
features of the forthcoming “global ubiquitous computing” paradigm we list
distribution and location awarness, whereby code located at specific sites acts
appropriately to local parameters and circumstances, that is, it is “context-
aware”; mobility, whereby code is dispatched from site to site to increase
flexibility and expressivity; openness, reflecting the nature of global networks
and embodying the permeating hypothesis of localised, partial knowledge of
the execution environment. Such systems present enormous difficulties, both
technical and conceptual, and are currently more at the stage of exciting future
prospectives than that of established of engineering practice. Two concerns,
however, appear to clearly have a ever-reaching import: security and mobility
control, arising respectively from openness and from massive code and resource
migrations. They are the focus of the present paper.

We aim at classifying mobile components according to their behaviour,
and at empowering sites with control capabilities which allow them to deny
access to those agents whose behaviour does not conform to the site’s policy.
We see every site of a system

K[M) P]

as an entity named k and structured in two layers: a computing body P, where
programs run their code — possibly accessing local resources offered by the site
—and a membrane M, which regulates the interactions between the computing
body and the external environment. An agent P wishing to enter a site N
must be verified by the membrane before it is given a chance to execute in N.
If the preliminary check succeeds, the agent is allowed to execute, otherwise
it is rejected. In other words, a membrane implements the policy each site
wants to enforce locally, by ruling on the requests of access of the incoming
agents. This can be easily expressed by a migration rule of the form:

K[M*)gol.P | Q)| I[M")R] — k[M*)Q] || ([M')P|R] it M'F*P

The relevant parts here are P, the agent wishing to migrate from k to [, and
[, the receiving site, which needs to be satisfied that P’s behaviour complies
with its policy. The latter is expressed by I’s membrane, M'. The judgement
M =¥ P represents [ inspecting the incoming code to verify that it upholds
M.
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