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Abstract

We review a quantum key distribution protocol, recently proposed by us, that
makes use of a two-way quantum channel. We provide a characterization of
such a protocol from a practical perspective, and consider the most relevant
individual-particle eavesdropping strategies against it. This allows us to com-
pare its potentialities with those of the standard BB84 protocol which uses a
one-way quantum channel.
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1. Introduction

Since the seminal works by Bennett and Brassard [1] and by Ekert [2] Quan-
tum Key Distribution (QKD) has made impressive progresses [3], which can be
roughly grouped into two main categories: on the one side there are theoretical
progresses, among which the unconditional security of QKD is the most relevant
one [4, 5, 6, 7, 8]; on the other side there are experimental progresses, almost
exclusively in the field of quantum optics, which recently led to long-haul and

high-rate QKD experiments [9, 10, 11, 12]. The relevance of these advances
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