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Abstract

Network intrusion detection systems (NIDSs), especially signature-based NIDSs, are being widely deployed in a dis-
tributed network environment with the purpose of defending against a variety of network attacks. However, signature
matching is a key limiting factor to limit and lower the performance of a signature-based NIDS in a large-scale net-
work environment, in which the cost is at least linear to the size of an input string. The overhead network packets
can greatly reduce the effectiveness of such detection systems and heavily consume computer resources. To mitigate
this issue, a more efficient signature matching algorithm is desirable. In this paper, we therefore develop an adaptive
character frequency-based exclusive signature matching scheme (named ACF-EX) that can improve the process of
signature matching for a signature-based NIDS. In the experiment, we implemented the ACF-EX scheme in a distrib-
uted network environment, evaluated it by comparing with the performance of Snort. In addition, we further apply this
scheme to constructing a packet filter that can filter out network packets by conducting exclusive signature matching
for a signature-based NIDS, which can avoid implementation issues and improve the flexibility of the scheme. The
experimental results demonstrate that, in the distributed network environment, the proposed ACF-EX scheme can pos-
itively reduce the time consumption of signature matching and that our scheme is promising in constructing a packet
filter to reduce the burden of a signature-based NIDS.
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1. Introduction

Network intrusions (e.g., malware, exploits) are be-
coming a critical issue for the whole network commu-
nications [3]. To mitigate this issue, network intrusion
detection systems (NIDSs) [4, 5] have been widely im-
plemented in different network environments, aiming to
enhance network security by defending against differ-
ent kinds of network attacks. In addition, these intrusion
detection systems have already deployed in a distributed
environment (e.g., agent-based network, mobile ad hoc
network-MANET) to perform detection of intrusions.

IA preliminary version of this paper appears in Proc. of Int’l Conf.
on Trust, Security and Privacy in Computing and Communications
(TrustCom 2012) [1] and Int’l Conf. on Computer and Information
Science (ICIS 2012) [2].

Roughly, network intrusion detection systems can be
categorized into two folders: signature-based NIDS and
anomaly-based NIDS. A signature-based NIDS [7, 6]
(also called rule-based NIDS or misuse-based NIDS)
detects an attack by comparing its signatures with in-
coming packet payloads. A signature (also called rules)
can be regarded as a kind of descriptions for a known at-
tack. On the other hand, an anomaly-based NIDS [9, 11]
identifies an attack by discovering significant deviations
between its pre-established normal profile1 and cur-
rent observed network events. Based on the detection
modes, the anomaly-based NIDS has the capability of
discovering novel network attacks. However, it is very

1A normal profile is used to present the normal behavior of a user
or network connection.
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