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Abstract

The continued growth of both wired and wireless communications has triggered the revolution for high
speed security implementations. RIPEMD hash functions are widely used, in many applications of crypto-
graphy. A reconfigurable processor architecture and the VLSI implementation of these functions are pro-
posed in this work. The introduced processor is reconfigurable in the sense that performs alternatively all
RIPEMD hash functions. In order to indicate the advantages of the proposed design, each one of these
hash functions has also been implemented in a separate hardware device (FPGA). The proposed processor
FPGA implementation achieves high speed hashing up to 2 Gbps. Comparing with previous published
hardware designs, the proposed processor has higher performance in the range from 22 to 30 times. It also
performs much better than the assembly language implementations of the RIPEMD-128 and RIPEMD-
160. The proposed processor could be used for the implementation of data integrity units, and in many
other sensitive cryptographic applications, such as, digital signatures, message authentication codes and
random number generators.
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1. Introduction

Hash functions have attracted significant attention the last years, due to the wide range of
applications and the different communications areas that they are used [1]. In order to enable
these special needs for security to be satisfied sufficiently, several hash functions standards have
been recently developed [2–4].

Hash functions are a fundamental primitive category in modern cryptography [5], often infor-
mally called one-way hashes. A hash function is a computationally efficient function, which maps
binary strings of arbitrary length to binary strings of some fixed length, called hash values (mes-
sage digest). They are used as a building block in various cryptographic applications. The most
important uses are in the protection of information authentication and as a tool for digital signa-
ture schemes. They are widely spread and many wireless protocols, such as OMA [6], and Hiper-
lan [7], have specified security layers and cryptographic schemes based on them. Hash functions
are also used for digital fingerprinting of messages, message authentication and key derivation
[8–11].

One of the most widely used hash functions are RIPEMD [3]. These are two different hash func-
tions, RIPEMD-128 and RIPEMD-160, with similar design philosophy but different word length
of the produced message digest (128- and 160-bit, respectively). RIPEMD hash functions are ap-
plied today in several applications such as banking operations. As there are different crypto-
graphic applications and protocols, all RIPEMD hash functions are used equivalently.
Therefore, it is often necessary to provide the calculation of the different RIPEMD hash functions
within one cryptographic processor.

Modern cryptography demands high speed modules in order to support efficiently the high per-
formance needs of data transmission. Although software implementations are widely used [12],
hardware integrations achieve higher throughput values [13]. For this reason hardware devices
are proved trustworthy solutions for security developments.

The increased need for security, adds several security schemes and encryption algorithms than
must be performed by a processor, in order any possible cryptanalysis attempts [14] to be avoided.
In general, hash functions operation is based on a great number of transformation rounds. There-
fore, for cryptographic hardware developments, a processor, dedicated to hash calculations, re-
duces the tasks and the effort requested to a general purpose processor. It is obvious, that a
separate hash processor implementation increases the operating frequency and the system perfor-
mance, by a large margin.

In this paper, a VLSI architecture and the FPGA implementation of RIPEMD hash functions
are proposed. The introduced processor is reconfigurable, dependant upon to the user needs. It
can perform either RIPEMD-128 or RIPEMD-160. The proposed architecture is based on a pipe-
lined design with five transformation stages and two parallel data paths. The following architec-
ture design supports the different desirable operation modes and ensures high speed performance
at the same time. The FPGA synthesis results and the achieved performance are presented in de-
tail. In addition and in order to have a fair and detailed evaluation of the proposed system, each
one of these hash functions has been implemented, according to the specifications [3], in a separate
hardware device (FPGA).

The covered silicon area of the proposed reconfigurable design is almost the same as the cov-
ered silicon area of the RIPEMD-160 separate implementation. The performance of the proposed
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