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Abstract

Secure transmission over wired/wireless networks requires encryption of data and control information.
For high-speed data transmission, it would be desirable to implement the encryption algorithms in hard-
ware. Faults in the hardware, however, may cause interruption of service. This paper presents a simple tech-
nique for achieving fault tolerance in pipelined implementation of symmetric block ciphers. It detects
errors, locates the corresponding faults, and readily reconfigures during normal operation to isolate the
identified faulty modules. Bypass links with some extra pipeline stages are used to achieve fault tolerance.
The hardware overhead can be controlled by properly choosing the number of extra stages. Moreover, fault
tolerance is achieved with negligible time overhead.
� 2005 Elsevier Ltd. All rights reserved.
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1. Introduction

Data encryption is used to provide security in various wired/wireless network applications.
Implementing encryption algorithms in hardware is desirable for various applications to meet
the speed requirements under the power constraints. Secret-key block ciphers, such as DES,
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IDEA, and Rijndael [6,7], have similar internal structure, although their encryption functions may
differ. Encryption is done with rounds of function, realizable with repeated use of a single func-
tional module. Due to this feature the encryption algorithms can easily be implemented in hard-
ware. Faults in the systems, however, may cause interruption of service.

Several techniques have been proposed in [1–4] to detect errors in block ciphers. By suppressing
the erroneous ciphertext, fault-based side-channel cryptal analysis can be tolerated [4]. In Vinci
[3], encryption/decryption hardware was functionally duplicated and the resulting outputs were
compared to detect errors. Although this technique does not cause any notable time delay, it re-
quires a significant hardware overhead. Coding techniques have been applied to detect errors in
block ciphers [2]. The overhead required for encoding/decoding is relatively small compared to the
hardware redundancy technique [3]. The error detection coverage, however, depends on the par-
ticular coding scheme employed.

Wolter et al. [1] have proposed two concurrent error detection techniques based on information
redundancy and redundant test words. The first one uses extra hardware for a low-cost residue
code. The residue generated from the original block has been compared with that from the added
residue building block. Error detection, if there is a detectable error, can readily be done. Its cov-
erage, however, might be limited depending on the chosen coding scheme. The second one is con-
sidered to be a time-redundancy technique using redundant test words. Testing is performed by
stealing some of the cycles and the encrypted test words are decrypted for comparison. This tech-
nique, however, does not check errors occurred in the encryption process of the actual message. In
other words, there is no guarantee of confining errors within the cipher block. Hence no immedi-
ate action can be taken prior to transmitting the erroneous ciphertext generated. Error detection
latency could also be problematic.

More recently, a new concurrent error detection technique for symmetric encryption algo-
rithms, exploiting the inverse relationship between encryption and decryption, has been proposed
[4,5]. It has been applied to three different levels of encryption: algorithm-level, round-level, and
operation-level. The technique, however, is insufficient to tolerate faults since no recovery measure
is provided.

In this paper, we present a fault-tolerant architecture for symmetric block ciphers. It is based on
a hardware pipeline for encryption and decryption. Some extra stages with bypass links [8] are
employed to achieve fault tolerance. Errors generated can readily be detected and the correspond-
ing faulty stage is removed from the rest of the system by reconfiguration with the bypass links.

The rest of the paper is organized as follows. In Section 2, faults in symmetric block ciphers will
be briefly addressed. Section 3 discusses fault model and presents our fault-tolerant architecture
for block ciphers. A unidirectional pipeline for achieving fault tolerance is introduced in Section 4.
Performance of the proposed architecture will be evaluated in Section 5. Conclusions are made in
Section 6.

2. Faults in block cipher architecture

In a block cipher, the message is split into n-bit blocks, each of which is applied to the cipher
unit along with an encryption key to generate the output (encrypted) block. Encryption algo-
rithms widely used for block ciphers, such as DES, IDEA, RC5, Twofish, Rijndael, etc. have
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