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Abstract

A new (z,n) threshold-proxy (c,m) threshold-signature scheme is proposed in this paper. In this scheme,
only any ¢ or more original signers of n original signers can authorize a proxy group of m proxy signers and
then only ¢ or more proxy signers can cooperatively generate threshold-proxy threshold-signatures. Our
scheme provides the fair protection for the original and proxy groups. So original signers cannot forge
the proxy signatures while the proxy signers cannot forge signatures on behalf of the original signers. More-
over, our scheme satisfies the seven conditions proposed by Mambo et al. Further, in our scheme, the ver-
ifier has to verify the correctness of the threshold proxy certificate before checking the correctness of the
threshold-proxy threshold-signatures. To meet the practical situations, the proxy agreement is reached
not only the original group but also the proxy group. To realize this new kind of agreement, the scheme
provides two options for the generation of threshold-proxy certificates: threshold and total agreements.
The total agreement option provides the flexible for the proxy group that the members cannot trust with
each other. The best way to agree on the proxy authorization is the common view reached by all members.
© 2005 Elsevier Ltd. All rights reserved.
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1. Introduction

In 1996, Mambo et al. fist proposed the proxy signature scheme [14,15]. In this scheme, there
are two participators, one is the original signer, and the other is proxy signer. In the proxy signa-
ture scheme, the original signer is able to authorize the proxy signer as his proxy agent. For proxy
signature schemes, Mambo et al. also gave seven important conditions [14,15]. There are unforge-
ability, verificability, proxy signer’s deviation, distinguishability, identifiability, secret-key’s depen-
dence and undeniability conditions. Since then many different kinds of proxy schemes are
proposed [3-12,17-24,26,27].

For group-oriented applications, Sun proposed an efficient nonrepudiable threshold proxy sig-
nature scheme with known signers [18] in 1999. In his (¢, 7) threshold proxy signature scheme, the
proxy secret key generated by one original signer is shared out among all of n proxy singers in the
proxy signer group. Any ¢ or more proxy signers can cooperatively recover the proxy secret key to
generate the proxy signature, but any ¢ — 1 or less proxy signers cannot. Sun’s scheme also pro-
vides the nonrepudiable function to identify the signers who actually generated proxy signatures.
However, in 2000, Hwang et al. shows Sun’s scheme is insecure by collusion attack and also pro-
posed their improvement [4]. Unfortunately, Hwang and Chen [10] pointed out both Sun’s scheme
and Hwang et al.’s schemes are insecure by their attacks. Recently, Hsu et al.’s proposed another
nonrepudiable threshold proxy signature scheme with known signers [3]. Their scheme is more
efficient than Sun’s scheme. Moreover, their scheme can defense against the collusion attack [4].

However, these proxy schemes only consider the group-oriented case that the proxy agent is a
group. Moreover, in some group-oriented applications, a group consisting of »n original signers
wants to authorize a proxy group consisting of m proxy signers. In our real life, there are many
applications of (¢,n) threshold-proxy (c,m) threshold-signature schemes. For example, the board
of n directors of a company wants to depute a lawyer group. Only the agreement of any ¢ or more
directors can depute a lawyer group as their agents. Only the agreement reached by any ¢ or more
lawyers represents the agreement of the lawyer group. For example, the board of # directors may
needs the help of m independent certified accountants to check and sign the financial statement of
their company on behalf of them. This proxy authorization should be agreed with any ¢ directors
and all certified accountants since certified accountants are independent. Then the proxy signature
is still generated by any ¢ or more accountants. To respect the law/finance professional is why the
board of directors has to authorize a lawyer/accountant proxy group.

In this paper, threshold-proxy threshold-signature schemes will be proposed. In a (z,r) thresh-
old-proxy (c¢,m) threshold-signature scheme, only any ¢ or more original signers of the n original
signers can authorize the proxy signer group consist of m proxy signers. Only any ¢ or more proxy
signers can generate the proxy signature on behalf of the original signer group.

For the proxy authorization, it is better that this authorization should be also is agreed by the
proxy group. In other word, not only the ¢ original signers but also some proxy signers cooper-
atively generate the threshold proxy certificate. On the number of proxy signers, two cases are
considered in our scheme. In the first case, the number of proxy signers is the threshold value
c. So the proxy certificate is reached with threshold agreement of the proxy group. In another
case, all proxy signers join the work to generate the proxy certificate. So the proxy certificate is
reached with totally agreement of the proxy group. Consider the following condition to show
why the totally agreement is necessary. Suppose that the signer group temporally consists of
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