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KEYWORDS Abstract The current WTLS protocol is closely modeled after the well-studied SSL
WTLS; protocol. However, since some differences exist between these two protocols, even
WAP; if the SSL protocol is secure, the WTLS protocol may not.

DoS attacks; We propose three kinds of possible Denial of Service (DoS) attacks on the existing
Client cookies; WTLS protocol, which can be categorized into two types: memory exhaustion
Client puzzles attacks and CPU exhaustion attacks. The first and the second kinds of attacks

belong to memory exhaustion attacks, and the third kind of attack is a CPU
exhaustion attack.

Not only wireless network clients but also Internet clients can launch these three
kinds of attacks, which are very simple and effective. Since Internet clients are
more powerful in network bandwidth and CPU resources, damages made by these
attackers are more serious, which can even make the WTLS server stop providing
services for legitimate clients.

Client cookies, client puzzles and an application timer is used to improve the
current protocol, and our improvements are secure against such attacks.
© 2005 Elsevier Ltd. All rights reserved.

Introduction modeled after the well-studied Secure Socket
Layer (SSL) protocol (Freier et al., 1996). However,

The primary goal of the WTLS protocol is to provide ~ some differences exist between these two proto-
privacy, data integrity and authentication be-  cols. The SSL protocol operates on the top of the
tween two communicating applications. The cur- reliable TCP protocol, whereas the WTLS protocol

rent WTLS protocol (WAP Forum, 2001) is closely ~ runs on the top of unreliable connectionless Wire-
less Datagram Protocol (WDP). So even if the SSL
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to perform. However, the damages are serious. For
example, though based on the unreliable connec-
tionless WDP protocol, the WTLS protocol only
specifies the timeout timer and the retransmission
timer for the client and doesn’t specify any timer
for the server, which makes the protocol suscep-
tible to DoS attacks, and exhausts the server’s
memory. To launch such an attack, an attacker
just needs to use a forged IP address and sends
some messages. Even in such a simple way, the
attacker can exhaust the server’s memory and
make it fail to provide services for legitimate
clients.

DoS attacks on protocols and corresponding
resistant methods in wired networks are not new
topics. The SYN flooding attack against the TCP
connection protocol on the Internet was de-
scribed, e.g., in CERT Coordination Center
(1996). The possible remedies were analyzed in
detailed in Inc. Berkeley Software Design (1996)
and Cox (1996). Some general techniques, such as
the two-phase authentication, client puzzles and
client cookies, to resist DoS attacks on protocols
were presented and studied (Karn and Simpson,
1999; Aura et al., 2000). For example, Cookies
have been preciously used in the Photuris protocol
(Karn and Simpson, 1999) and in the IKE protocol.
Client puzzles were used to resist DoS attack in
Aura et al. (2000). Furthermore, some DoS-
resistant protocols were designed (Karn and
Simpson, 1999; Aiello et al., 2002). Meadows
(1999) formalized the idea of gradually strength-
ening authentication. So far, the basic principles
are well studied and become clearer (Karn and
Simpson, 1999; Aura et al., 2000; Aiello et al.,
2002). However, no one proposed the method of
DoS attacks on the WTLS protocol until now.

So in this paper, we firstly present three
possible kinds of DoS attacks on the current WTLS
protocol. And then, client cookies and client
puzzles mentioned above are applied to improve
the current protocol.

The remainder of this paper is organized as
follows. In the next section, we review the WTLS
protocol. Then, three kinds of DoS attacks on the
WTLS protocol are proposed which is followed
by three improvements on the current WTLS pro-
tocol. Further, we analyze the improved protocol.
Finally, a conclusion is given in last section.

The WTLS protocol

The WTLS protocol is similar to the SSL protocol.
When the WTLS client wants to establish a secure
connection with the WTLS server, the client and

the server need to exchange a sequence of
messages, which is called a handshake. There are
three types of handshakes: a full handshake, an
optimized handshake and an abbreviated hand-
shake. For simplicity, we just introduce the full
handshake here.

There are five steps in a full handshake, as are
depicted in Fig. 1. In the first step, the client sends
a ClientHello message. In the second step, the
server sends ServerHello, Certificate*, Server-
KeyExchange *, CertificateRequest* and Server-
HelloDone messages to the client. In the third
step, the client sends Certificate*, ClientKeyEx-
change*, CertificateVerify*, [ChangeCipherSpec]
and Finished messages. In the fourth step, the
server sends [ChangeCipherSpec] and Finished
messages. In this step, the handshake is complete
and the secure connection is established. In the
fifth step, the client and the server begin to
exchange application layer data under the negoti-
ated secure connection. In Fig. 1, “*” indicates
optional messages that are not always sent, and
“[]1” means that the ChangeCipherSpec message is
not a part of the handshake protocol.

DoS attacks

Before we describe DoS attacks, we should first
point out that not only a wireless WAP client but
also an Internet client have the ability to be an
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Figure 1 A full handshake.
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