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ABSTRACT

Keywords: We are developing a new undergraduate certificate program in digital forensics at the

Digif.al forensics University of Illinois at Urbana-Champaign. To create a curriculum consistent with the

ggma{l“m fundamentally multidisciplinary nature of the field of digital forensics, we assembled a
ucation

curriculum development team that includes domain experts from the fields of computer
science, law, social science, psychology, and accounting. To lower the entry barrier pre-
venting institutions from adopting digital forensics programs, we are designing the cur-
riculum with the express intent of distributing it as a self-contained curriculum package
with everything needed to teach the course. When complete, our program will consist of
an introductory and an advanced course in digital forensics, with accompanying hands-on
labs. At the time of writing, we have developed the curriculum for our introductory course
and taught a pilot class, and we are in the process of revising the curriculum for distri-
bution to other institutions. This paper describes our program's goals, methodology, and
rationale; our experience developing and teaching our new curriculum; and the revisions
we are making based on this experience and feedback from our students.
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labs for investigation, data recovery, and diagnostics.
Although digital forensics has already assumed such an

Introduction

As we increasingly rely on digital devices in almost
every aspect of our daily lives, these devices are becoming
increasingly involved in legal investigations of all kinds.
Digital forensics (DF) is the science of identifying, collect-
ing, preserving, documenting, examining, analyzing, and
presenting evidence from computers, networks, and other
electronic devices. For our purposes, we interpret this to
subsume the disciplines of computer forensics, network
forensics, and mobile device forensics. DF is now a major
part of many criminal and civil investigations; its tools are
frequently used by law enforcement agencies and private
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important role in our society, it is still a new and rapidly
developing area of study. This presents a challenging po-
sition to the digital forensics education community, that
this work proposes to assist with.!

Gathering perspectives on curriculum standards

Establishment of a standardized curriculum for digital
forensics is important for several reasons. Principally, it
provides a means for employers to validate the qualifica-
tions of a recent graduate from a digital forensics program.
If the student graduated from a program that uses the
standard curriculum, employers can immediately assess
the minimum skill set that the candidate is likely to have,
without the need for additional evaluations. Similarly, as
digital forensics graduates may serve as expert witnesses

1742-2876/© 2014 Digital Forensics Research Workshop. Published by Elsevier Ltd. All rights reserved.


mailto:mnb@illinois.edu
http://crossmark.crossref.org/dialog/?doi=10.1016/j.diin.2014.05.008&domain=pdf
www.sciencedirect.com/science/journal/17422876
http://www.elsevier.com/locate/diin
http://dx.doi.org/10.1016/j.diin.2014.05.008
http://dx.doi.org/10.1016/j.diin.2014.05.008
http://dx.doi.org/10.1016/j.diin.2014.05.008

A. Lang et al. / Digital Investigation 11 (2014) S76—S84 S77

in legal proceedings, courts would also benefit from the
added assurance of their expert's credentials. From the
point of view of a prospective student, a standardized
curriculum gives the dual benefits of simplifying the
evaluation of degree options and of increasing the
employability of those degrees, for the aforementioned
reasons.

These observations are by no means novel, and there
have been concerted efforts from the digital forensics
education community to establish standardized curricu-
lum. Most recently, the American Academy of Forensic
Sciences' (AAFS) Forensic Science Education Programs
Accreditation Commission (FEPAC) published, and offers
accreditation based on, a standard that includes digital
forensics  (Forensic  Science  Education  Programs
Accreditation Commission, 2012). However, at the time
of writing, only a single university has adopted this stan-
dard and received their accreditation for digital forensics
(Forensic Science Education Programs Accreditation
Commission, 2014).

We organized and hosted a workshop in the spring of
2013 to facilitate a dialog among leaders in the digital fo-
rensics research, education, and professional communities
about goals for a curriculum standard and roadblocks to
widespread adoption of such a standard. Different stake-
holders presented their opinions and needs for various
aspects of a curriculum standard and gave their perspec-
tives on what is preventing development and adoption of
curriculum standards in digital forensics.

The discussions at the workshop generated as many
questions as answers. For example, “What prerequisites
should be required?” “What department should host the
program?” and “What entity should publish the standard?”
This may not seem like progress, but the questions them-
selves are informative. The issues presented and questions
asked by the attendees of the workshop indicated that the
primary barriers to adoption of curriculum standards are
not pedagogical, but practical. In other words, the main
problem with previously proposed standards was not the
topic coverage, but the fact that they were difficult to
implement at most institutions.

Difficulty of implementing a digital forensics program

Based on input from digital forensics educators at our
workshop, our own experience, and a review of the liter-
ature, we have identified the principal challenges facing
institutions wishing to implement digital forensics
programs:

Balancing training and education

Demand for continuing professional education and
certification has led to development of training-based
courses that teach digital forensics as a stepwise labora-
tory procedure, and neglect to educate students in the
theoretical foundations of what they are learning (Cooper
et al,, 2010; Gottschalk et al., 2005). The same pressure is
put on many applied disciplines, but it is easier to resist in
more well-established fields, such as computer science,
because there is a tradition of higher education providing a
balance of skills and theory, leaving some training to the

employer. This pressure poses a significant problem to in-
stitutions interested in providing their students with a
strong theoretical background in their digital forensics
program.

Lack of an adequate textbook on digital forensics

Existing books on digital forensics are mostly written as
handbooks for practitioners, containing useful tips and
general information about best practice based on the au-
thors' personal experience (Liu, 2006). While these con-
tributions are valuable, they offer very little explanation of
the underlying technology or discussion of the theory for
the topics, so are insufficient as textbooks for a course in
higher education.

Finding qualified faculty

Given the absence of a standard curriculum and
adequately detailed textbook resources to teach from,
digital forensics training and education must rely heavily
on the personal experience of the instructor (Gottschalk
et al,, 2005; Liu, 2006). This is particularly problematic
given the scarcity of qualified digital forensics
professionals.

Lab setup

Licenses for proprietary digital forensics software tools
and specialized hardware can be prohibitively expensive;
even assuming you have lab exercises planned, installing
and configuring equipment for a digital forensics lab is no
easy task (Gottschalk et al., 2005; Liu, 2006).

Selecting appropriate prerequisites

Since digital forensics is essentially an application area
at the intersection of computer science and law, it has
natural prerequisite knowledge from those fields. However,
since digital forensics students are very unlikely to be
double-majoring in Computer Science and Law, the ques-
tion of which prerequisites to require and which to include
in the digital forensics curriculum becomes quite difficult.
Most existing programs opt to require substantial technical
prerequisites. This enables them to easily focus their cur-
riculum on the topics they see fit, but it restricts their
curriculum's target demographics significantly (Liu, 2006;
Chi et al., 2010). Where to draw the line on this trade-off
was one of the most hotly debated issues at our work-
shop, and one that we found particularly challenging in our
own curriculum development.

Lack of widely accepted curriculum standards

Although proposed curriculum standards exist for dig-
ital forensics, there is no generally accepted model
(Forensic Science Education Programs Accreditation
Commission, 2012; ACM/IEEE-CS Joint Task Force on
Computing Curricula, 2013; West Virginia University
Forensic Science Initiative, 2007; Scientific Working Group
on Digital Evidence, 2010). This directly contributes to in-
stitutions' problems in adopting a digital forensics program,
by increasing the uncertainty of decision makers and the
difficulty of curriculum development. It also contributes
indirectly by exacerbating the other difficulties as
described above.
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