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Abstract

As product-line engineering becomes more widespread, more safety-critical software product lines are being built. This paper
describes a structured method for performing safety analysis on a software product line, building on standard product-line assets:
product-line requirements, architecture, and scenarios. The safety-analysis method is bi-directional in that it combines a forward
analysis (from failure modes to effects) with a backward analysis (from hazards to contributing causes). Safety-analysis results
are converted to XML files to allow automated consistency checking between the forward and backward analysis results and to
support reuse of the safety-analysis results throughout the product line. The paper demonstrates and evaluates the method on a
safety-critical product-line subsystem, the Door Control System. Results show that the bi-directional safety-analysis method found
both missing and incorrect software safety requirements. Some of the new safety requirements affected all the systems in the product
line while others affected only some of the systems in the product line. The results demonstrate that the proposed method can handle
the challenges to safety analysis posed by variations within a product line.
� 2005 Elsevier Inc. All rights reserved.
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1. Introduction

As product-line engineering becomes more common,
more safety-critical product lines are being built. A
product line is a set of systems developed from a com-
mon set of core requirements and sharing a suite of com-
mon traits among the members (Ardis and Weiss, 1997;
Weiss and Lai, 1999). Examples of safety-critical prod-
uct lines include embedded medical devices such as pace-
makers, space telescopes, power-plant control systems,
and some industrial robots.

The potential for reuse among the systems in a soft-
ware product line extends beyond code reuse. Reuse of
software assets currently includes product-line require-
ments specifications, product-line core architecture,

product-line test suites and product-line performance
analyses.

This paper describes results from an investigation
into how, and to what extent, product-line safety analy-
ses can be performed and reused as a product-line asset.
That is, we are interested in the potential for reuse of the
safety analysis among the members of a safety-critical
product line. The motivation for this research is to im-
prove the safety-analysis techniques available to devel-
opers of commercial, safety-critical product lines.

It is important to note that safety is a property of a
single system, not of a set of systems. Thus, any safety
analysis done during the early domain engineering of
the product line (i.e., when the entire product line is
being defined) must be re-evaluated, adjusted, and com-
pleted during application engineering (i.e., when each
individual system is built). Some preliminary results
regarding the reuse of safety analyses during application
engineering have appeared in (Dehlinger and Lutz, to
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appear; Lu and Lutz, 2002). In this paper we focus in-
stead on the process of developing a product-line safety
analysis for the domain engineering phase of safety-
critical software product lines.

The paper extends the Bi-Directional Safety Analysis
(BDSA) method (Lutz and Woodhouse, 1997) to prod-
uct lines. The BDSA method combines a forward search
from potential failure modes to their effects with a back-
ward search from feasible hazards to the contributing
causes of each hazard. The forward search is similar to
a Software Failure Modes and Effects Analysis
(SFMEA); the backward search is similar to a Software
Fault Tree Analysis (SFTA). The combination of the
forward and backward search has proven effective in
discovering latent safety requirements.

The work described in this paper investigates two
major challenges to extending the BDSA method to prod-
uct lines: how to adequately understand and specify the
safety consequences of the variations among the mem-
bers of the product line, and how to structure the process
such that the safety analysis is derived from, and trace-
able to, the product-line requirements and design.

In order to address these challenges in a way that is
likely to be used by industry, the safety-analysis method
presented in this paper is grounded in the standard arti-
facts of the product-line domain-engineering process.
These domain-engineering assets are: (1) the Common-
ality and Variability Analysis that specifies both the
requirements shared by all the systems in the product
line and the variations among the systems� requirements;
(2) the product-line architecture that forms the shared,
core software architecture for all the systems and sup-
ports the required variations; and (3) the product-line
use cases and scenarios that specify the range of uses

and the sequences of events that some or all of the
systems in the product line may experience.

Grounding the safety analysis in the domain-engi-
neering products has several benefits. First, it supports
documented traceability from the extended commonal-
ity analysis to the safety analysis and is requisite for
future automated updating of the safety analysis as the
product line evolves. Second, linking the safety analysis
to the products that capture the subtleties of the domain
provides more complete handling of variations, the
rationales for the variations and the consequences of
the variations in the safety analysis. Third, using stan-
dard domain-engineering assets promotes readier adop-
tion of the safety-analysis method by companies
building safety-critical, software product lines and can
lower the cost of performing enhanced safety analyses
on these product lines. The first two benefits are demon-
strated in the paper by application of the safety-analysis
method to the Door Control System, a safety-critical
subsystem of the Smart Home product line.

Fig. 1 shows an overview of the analysis method devel-
oped in this paper with the Extended Commonality Anal-
ysis driving the bi-directional Safety Analysis in the lower
half of the figure. Our method consists of seven steps:

Step 1: Performed Commonality and Variability Anal-
ysis to specify the requirements for the given
product line.

Step 2: Developed the architecture design and sequence
diagrams from the product-line requirements.

Step 3: Extended the Commonality and Variability
Analysis based on the results of the Commonal-
ity and Variability Analysis and the Architec-
ture Design diagrams.

Fig. 1. An overview of the safety-analysis method.
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