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We present a color image encryption algorithm by using chaotic mapping and Hartley transform. The
three components of color image are scrambled by Baker mapping. The coordinates composed of the
scrambled monochrome components are converted from Cartesian coordinates to spherical coordi-
nates. The data of azimuth angle is normalized and regarded as the key. The data of radii and zenith
angle are encoded under the help of optical Hartley transform with scrambled key. An electro-optical
encryption structure is designed. The final encrypted image is constituted by two selected color
components of output in real number domain.

© 2013 Elsevier Ltd. All rights reserved.

1. Introduction

Information security of color image has been considered based
on the encryption algorithms of gray-level image, such as random
phase encoding [1], digital holography [2] and coherent diffrac-
tive imaging [3]. The encryption schemes of one or two color
images [4-7] have been designed by using double random phase
encoding [8,9]. Three kinds of optical color encryption approaches
have been reported by using interference technique with Arnold
transform [10-12]. A color image encryption method has been
represented by use of the rotation of color vectors in Hartley
domains [13]. Combining the Arnold transform and color-blend
operations, a color image method has been proposed [14]. A
dynamical color encryption algorithm has been represented by
hiding the information from the three components [15]. The
multi-color visual cryptography has been introduced for informa-
tion security [16]. The Hartley transform has been applied in color
image encryption with random phase encoding or other trans-
forms [17-20]. In most of these color encryption schemes men-
tioned above, the three components of color image are separated
to be hidden as three gray-level images. The final encrypted
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image is encoded into a color image with RGB components in
complex number domain or real number domain. In addition,
triple- or multiple-image encryption methods [21-24] can serve
as a potential method encoding color image, in which the
encrypted image; however, is gray-level.

In this paper, an optical color image algorithm is developed by
employing chaotic mapping and Hartley transform. The three
components of color secret image are randomized by Baker
mapping, which is a scrambling operation [25-29], and are
transformed into the spherical coordinates. The data of normal-
ized azimuth angle, which is random, is extracted and regarded as
key. Two functions are defined by radii and zenith angle. Subse-
quently the two functions are scrambled by chaotic mapping and
Hartley transform. The two functions are encoded into two
components of the final encrypted color image, where another
component has no information and is replaced with 0, in real
number domain. An optical system is given to implement the
encryption algorithm. Some numerical results have been shown
for demonstrating the performance of the proposed encryption
scheme.

2. Color encryption algorithm

A color image Iy(x,y) is decomposed as a vector as follows:
IO(X'y) = [RO(X'y)vGO(X-y)vBO(X'y)]- (1)

where Ry, Gy and By are RGB components. Baker mapping [29] is
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introduced for pixel scrambled and is defined as:

, N N\, n N .
y= ﬁj(y—N]H-mod(x, ﬁ,)x =N [x mod (x, n—])] +Nj,
0<xy<N> m=NNj=n+---+n,No=0, )
vj
where (x,y) and (x',y’) are pixel position in discrete case before
and after the mapping, respectively. The parameter N represents
the size of the squared image. The sequence n; is the main
parameters of Baker mapping. Here a limiting condition is that
the value of N/n; is integer. A pixel scrambling relation is
expressed as

Ro(x.y) = %, n,[Ro(x.y)—m],
Go(x.y) = Bj,n,[Go(x,y)—m],
By(x,y) = Bj,n, [Bo(x,y)—m], 3)

where the symbol ‘%’ is Baler mapping operator, in which
different parameters n; are used for randomizing the three
components and {j,j,,j3} are the total iterative number of the
mapping. The parameter m is an expected mean value and is fixed
at 128 for 8-bit image in this paper. The scrambled components
(Ry, Gy, Bp) are considered for expressing the points in Cartesian
coordinates and are converted into spherical coordinates as
follows:

rxy) = /R20(x.y) +G2o(x,y) +BZ0(x,),

0(x,y) = atan2(Gy(x,),Ro(x.Y)),

$(x,y) = acos(By(x,y)/T(X,y)) 4
where the function ‘atan2’ is to compute four quadrant inverse
tangent. The azimuth angle 0 is normalized by:

Kixy) = 259, )

where the function K(x,y) serves as the main key of this encryp-
tion algorithm. Two functions i; and i, are given as:

i1 (%,y) = r(x,y)cos[p(x.¥)].i2(x,y) = r(x,y)sin[¢p(x,y)] (6)
A random data K(l”"(x,y) is generated by logistic mapping

[30,31] and Baker mapping as

Txy) = oK V1=K D @xy)l,

KP*,y) = Bin [TX.Y)], @

where p=1,..,p;. K (x,y) = K(x,). The coefficient « is the para-

meter of logistic map and is limited in the range [3.57, 3.82]. The
i; and i, are encoded by an affine transform as:

i 1+cycos 8 0 cos f —sin f [11(1+cic0s ff)
i~ 0 Troaap || sinf cos B || Trcsmy '

®)

where f§ = ZnK(lp”(x,y). The functions i (x,y) and i5(x,y) are output.
The parameters c; and c; are constant and are located in the
interval (0, 1).

Hartley transform is introduced for changing the data of the
functions i} (x,y) and i,(x,y). The transform [32,33] is expressed as:

H(u,v) = #Th(x,y))(u,v)
= // h(x,y)cas2mxu+2myv)dxdy
= Re(F[hxy))(w,v)} +Im{F[h(x,y)l(u,v)}, C))

where h and H are the input and output of Hartley transform. The
operators ‘#” and ‘F’ are Hartley transform and Fourier transform,
respectively. The function ‘cas(...) is equal to ‘cos(...)+sin(...).
Optical Hartley transform is in real number domain. By using
Hartley transform, ij(x,y) and i5(x,y) are altered as follows:

I (u,v) = AT )W, V), L (U, v) = AT ()W, v). (10

To enhance the security of encryption algorithm, Eqgs. (7),
(8) and (10) will be performed three or more times. During the
iteration, some parameters in chaotic mapping can be taken at
different values. The two encoded functions will be regarded as
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Fig. 1. Optical color image encryption system.
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Fig. 2. Encrypted results: (a) original image, (b) encrypted image, (c) the distribu-
tion of key K and (d) decrypted image.

Table 1
The parameters of Baker mapping.
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