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a b s t r a c t

Many data stewards collect confidential data that include fine
geography. When sharing these data with others, data stewards
strive to disseminate data that are informative for a wide range of
spatial and non-spatial analyses while simultaneously protecting
the confidentiality of data subjects’ identities and attributes.
Typically, data stewards meet this challenge by coarsening the
resolution of the released geography and, as needed, perturbing
the confidential attributes. When done with high intensity, these
redaction strategies can result in released data with poor analytic
quality. We propose an alternative dissemination approach based
on fully synthetic data. We generate data using marked point
process models that can maintain both the statistical properties
and the spatial dependence structure of the confidential data. We
illustrate the approach using data consisting of mortality records
from Durham, North Carolina.
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1. Introduction

Many statistical agencies, research centers, and individual researchers – henceforth all called
agencies – collect confidential data that they intend to share with others as public use files. Many
agencies are also obligated ethically, and often legally, to protect the confidentiality of data subjects’
identities and sensitive attributes. This can be particularly challenging for agencies seeking to include
fine levels of geography, e.g., street addresses or tax parcel identifiers, in the public use files. While
detailed spatial information offers enormous benefits for analysis, it also can enable ill-intentioned
users – henceforth called intruders – to easily identify individuals in the file.

Because of these confidentiality risks, agencies typically alter geographies and sensitive attributes
before disseminating public use files. Perhaps themost common redactionmethod is to aggregate ge-
ographies to high levels like states (or not to release geography at all). Unfortunately, aggregation sac-
rifices analyses that require finer geographic detail and potentially creates ecological fallacies (Wang
and Reiter, 2012). Furthermore, when the file includes other variables known to intruders like demo-
graphic information, aggregation alone may not suffice to protect confidentiality. Another strategy
is to move each record’s observed location to another randomly drawn location, e.g., within some
circle of radius r centered at the original location. When large movements are needed to protect con-
fidentiality – as can be the case when released data include demographic and other variables possibly
known by intruders – inferences involving spatial relationships can be seriously degraded (Armstrong
et al., 1999; VanWey et al., 2005). Suppression and aggregation also are commonly used to redact
non-geographic attributes (Willenborg and de Waal, 2001; Hundepool et al., 2012), as are perturba-
tive methods like data swapping (Dalenius and Reiss, 1982) and adding noise to values (Fuller, 1993).
When applied with high intensity, thesemethods can result in files having poor analytic quality with-
out adequate confidentiality protection (Winkler, 2007;Holan et al., 2010;Drechsler andReiter, 2010).

An alternative to aggregation and perturbation is to release multiply-imputed synthetic data,
in which confidential values are replaced with draws from statistical models designed to capture
important distributional features in the collected data. Synthetic data come in two flavors. Partially
synthetic data comprise the original units surveyedwith some collected values replacedwithmultiple
imputations (Little, 1993; Kennickell, 1997; Abowd and Woodcock, 2004; Reiter, 2003, 2004; An and
Little, 2007; Toth, 2014), and fully synthetic data comprise entirely simulated records (Rubin, 1993;
Reiter, 2002, 2005a; Raghunathan et al., 2003). In this article, we focus on fully synthetic data; see
Reiter and Raghunathan (2007) for a review of the differences in the two flavors. Fully synthetic
data can offer low disclosure risks as the released data cannot be meaningfully matched to external
databases, while allowing secondary analysts to make valid inferences for wide classes of estimands
via standard likelihood-based methods (Raghunathan et al., 2003; Reiter, 2005b).

Many of the existing approaches for generating synthetic data have been used primarily for data
with no (or highly aggregated) geographical information (e.g., Hawala, 2008; Kinney et al., 2011)
or with moderately aggregated geography like block groups or areal regions (e.g., Machanavajjhala
et al., 2008; Burgette and Reiter, 2013; Paiva et al., 2014), where the goal is to estimate a model that
predicts areal units from individuals’ attributes, and then to assign each synthetic individual to an
areal unit based on their attributes. These areal modeling approaches, however, do not apply when
the goal is to release non-aggregated, point-referenced geography, although Paiva et al. (2014) make
an ad hoc suggestion to randomly assign each individual to a point within its synthetic areal region.
One exception is the work of Wang and Reiter (2012), who proposed that agencies treat latitude and
longitude just like other continuous variables, approximating their conditional distributions given
non-synthesized variables and releasing simulated locations by sampling from the models. They use
regression trees (Reiter, 2005c) to approximate the conditional distributions. They also use trees to
synthesize attributes conditional on latitude and longitude, treating the geographies as predictors in
the tree models.

While the approach of Wang and Reiter (2012) is computationally efficient, it may not preserve
local spatial dependence in the confidential data. To do so more effectively, we propose to take
advantage of models developed specifically for point patterns – in particular models for marked point
processes (e.g., Liang et al., 2009; Taddy and Kottas, 2012) – to generate fully synthetic data with
locations and attributes. In marked point process modeling, there are two general approaches to



Download	English	Version:

https://daneshyari.com/en/article/1064492

Download	Persian	Version:

https://daneshyari.com/article/1064492

Daneshyari.com

https://daneshyari.com/en/article/1064492
https://daneshyari.com/article/1064492
https://daneshyari.com/

