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HIGHLIGHTS

A novel compartmental mathematical model for malware spread is devel-
oped.

User security awareness is considered in the model in terms of distinct levels
of secure protection.

We analyze the dynamics of the model and the sensitivity analysis of pa-
rameters on the threshold.

A collection of effective measures is recommended for preventing (¢
spread across the Internet.
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