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Two protocols for deterministic secure quantum communication (DSQC) using GHZ-like states have been
proposed. It is shown that one of these protocols is maximally efficient and that can be modified to
an equivalent protocol of quantum secure direct communication (QSDC). Security and efficiency of the
proposed protocols are analyzed and compared. It is shown that dense coding is sufficient but not
essential for DSQC and QSDC protocols. Maximally efficient QSDC protocols are shown to be more efficient
than their DSQC counterparts. This additional efficiency arises at the cost of message transmission rate.
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1. Introduction

A protocol for quantum key distribution (QKD) was first intro-
duced in 1984 by Bennett and Brassard [1]. Since then several
protocols for different cryptographic tasks have been proposed.
Most of the initial works [1–3] on quantum cryptography were
limited to QKD. But very soon people realized that quantum states
can be used for more complex and more specific cryptographic
tasks. For example, in 1999, Hillery et al. [4] proposed a pro-
tocol for quantum secret sharing (QSS). Almost simultaneously,
Shimizu and Imoto [5] proposed a protocol for direct secure quan-
tum communication using entangled photon pairs. These protocols
established that unconditionally secure quantum communication
is possible without the generation of keys. Such protocols of di-
rect secure quantum communications are broadly divided into two
classes: (a) Protocols for deterministic secure quantum communi-
cation (DSQC) [6–10] and (b) protocols for quantum secure direct
communication (QSDC) [11,12]. In DSQC protocols receiver (Bob)
can read out the secret message only after at least one bit of ad-
ditional classical information for each qubit is transmitted by the
sender (Alice). In contrary to this, no such exchange of classical
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information is required in QSDC protocols [13]. A conventional
QKD protocol generates the unconditionally secure key by quantum
means but then uses classical cryptographic resources to encode
the message. No such classical means are required in DSQC and
QSDC. Further, since all DSQC and QSDC protocols can be used to
distribute keys, these protocols of direct communications are more
useful than the traditional QKD protocols. In recent past, these
facts have encouraged several groups to study DSQC and QSDC pro-
tocols in detail [[13] and reference therein].

In the pioneering work of Shimizu and Imoto [5], they had clev-
erly used entangled photon pairs and Bell measurement to achieve
the task of DSQC. In 2002, Beige et al. [14] extended the idea
and proposed another protocol for DSQC using single photon two-
qubit states. But eventually the authors themselves found out the
protocol to be insecure. In the same year, Bostrom and Felbinger
proposed the famous ping-pong protocol [11] of QSDC, which uses
EPR states for communication. Since then several unconditionally
secure protocols of DSQC and QSDC are presented. The uncondi-
tional security of those protocols is obtained by using different
quantum resources.1 We are specifically interested in the DSQC
protocols based on the rearrangement of order of particles. Such
a protocol was first proposed by Zhu et al. [8] in 2006 but almost
immediately after its publication, it was reported by Li et al. [6]

1 In principle the unconditional security arises from quantum non-realism and
conjugate coding.
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that the protocol of Zhu et al. is not secure under Trojan horse
attack. Li et al. had also proposed a modified version of Zhu et al.’s
protocol. Thus Li et al.’s protocol may be considered as the first un-
conditionally secure protocol of DSQC based on rearrangement of
order of the particles. In the last five years, many such protocols of
DSQC are proposed. Very recently, Yuan et al. [10] and Tsai, Hsieh
and Hwang [15] have proposed two very interesting DSQC proto-
cols based on rearrangement of order of the particles. The Yuan
et al. protocol uses four-qubit symmetric W state for communica-
tion, while the Tsai, Hsieh and Hwang’s protocol utilizes the dense
coding of four-qubit cluster states. Present work aims to improve
the qubit efficiency of the existing DSQC protocols and to explore
the possibility of designing DSQC and QSDC protocols using GHZ-
like states and other quantum states.

GHZ states have been used for quantum information processing
since a long time. Recently, the ideas have been extended to GHZ-
like states [4,16–19]. GHZ-like states belong to GHZ class and can
be generated by an EPR state, a single qubit state and a controlled-
NOT operation. GHZ-like states can be described in general as

(|ψi〉|0〉 + |ψ j〉|1〉)√
2

, (1)

where i, j ∈ {0,1,2,3}, i �= j and also |ψi〉 and |ψ j〉 are Bell states
which are usually denoted as

|ψ0〉 = |ψ00〉 = ∣∣ψ+〉 = |00〉 + |11〉√
2

,

|ψ1〉 = |ψ01〉 = ∣∣φ+〉 = |01〉 + |10〉√
2

,

|ψ2〉 = |ψ10〉 = ∣∣ψ−〉 = |00〉 − |11〉√
2

,

|ψ3〉 = ∣∣ψ11
〉 = |φ−〉 = |01〉 − |10〉√

2
. (2)

Earlier we have shown that GHZ-like states are useful for
controlled quantum teleportation and quantum information split-
ting [19]. Here we have shown that we can form an orthonormal
basis set in 23-dimensional Hilbert space with 8 GHZ-like states,
which can be used for dense coding and DSQC. Thus GHZ-like
states are established as a useful resource for quantum information
processing. Remaining part of the Letter is organized as follows:
In the following section a protocol for DSQC using GHZ-like states
without complete utilization of dense coding is provided. In Sec-
tion 3 we have provided an efficient protocol of DSQC using GHZ-
like states with complete utilization of dense coding. In Section 4
it is shown that the second DSQC protocol (i.e. the one with com-
plete utilization of dense coding) may be converted to an equiva-
lent QSDC protocol having better qubit efficiency. In Section 5 we
have analyzed the security and efficiency of the proposed DSQC
and QSDC protocols and have shown that the proposed protocols
are unconditionally secure and maximal efficiency can be achieved
here. Finally, we have concluded the work in Section 6 and have
shown that any set of orthogonal states where dense coding is
possible may be used for DSQC (and QSDC) and consequently for
QKD. Some examples of such quantum states, which may be used
for designing of efficient DSQC and QSDC protocols, are provided.
Further, it is shown that dense coding is sufficient but not essential
for DSQC and QSDC protocols of the present kind.

2. DSQC using GHZ-like states without complete utilization of
dense coding

Let us suppose that Alice and Bob are two distant or spatially
separated legitimate/authenticated communicators. Alice wants to

transmit a secret classical message to Bob. The proposed protocol
of DSQC can be implemented by the following steps:

DSQC1 Alice prepares the state |λ〉⊗n , where |λ〉 = |φ+0〉+|ψ+1〉√
2

=
|0φ+〉+|1ψ+〉√

2
is a GHZ-like state. |λ〉⊗n is a 3n-qubit state, whose

qubits2 are indexed as p1, p2, . . . , p3n . Thus ps is the sth qubit
of |λ〉⊗n and {p3l−2, p3l−1, p3l: l � n} are the three entangled
qubits of lth GHZ-like state |λ〉.

DSQC2 Alice applies unitary operation {U00 = X ⊗ I, U01 =
I ⊗ I, U10 = I ⊗ Z , U11 = I ⊗ iY } on the first two qubits of each
GHZ-like state to encodes the secret message {00,01,10,11}
respectively. Here I is the single qubit identity operator
and X = σx , Y = σy and Z = σz are usual Pauli operators.
These operations Uij (i, j ∈ {0,1}) will transform the GHZ-
like state |λ〉 into another orthogonal GHZ-like state |λi j〉 i.e.
|λi j〉 = Uij |λ〉.

DSQC3 Alice keeps the first photon of each GHZ-like state with
her and prepares an ordered sequence, P A = [p1, p4, p7, . . . ,

p3n−2]. Similarly, she uses all the remaining photons to pre-
pare an ordered sequence P B = [p2, p3, p4, p5, . . . , p3n−1, p3n]
for Bob and randomizes it by applying a permutation opera-
tor �2n . Thus Alice creates a random sequence P ′

B = �2n P B .
The actual order is known to Alice only.

DSQC4 To prevent eavesdropping, Alice prepares m = 2n decoy
photons.3 The decoy photons are randomly prepared in one
of the four states {|0〉, |1〉, |+〉, |−〉}, where |+〉 = |0〉+|1〉√

2
and

|−〉 = |0〉−|1〉√
2

i.e. decoy photons state is |φ2n〉 = ⊗2n
j=1 |P j〉,

|P j〉 ∈ {|0〉, |1〉, |+〉, |−〉} ( j = 1,2, . . . ,m). Then Alice randomly
inserts these decoy photons into the sequence P ′

B and that
yields a new sequence P ′′

B , which she transmits to Bob. P A re-
mains with Alice.4

DSQC5 After confirming that Bob has received the entire se-
quence P ′′

B , Alice announces the positions of the decoy pho-
tons. Bob measures the corresponding particles in the se-
quence P ′′

B by using X basis or Z basis at random, here
X = {|+〉, |−〉} and Z = {|0〉, |1〉}. After measurement, Bob in-
forms his outcomes to Alice who computes error rate. If suffi-
ciently few errors are found they go to the next step otherwise
they repeat the protocol.

DSQC6 Alice discloses the remaining ordering information �2n .
DSQC7 Bob rearranges the particle pairs and perform Bell mea-

surements on them. Alice also measures her qubits in compu-
tational (Z) basis and announces the result. Now Bob decodes
the encoded information by using Table 1.

Let us explain the protocol with a simple example, assume that
Alice has to communicate a six bit secret message 100001. Since

2 In the entire manuscript we have used photon and qubit as anonymous but all
the conclusions will remain valid for other form of qubits too.

3 In this kind of protocols it is often assumed that number of decoy photon
m 	 n. For example, such an assumption is used in Yuan et al. protocols [10]. This
is not a correct assumption because if m 	 n then Bob may fail to detect Eve as
there will be a finite possibility that most of the verification-qubits (decoy states)
are not measured by Eve. In contrary, when 2x qubits (a random mix of message
qubits and decoy qubits) travel through a channel accessible to Eve and x of them
are tested for eavesdropping then for any δ > 0, the probability of obtaining less
than δn errors on the check qubits (decoy qubits), and more than (δ + ε)n errors
on the remaining x qubits is asymptotically less than exp[−O (ε2x)] for large x [20].
As the unconditional security obtained in quantum cryptographic protocol relies on
the fact that any attempt of eavesdropping can be identified. Thus to obtain an un-
conditional security we always need to check half of the travel qubits.

4 Alternatively Alice may use part of the original sequence for verification and the
remaining part for encoding of information (messaging).
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