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Abstract

The most widespread Wi-Fi enabled devices are smartphones. They are mobile,
close to people and available in large quantities, which makes them perfect candi-
dates for real-world wireless testbeds. Unfortunately, most smartphones contain
closed-source FullMAC Wi-Fi chips that hinder the modification of lower-layer
Wi-Fi mechanisms and the implementation of new algorithms. To enable re-
searchers’ access to lower-layer frame processing and advanced physical-layer
functionalities on Broadcom Wi-Fi chips, we developed the Nexmon firmware
patching framework. It allows users to create firmware modifications for em-
bedded ARM processors using C code and to change the behavior of Broad-
com’s real-time processor using Assembly. Currently, our framework supports
nine Broadcom chips available in smartphones and Raspberry Pis. Our ex-
ample patches enable monitor mode, frame injection, handling of ioctls, ucode
compression, flashpatches, software-defined radio capabilities, channel state in-
formation extraction and access to debugging features. To enhance firmware
analysis, we present a debugger application that directly accesses the debugging
core of the ARM microcontroller executing the Wi-Fi firmware. Additionally,
we discuss how Wi-Fi chips can be protected from malicious firmware while
still allowing researchers to run custom code. Using Nexmon, researchers can
unleash the full capabilities of off-the-shelf Wi-Fi devices.
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