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Abstract

Smartphones form a complex application ecosystem with a myriad of components, properties, and interfaces
that produce an intricate relationship network. Given the intrinsic complexity of this system, we hereby propose
two main contributions. First, we devise a methodology to systematically determine/and analyze the complex
relationship network among components, properties, and interfaces associated with the permission mechanism
in Android ecosystems. Second, we investigate whether it is possible te identify characteristics shared by
malware samples at this high level of abstraction that could be leverageditounveil their presence. We propose an
ontology-based framework to model the relationships between application and system elements, together with a
machine-learning approach to analyze the complex network'that arises therefrom. We represent the ontological
model for the considered Android ecosystem with 4,570 apps through a graph with some 55,000 nodes and
120,000 edges. Experiments have shown that afelassifier/6perating on top of this complex representation can
achieve an accuracy of 88% and precision of 91% and,is capable of identifying and determining 24 features that
correspond to 70 important graph nodes related to malware activity, which is a remarkable feat for security.
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1. Introduction

Smartphones have become ubiquitous computing devices worldwide. A recent Ericsson Mobility Report [1]
indicated that smartphones currently represent 55% of all mobile subscriptions globally. The report further
projects the number of unique mobile subscribers to reach 6.1 billion by 2022, covering roughly 75% of the
world’s pgpulation. Despite the multitude of different device models and the availability of several different
operating systems for smartphones, the Android operating system currently holds 88% of market share [2].

Maobile déevices are increasingly being used for activities that directly impact social, work, and financial envi-
ronments; as such, they have become a primary target for cyber-criminals. A study published by Deloitte [3] con-
cluded that, in the United Kingdom, the top ten usages for smartphones include social networking, emailing, bank-

ing, and shopping with similar patterns across other developed countries. To the eyes of a cyber-criminal, social

Email addresses: luiz.navarro@students.ic.unicamp.br (Luiz C. Navarro), akwn2@cam.ac.uk (Alexandre K. W. Navarro),
gregio@inf .ufpr.br (André Grégio), anderson.rocha@ic.unicamp.br (Anderson Rocha), rdahab@ic.unicamp.br (Ricardo Dahab)

Preprint submitted to Elsevier August 10, 2018



Download English Version:

hitps://daneshyari.com/en/article/11002550

Download Persian Version:

https://daneshyari.com/article/11002550

Daneshyari.com


https://daneshyari.com/en/article/11002550
https://daneshyari.com/article/11002550
https://daneshyari.com

