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Abstract—Banking malware are a class of information stealing malicious software that 

target the financial industry. Banking malware families have become persistent with new 

versions being released by the original authors or by others using leaked source code. This 

paper draws together a fragmented and industry based literature to provide a coherent 

description of major banking malware families, their variants, relationships and source 

code leakages. The concept of malware behaviour is well established in the research 
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