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Av. Rovisco Pais, 1, 1049-001 Lisboa, Portugal
bSecure Information Technology Center Austria
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Abstract

Personalized electronic services, e.g. from the e-government dor 'air | nee 1 to reliably identify and authen-
ticate users. During user-authentication processes, the electronic . '~uti., of the respective user is determined
and required additional attributes, e.g. name and date of bi +h, linke 1 to this identity are collected. This
attribute-collection process can become complex, especially .” required attributes are distributed over var-
ious attribute providers that are organized in a federa -1 1aentity-management system. In many cases,
these identity management systems rely on different r~+nlogies and make use of different languages. Hence,
identity federations, such as the one currently establist. ¥ across the European Union, require effective so-
lutions to collect user attributes from different hete. g ~ecus sources and aggregate them to a holistic user
facet. At the same time, these solutions need . c._°m 7y with minimum disclosure rules to preserve users’
privacy. In this article, we propose and introduce a .olution for privacy-preserving attribute aggregation.
Our solution combines attributes from dif erent « »mains using ontology alignment and makes use of locality
sensitive hashing functions to preserve use. ’ pr'vacy. Evaluation results obtained from conducted experi-
ments demonstrate our solution’s ad- ant’ ges ‘or both, service providers and users. While service providers
can be provided with a larger set  atti.” = es, users remain in full control of their data and can decide on
which of their attributes shall b . rev. ~led.
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1. Introduction

Governments - d pu...c administrations face the challenge to continuously improve their e-government

infrastructures n order to cope with fast-changing requirements and to provide citizens useful electronic
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