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Abstract

Attacks to Cyber Physical Systems (CPSs)uare ‘detected by Industrial Intrusion Detection
Systems (1IDSs). Operation of stage-based.CRSs (those that their underlying process is batch)
consists of three parts: normal states, normal transitions between the normal states, and normal
time-intervals for transitions. Unfortunately, state-of-the-art I11DSs directly address cyber-attacks
that result in anomalous states whereas anomalous transitions or time-intervals can also indicate
cyber-attacks. In this paper,«a State-based IDS (SIDS) is proposed to detect all the three
anomalies. For doing this, SIDS first automatically extracts the normal behavior of CPS. Then it
monitors current CPS behavior and detects intrusions by directly looking at the data of field
layer. A small-scale bat real CPS (a mixer process) is provided to illustrate how SIDS works. In
addition, experimental “results on three cyber-attacks orchestrated on a simulated milk
pasteurization process indicate that SIDS can successfully detect cyber-attacks to large 1/0 CPSs.

Keywords: Cyber Physical System (CPS), Industrial Control, Intrusion Detection System
(IDS), Process'Control, Security.

1. Introduction

Cyber\Physical Systems (CPSs) control and monitor modern critical infrastructures such as oil
and petrochemical industries, transportation systems, factories, and nuclear power plants. CPS
consists of two main parts: physical and cyber part. Physical part is the underlying physical
process controlled, engineered, and also monitored by the cyber part. In addition, cyber part
makes the necessary communications between the different elements of CPS [1]. CPS is a
general term used for many types of control systems such as Supervisory Control and Data
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