
 

Accepted Manuscript

Trust-based Secure Clustering in WSN-based Intelligent
Transportation Systems

Tarek Gaber, Sarah Abdelwahab, Mohamed Elhoseny,
Aboul Ella Hassanien

PII: S1389-1286(18)30925-3
DOI: https://doi.org/10.1016/j.comnet.2018.09.015
Reference: COMPNW 6597

To appear in: Computer Networks

Received date: 10 December 2017
Revised date: 19 August 2018
Accepted date: 13 September 2018

Please cite this article as: Tarek Gaber, Sarah Abdelwahab, Mohamed Elhoseny,
Aboul Ella Hassanien, Trust-based Secure Clustering in WSN-based Intelligent Transportation
Systems, Computer Networks (2018), doi: https://doi.org/10.1016/j.comnet.2018.09.015

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.

https://doi.org/10.1016/j.comnet.2018.09.015
https://doi.org/10.1016/j.comnet.2018.09.015


ACCEPTED MANUSCRIPT

ACCEPTED M
ANUSCRIP

T

Trust-based Secure Clustering in WSN-based Intelligent
Transportation Systems

Tarek Gabera,b,e,∗, Sarah Abdelwahaba, Mohamed Elhosenyc,e, Aboul Ella
Hassaniend,e

aFaculty of Computers and Informatics, Suez Canal University, Ismailia, Egypt
bSchool of Computing, Science and Engineering, University of Salford, UK

cFaculty of Computers and Information, Mansoura University, Mansoura, Egypt
dFaculty of Computers and Information, Cairo University, Egypt

eScientific Research Group in Egypt, Cairo University, Egypt

Abstract

Increasing the number of vehicles on roads leads to congestion and safety

problems. Wireless Sensor Network (WSN) is a promising technology providing

Intelligent Transportation Systems (ITS) to address these problems. Usually,

WSN-based applications, including ITS ones, incur high communication over-

head to support efficient connectivity and communication activities. In the ITS

environment, clustering would help in addressing the high communication over-

head problem. In this paper, we introduce a bio-inspired and trust-based cluster

head selection approach for WSN adopted in ITS applications. A trust model

is designed and used to compute a trust level for each node and the Bat Op-

timization Algorithm (BOA) is used to select the cluster heads based on three

parameters: residual energy, trust value and the number of neighbors. The sim-

ulation results showed that our proposed model is energy efficient (i.e., its power

consumption is more efficient than many well-known clustering algorithm such

as LEACH, SEP, and DEEC under homogeneous and heterogeneous networks).

In addition, the results demonstrated that our proposed model achieved longer
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