Accepted Manuscript o

FIGICIS:
Controllable and trustworthy blockchain-based cloud data management S Rt T

Liehuang Zhu, Yulu Wu, Keke Gai, Kim-Kwang Raymond Choo

e

PII: S0167-739X(18)31199-3

DOI: https://doi.org/10.1016/j.future.2018.09.019
Reference: FUTURE 4454

To appear in:  Future Generation Computer Systems

Received date: 15 May 2018
Revised date: 25 August 2018
Accepted date: 5 September 2018

Please cite this article as: L. Zhu, et al., Controllable and trustworthy blockchain-based cloud data
management, Future Generation Computer Systems (2018),
https://doi.org/10.1016/j.future.2018.09.019

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service to
our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form.
Please note that during the production process errors may be discovered which could affect the
content, and all legal disclaimers that apply to the journal pertain.


https://doi.org/10.1016/j.future.2018.09.019

Controllable and Trustworthy Blockchain-base: C'oud
Data Management

Liehuang Zhu?, Yulu Wu?, Keke Gai**, Kim-Kwang Re mor 4 Cuoo®

@School of Computer Science and Technology, Beijing Institute ¢ . echnoloy y, Beijing,
China, 100081.
b Department of Information Systems and Cyber Security, Unit ‘rsity of ‘ezas at San
Antonio, San Antonio, TX 78249-0631, TISA.

Abstract

In recent years, there have been efforts to dep. v biockchain in a broad range
of applications and in different domains, snch a< tr. critical infrastructure sec-
tors. Generally, blockchain can be leverageu “» establish a fair and transparent
data sharing environment where unauthorized n. dification to the data can be
audited and traced. There are, however, knc vi .imitations of blockchain-based
solutions. For example, a significant -veake. d networking control capability due
to the distributed nature of blockcha v ™ased solutions. In addition, decisions
recorded on a blockchain cannot be ch. nged and there is the risk of majority
attack (also known as 51% attack,. Seeni..g to mitigate these limitations, in this
paper we propose a controllable block.~ain data management (CBDM) model
that can be deployed in a clo"? euvironment. We then evaluate its security and
performance, in order to d- monsti te utility.
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1. Introductior

The recent “cer 1 in blockchain is probably due to the success and popular-
ity of bitcoin Tb . interest in blockchain is also evidenced by the increasing
number of Mocke ain-based solutions in a broad range of fields [1, 2, 3, 4, 5].
This is not surr rising, for example due to its capability to provide a transparent
data usag, ar d sb ring environment [6, 7]. Specifically, a blockchain system is
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