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IT WAS four years ago when Dragos Ruiu 
noticed that some of his computers were 
behaving bizarrely. First, software on a 

laptop changed unprompted. Then settings  
on other machines mysteriously altered – and 
data vanished. Most alarming of all, Ruiu 
claimed his computers seemed to be 
communicating with each other, even after  
he had severed every connection between 
them he could think of. It made no sense. 

Ruiu, a respected information-security 
expert based in Edmonton, Canada, began to 
suspect that a powerful new computer virus 
was at work. Yet all efforts to find it failed. 
Then he discovered the only way to regain  
full control of a computer was to disconnect  
its microphone and speakers. In October 2013,  
he announced on Twitter that the virus, which 
he dubbed badBIOS, appeared to use high-
frequency sound waves to send commands 
from one machine to another. Making use of 
speakers, microphones and some very smart 
programming, this malware seemed to be 
communicating through inaudible whispers.

It was an extraordinary claim. Many 
organisations, including the security services 
and those in charge of critical infrastructure, 
rely on so-called “air gaps” to protect key 
computers from intruders. In response, some 
pointed the finger at state-sponsored hackers. 
Others noted the lack of real evidence, and 
suggested that it was either a hoax or that  
Ruiu was paranoid. 

In December last year, Ruiu’s claim began  
to look more credible. German researchers 
announced they had found a way to send  
data covertly between computers using 
inaudible sound waves. Perhaps mysterious 
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sonic signals really were controlling Ruiu’s 
machines.

Whatever the truth, there are good reasons 
why we can’t afford to ignore the idea. It turns 
out that old-fashioned sound technology is 
returning to play a key role in beaming data 
between all manner of devices, including 
cellphones. Want to pay for dinner at a 
restaurant or a cab ride home, share photos 
with friends, receive discount shopping  
offers or information at concerts, exhibitions 
and sporting events? A host of new services 
use speakers and microphones rather than 
wireless signals to make payments or swap 
information. Broadcasters are getting 
involved too – beaming out high-frequency 
audio during your favourite TV quiz so  
that you can play along at home on your 
smartphone. Could sound even deliver the  
all-purpose electronic wallet that will finally 
see off credit cards and cash?

But just suppose Ruiu is on to something. 
Given that the security systems protecting our 
devices are not designed with sound in mind, 
how secure can sound-based technology be? 
Could our gadgets become vulnerable to 
malware embedded in a voice call or music 
broadcast, say? And what about privacy?  
Will you have to disable your smartphone’s 
mic whenever you leave home, or risk a 
barrage of acoustic spam?

It is easy to forget that sound was once a 
favourite way to communicate over long 
distances. For centuries, booming cannons  
or clanging bells were used to send important 
messages. Even the dawn of the internet age 
was accompanied by a chorus of clicks, hisses 
and squeaks, as dial-up modems squirted data 
along phone lines.

Since then, a relative silence has descended 
as Wi-Fi and Bluetooth have taken over along 
with other technologies based on radio waves. 
Yet the incredible number and diversity of 
mobile gadgets means that engineers are 
taking a fresh look at acoustics.

Whenever manufacturers want to introduce 
new communications technology or even 
update old ones, they have to spend money  
on new hardware. Even then, their advanced 
gadgetry won’t be able to communicate with 
every other device.

However, pretty much every one of the 
billions of phones, tablets and computers we 
use already have speakers and microphones 
built in. To get them talking a common 
language, all that’s required is a software 
update. “There are lots of great ways to move 
data, but none are as universal as sound,”  
says Patrick Bergel of Animal Systems, based 
in London. “There are more loudspeakers on 
Earth than there are humans.”

In 2012 Animal Systems launched Chirp, an 
app that allows people to share files and other 
information via short sequences of audible 
birdsong-like calls. It’s just one of dozens of 
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